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 (
static
 
void
 Main(
string
[] args)
{
    
Thread
 t1 = 
new
 
Thread
(PrintData);
    
Thread
 t2 = 
new
 
Thread
(PrintData);
    
Thread
 t3 = 
new
 
Thread
(PrintData);
    
Thread
 t4 = 
new
 
Thread
(PrintData);
    t1.Start();
    t2.Start();
    t3.Start();
    t4.Start();
    
Console
.ReadLine();
}
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
    }
}
)Race conditions and their implications were discussed in detail in the previous tutorial, however their discovery and an implementation which resolves a race condition is not necessarily trivial.  First, let’s deliberately create a race condition:













While it is clearly the intention that our threads execute in any order, it is evidently unintended that a thread may begin its iteration of the loop before the previous thread has finished.  Running this code will result in an output similar to the following:
[image: ]
This represents a situation in which we want one thread to execute a set of commands before another may begin executing on another set.  To achieve this we can implement a mutual exclusion (mutex) to essentially force a portion of our code to act as if it were serial.
A Mutex class may be implemented as follows:
Create a class-wide static Mutex variable
 (
static
 
Mutex
 m1;
)
 (
m1 = 
new
 
Mutex
();
)And instantiate it in the Main function (before any threads are started)

 (
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
)A mutex works by only allowing a single thread of execution to enter a section of code at any one time.  Modify the PrintData statement as follows:







Mutex.WaitOne() is an atomic operation the first thread to reach this statement will call this function and essentially cause it to block for subsequent threads.  If thread3 reaches the mutex first, thread3 will lock that mutex and all other threads must wait at the WaitOne() statement until thread3 releases the mutex with ReleaseMutex().
Run this application and notice the resolution of the race condition.
[image: ]
 (
static
 
void
 PrintData()
{
    m1.WaitOne();
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
                
    }
    m1.ReleaseMutex();
}
)Consider what would happen if the code were changed so that the mutex wrapped around the loop, and why.









Note that the WaitOne and ReleaseMutex methods may be utilised for a single mutex in more than one function.  For example, in code such as this:

















 (
static
 
Mutex
 m1;
static
 
Mutex
 m2;
static
 
void
 Main(
string
[] args)
{
    
Thread
 t1 = 
new
 
Thread
(PrintData);
    
Thread
 t2 = 
new
 
Thread
(PrintData);
    
Thread
 t3 = 
new
 
Thread
(PrintHello);
    
Thread
 t4 = 
new
 
Thread
(PrintHello);
    m1 = 
new
 
Mutex
();
    m2 = 
new
 
Mutex
();
    t1.Start();
    t2.Start();
    t3.Start();
    t4.Start();
    
Console
.ReadLine();
}
static
 
void
 PrintData()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
static
 
void
 PrintHello()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m2.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" says hello"
);
        
Console
.Write(
"\n"
);
        m2.ReleaseMutex();
    }
}
)
























This details a common error.  This code ultimately reintroduces the race condition; the two mutexes are independent of one another, thus while there would be parity in the PrintData and PrintHello methods, these two methods operating together simultaneously will still generate a race condition.

 (
static
 
void
 PrintData()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
static
 
void
 PrintHello()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" says hello"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
)The resolution to this is surprisingly simple; WaitOne() and ReleaseMutex() are not unique statements, the creation of the second mutex in this instance is unnecessary (though a program may feature more than one mutex should the situation dictate it).  WaitOne and ReleaseMutex should be called on m1 in both methods:
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 (
static
 
readonly
 
object
 myLock = 
new
 
object
();
)A similar, more precise and efficient method of locking exists within C#.  The principles are almost identical to that of the mutex, however the syntax utilises a generic user-defined object:

 (
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
lock
 (myLock)
        {
            
Console
.Write(
"Thread "
);
            
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
            
Console
.Write(
" executing"
);
            
Console
.Write(
"\n"
);
            
Monitor
.Pulse(myLock);
        }
    }
}
)And may either utilise a scoped lock (i.e. encapsulating functionality in curly brackets, with the lock automatically unlocking when these curly brackets end)














 (
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
Monitor
.Enter(myLock);
        
try
        {
            
Console
.Write(
"Thread "
);
            
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
            
Console
.Write(
" executing"
);
            
Console
.Write(
"\n"
);
            
Monitor
.Pulse(myLock);
        }
        
finally
        {
            
Monitor
.Exit(myLock);
        }
    }
}
)Or may be abstracted behind the Monitor class











Note that unlike a call to a mutex, a Monitor.Exit on an unlocked object will result in an exception.  As such, while locks are less computationally demanding than mutexes, they are generally less suitable for implementation in more than one place simultaneously.
While a lock will operate successfully without, a completing thread should always notify waiting threads that the lock is about to start unblocking by calling Monitor.Pulse on the relevant lock object.
Semaphore
In some cases, you may wish to restrict a certain number of threads to operating within a given section of the code.  It would be possible to create a complex system of if statements and mutexes, however this would be severe limit the program’s extensibility.
In C#, a Class named Semaphore is capable of essentially implementing this functionality.  


 (
static
 
SemaphoreSlim
 sem = 
new
 
SemaphoreSlim
(3);
static
 
void
 Main(
string
[] args)
{
    
for
 (
int
 i = 0; i < 6; i++)
        
new
 
Thread
(PrintData).Start(i);
    
Console
.ReadLine();
}
static
 
void
 PrintData(
object
 threadID)
{
    
Console
.WriteLine(
"Thread "
 + threadID + 
" attempting entry"
);
    sem.Wait();
    
Console
.WriteLine(
"Thread "
 + threadID + 
" entered"
);
    
Thread
.Sleep(1000 + (
int
)threadID * 1000);
    
Console
.WriteLine(
"Thread "
 + threadID + 
" leaving"
);
    sem.Release();
}
)





Note how once three threads have entered the critical region, all other threads must wait until a thread has left it.  When this occurs, another thread may enter to a limit of three.
Exercises
·  (
static
 
Mutex
 l1 = 
new
 
Mutex
();
static
 
Mutex
 l2 = 
new
 
Mutex
();
static
 
void
 Main(
string
[] args)
{
    
Thread
 t1 = 
new
 
Thread
(ThreadedFunc1);
    
Thread
 t2 = 
new
 
Thread
(ThreadedFunc1);
    
Thread
 t3 = 
new
 
Thread
(ThreadedFunc1);
    
Thread
 t4 = 
new
 
Thread
(ThreadedFunc2);
    
Thread
 t5 = 
new
 
Thread
(ThreadedFunc2);
    
Thread
 t6 = 
new
 
Thread
(ThreadedFunc2);
    t1.Start();
    t2.Start();
    t3.Start();
    t4.Start();
    t5.Start();
    t6.Start();
    t1.Join();
    t2.Join();
    t3.Join();
    t4.Join();
    t5.Join();
    t6.Join();
    
Console
.WriteLine(
"Complete"
);
    
Console
.ReadLine();
}
static
 
void
 ThreadedFunc1()
{
    l1.WaitOne();
    l2.WaitOne();
    
Thread
.Sleep(3000);
    
Console
.WriteLine(
"Thread "
 + 
Thread
.CurrentThread.GetHashCode().ToString() + 
": finished."
);
    l1.ReleaseMutex();
    l2.ReleaseMutex();
}
static
 
void
 ThreadedFunc2()
{
    l2.WaitOne();
    l1.WaitOne();
    
Thread
.Sleep(3000);
    
Console
.WriteLine(
"Thread "
 + 
Thread
.CurrentThread.GetHashCode().ToString() + 
": finished."
);
)Create a new program which implements the following code:
























 (
    l2.ReleaseMutex();
    l1.ReleaseMutex();
}
)

This is a classic example of a deadlock.  There is a high probability that if run this program would never complete.
Identify this deadlock (you may need to refer to last week's notes and utilise the appropriate debugging tools in visual studio) and resolve it without modifying the existing code, i.e. you may make additions, but not modify or subtract from the current code.






















·  (
public
 
class
 
Program
{
    
static
 
ProducerConsumer
 queue;
    
static
 
void
 Main()
    {
        queue = 
new
 
ProducerConsumer
(); 
//Creates a new ProducerConsumer
        
//Create a new thread which processes ConsumerJob.  Start this thread.
        
Random
 rng = 
new
 
Random
(0);
        
for
 (
int
 i = 0; i < 10; i++)
        {
            
Console
.WriteLine(
"Producing "
 + i);
            queue.Produce(i);
            
Thread
.Sleep(rng.Next(1000));
        }
    }
    
static
 
void
 ConsumerJob()
    {
        
Random
 rng = 
new
 
Random
(1);
        
for
 (
int
 i = 0; i < 10; i++)
        {
            
object
 o = queue.Consume();
            
Console
.WriteLine(
"\t\t\t\tConsuming {0}"
, o);
            
Thread
.Sleep(rng.Next(1000));
        }
    }
}
public
 
class
 
ProducerConsumer
{
    
readonly
 
object
 lLock = 
new
 
object
();
    
Queue
 queue = 
new
 
Queue
();
    
public
 
void
 Produce(
object
 o)
    {
        
//This function should add data object data to the queue.
        
//To do this, it should lock the list, call queue.Enqueue(o) then send a pulse.
    }
    
public
 
object
 Consume()
    {
        
//This function should remove data from the queue.
        
//To do this it should lock the list, loop until queue.Count is not equal to 0
        
//Then return queue.Dequeue().
    }
}
)Create a new program which implements the following code:
























This is an implementation of the producer-consumer problem, in which two threads wish to simultaneously access the same data structure, with one thread wanting to add to that structure, another wishing to remove from it.  This structure is common enough that a C# pattern actually exists for its implementation, however the manual example detailed here does largely the same job.
· Modify this implementation to produce and consume data; if successful, output may look similar to this:
[image: ]
· You may need to research the producer consumer model to achieve this.
· Ensure that no deadlocks or race conditions occur by using appropriate synchronisation techniques.
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