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Introduction 

Cloud Computing is emerging as a far from fleeting phenomenon, platforms are gaining popularity. Cloud Computing solutions are rapidly changing the dynamics of the web, creating new opportunities for businesses and the Public Administration, and showing all the benefits of using a new type of scalable and elastic infrastructure.
Cloud Computing allows users to access applications, data, and services that reside on remote servers that are accessible at anytime, anywhere, with any device, pc, tablet, or smartphone, managing and updating applications and activities remotely, with better cost control, and greater simplification in the management of online activities. The Cloud allows you not to support initial investments in the purchase of machines, nor of maintenance and upgrade of the machines.
To use the cloud computing services in the right way, you must follow several guidelines including weighing the risks and benefits of the services offered, verifying the reliability of the provider, and paying attention to contractual clauses.


1.1 Cloud Origins

Cloud Computing was first discussed in 1961 in a speech to mark the centennial of MIT (Massachusetts Institute of Technology). John McCarthy was the first to publicly propose the idea that the Time-Sharing method of computers could lead to a future where the power of computers and even specific applications could be sold according to the economic model of the utility (as happens with water and electricity). This idea was very popular in the late 1960s, but disappeared in the mid-1970s, when it became clear that the hardware, software, and telecommunications of the time were not ready. The term Cloud dates back to the early 1990s and is linked to the field of mobile telephony: in the cloud were kept the electrical circuits that allowed the permutation of traffic, either audio or data, hiding it from the end user. The user sees only the input and exit devices and does not care about the mechanism that allows communication. Over the years and the growth of the internet there is a strong push towards innovation and the first services that will later be defined as "Software as a Service" begin to circulate (we will talk later about the meaning of this term). One of the first cases and to be attributed to SalesForce.com that I realize a business model based on on-demand services and the customization of those services, without requiring the user special specific skills. Since 2000 we begin to understand the importance of this phenomenon, Microsoft and IBM begin to work on strengthening their web services. In 2005, Amazon launched Amazon Web Services (AWS), adapting its data centres to new architectural principles that allowed the world's largest e-commerce operator Amazon to avoid being overloaded. Microsoft and Google begin to lay the foundations for the subsequent decline of Clients such as Outlook with the development of Hotmail, Microsoft, and Eudora with the arrival of Gmail (Google), developing increasingly competitive web applications in email, office utilities, search engines (and a real war between behemoths). And Microsoft needs to take advantage of a huge platform that ultimately leads to the birth of remote platforms. Cloud service providers ensure data replication across multiple data centres to avoid losing all information in the event of a disaster. This automated intervention system ensures continuity of the cloud service.

1.2 Definition
There's nothing fundamentally new about any of the technologies that underpin cloud computing. It is an integration of simple and long-established technologies that combine to give rise to something new that has more value than the sum of its parts. A cloud consisting of three components: storage, nodes, and a controller. In addition to these, three main areas can be identified in the general definition of the model:

- Service provider or cloud provider that provides services intended as virtual servers, storage, complete applications, according to a pay-per-use model.

The administrator, who is responsible for choosing and configuring services offered.

-The end customer who uses the services purchased and configured by the administrator.
Cloud Computing is a paradigm that allows you to get easy on-demand network access to a group of configurable computational resources (networks, servers, applications, and services) that can be quickly allocated and released with reduced management and interaction with the service provider."
This definition highlights the 5 key aspects of Cloud Computing:

Software as a service (SaaS)
Platform as a Service (PaaS)
Infrastructure  as a Service (IaaS)















Fig 1.1 Cloud Features, Models, and Architecture

On-demand Self Service: Cloud service users can request resources (storage, applications, hardware) for their needs without the service provider's intervention. In addition, the user can modify the request at any time according to pay-per-use logic.

Broad Network Access: The network is the key component, ensuring access to remote resources stored in the Cloud; users can access the service at any time and from anywhere, sharing data and data becomes much easier.

Resource Pooling: Resources made available by the Cloud Provider are dynamically shared and allocated by all users (multi-tenant model). The customer in general has no control or knowledge of the exact location of the resources (RAM, CPU, disk). This can sometimes be considered a disadvantage such as deciding which laws to apply in the event of a crime (if the data resides outside your state, the law of the other state will apply). Each Cloud user will have their own operating system that they can customize depending on the service chosen.

Rapid Elastic: The consumer can buy resources in any quantity and at any time, in this way the capacity of the computing resources available on demand often seem to be endless. This illusion of infinite potential, eliminates the need for users to plan on the actual need for resources, thus avoiding oversizing/under sizing them. Figure 1.2 shows the key point of Cloud Computing versus a client-server view: the blue line indicates the cloudless solution where purchasing new servers increases sizing. Real requests (red line), on the other hand, are fluctuating and can lead to underutilization of resources or a disservice given by the lack of them (highlighted in red). Cloud Computing (yellow line) and the idea of "pay-per-use" allow you to follow the consumer's demand avoiding underutilization or overuse of resources

Measured Service: Resources (computing, storage, bandwidth) can be constantly monitored directly by the user, who can know at any moment what he is using and, therefore, what he is paying












fig 1.2: Cloud Computing Scalability 












Cloud Computing Architecture

2.1 Different types of Cloud Computing 

The services that can be offered through a cloud structure are of three types, divided by the type of remote resource:
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LaaS stands for Infrastructure as a Service and is the closest service to what forms the Cloud. Through this system, the user has the full potential and flexibility of a physical computer, without
you have to worry about hardware or continuity of service in the event of a failure, as it is the service provider's job to deal with these low-level aspects.  For example, Amazon's classic EC2/S3 service and an IaaS service: the customer buys the service, installs the operating system he prefers, and creates applications in this environment; will have to follow all aspects of load balancing on multiple instances, structure a suitable database. As for the costs of such a service, normally, it is usual to provide IaaS services in Flat mode with periodic billings; the various IaaS services allow "pay-as-you-go" invoicing as an IaaS instance and a cost to the supplier only when   
work and not when it is 'stopped': if an IaaS service were always working at full capacity the costs would be similar to those of a standard Flat mode but relying on 'dead times' you can have costs normally much cheaper.


PaaS stands for Platform as a Service, which means virtualization of a platform. In this case, you don't have to deal with the infrastructure through which a platform is built: for example, you don't have to worry about how much space the database occupies or how to distribute the workload across multiple IaaS services, as these issues have already been addressed by those who offer the PaaS service (probably using its IaaS infrastructure): you only think about creating the various applications you need. In this case there are fewer charges but also less flexibility as it will be the supplier to which you have turned to decide the platform on which to offer the service and the customer will only be able to adapt to develop its applications. For example, if the vendor has opted for a LAMP (Linux-Apache-MySQL-PHP) infrastructure, the customer will necessarily have to write the application using the PHP language and a MySQL database; If you want to program in Ruby on Rails or have an Oracle or MongoDB database, the customer will choose another service provider or purchase an IaaS service by defining the system configuration themselves. Another example of PaaS is Google App Engine which requires the application to be written in Java or Python. Other leaders are SalesForce.com, Heroku, Xeround, MS Azure, and many more. This type of service is normally billed in Flat mode: you choose a "cut" (how many MB of disk space, the amount of bandwidth) and you pay on a periodic basis. PaaS seems to be the best alternative to traditional platforms to date, despite lock-in issues that limit their spread, preventing companies from creating portable applications. In addition, if a company keeps data on a single platform, it will increase transfer times due to its increasing size. Microsoft Azure shows lock-ins in its operating system, language platform, and Azure services, in fact it uses the .NET platform, which is currently only beneficial on Microsoft platforms. Java, much like .NET, unlike that, has the main purpose of providing a single language for
all existing platforms and operating systems. Another example of this problem and Salesforce, because of its database and "closed source" programming language and the poor portability of its infrastructure: if you develop an application using the Apex programming language, you can only run it in the SalesForce.com cloud infrastructure.

SaaS stands for Software as a Service, a term often used to identify a software application that works in the cloud and is used in fees and modes other than traditional on premises applications. They are a software distribution model that allows applications to be used exclusively through a browser. The user is aware of where the software is hosted, under which operating system runs and in which programming language is written. You don't need to install anything locally, the only thing you need and any web browser.  Some examples of SaaS services are a web mail access, a CRM (Customer Relationship management like SalesForce.com), the classic "Google Apps".
This type of service is normally billed on a regular basis based on the number of activated users and the actual time of use. The IT requirements to use SaaS systems are reduced and do not require many technological skills; in the case of Google Apps, for example, and proper DNS management is required.
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fig 2.2: Responsibilities in different Cloud architectures


2.2 Deployment models

When deciding to choose for the solutions offered by Cloud Computing, a company like London Bike must make various considerations about the type of model to use for its cloud services. This choice is fundamental and decisive,
you decide what your company's priority is, whether you prefer low costs or high data security and privacy.
There are three main role models for cloud computing:

Public Cloud also called "External Cloud", resources are made available, by the cloud provider, as services for public use.  In this model, the cloud infrastructure is owned by an organization that sells services to the public or to a group of businesses. The benefits for users of this model are the reduction of
start-up costs and delegating risk management to the vendor's infrastructure.  However, the concern of many and not having sufficient guarantees about data security and privacy, very important in a business scenario and this leads companies to other types of solutions. Public Cloud examples are Amazon Elastic Compute Cloud (EC2), IBM Blue Cloud, Sun Cloud, Google App Engine, and Windows Azure Services Platform;

Private Cloud   also called "Internal Cloud", are distributed for the exclusive use of a single company, or a group of companies.  Cloud infrastructure is owned or leased by a single organization. This model certainly provides greater security and confidentiality, but it doesn't deviate far from the server farm system. Private Cloud examples are VMWare and Salesforce;


Hybrid Cloud infrastructure consists of one or more Clouds that can be public or private, merged into a single entity. To ensure data integrity, different providers' services are merged into the hybrid cloud.  The goal of this model is to reduce the limitations of the previous two models, thus achieving a more flexible service. To make the most of this service, careful analysis must be done before deciding what to put in the Public Cloud and the Private Cloud.

Other models on the market but less well known and used than the previous ones are:

Community Cloud: Found in the NIST deployment model definition, it represents a cloud shared between different organizations that supports a specific community and shares its scopes (for example,
mission, security requirements, policy, and compliance considerations). An example of Community Cloud and App.gov and Data.gov, government-provided Cloud Computing services.

Virtual Private Cloud (VPC): Is a platform located on a public cloud that leverages the technologies of a Virtual Private Network (VPN), allowing the service provider to design the network and security mechanisms. It is not only server and application virtualization that is provided, but also the network. An example and the VPC service offered by Amazon.


3.Suitable Deployment model for London Bike Ltd

The public cloud model works best for London Bike ltd, because it has a low initial investment, needs high flexibility to meet hard to predict demands, requires reduced complexity, prefers flexible pricing models, can do without its infrastructure, doesn't need to control costs, doesn't have to automate your infrastructure, and ultimately doesn't require high levels of customization.
By agreeing with the Statista.Com Site, we have been able  to view the Public Cloud market diagram.
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3.1Benefits of the public cloud
Public cloud services are offered by third-party providers on the Internet, making them available to anyone who wants to use or purchase them. Public cloud services can be sold on demand, allowing you to pay only for what you use, such as CPU cycles, storage space, consumed bandwidth, and so on.

Growing confidence in security. Nothing is as secure as on-premises data. But the new security measures have diminished many fears about the public cloud. IDG research indicates that 58% of companies trust public cloud provider data platforms and protocols more than their IT department. This is explained by considering that often a large part of data breaches is the result of human error. Data stored in the public cloud is less likely to be compromised due to an employee's error.

Cybersecurity expertise. In a recent survey, 60% of engineering companies said the security skills shortage is slowing down their cloud adoption plans. Major public cloud providers have a sufficient budget to hire experienced staff and cutting-edge security tools, enduring the pressure of having to manage and protect infrastructure and applications. In this way, the public cloud also provides instant access to the most advanced security services on the market.

Cost savings. With no capital investment, no maintenance and upgrade costs, and a flexible price based on an on-demand model, the public cloud is generally considered cheaper than the private cloud. However, the savings depend on the type of workload and the services involved in the choice. With public cloud providers offering a broad portfolio of products, consisting of computing, storage, data base, networking, mobile apps, and business, it's important to select only the solutions that are actually needed to avoid overspending.

Other benefits of the public cloud include immediate global availability, making it ideal for fast-growing start-ups and businesses, maximum uptime, as virtually all public cloud providers today provide more than 99% uptime and no risk of failure, and high flexibility without redundancy, which means you no longer have to worry about data backup or excessive costs.

3.2  Disadvantages of the Public Cloud

Possible hidden
Expenses. Due to poor visibility into public cloud operations, it can be difficult to determine whether some costs are excessive. In fact, public cloud providers can add hard-to-find management and support fees. In the worst-case scenario, service and support costs can lead to 50-70% increases in investments compared to a private cloud. In the end, this suggests how important it is to find a reliable, fair, and transparent public cloud provider.

Loss of control. 
Basically, you need to trust someone to take care of the data. It is assumed that the cloud provider will manage the data centers and servers with the same care with which the customer company would, if not more. However, this may be a cause for concern for some. It's worth noting, however, that 54% of companies recently surveyed by IDG say they are not concerned about losing control over applications and infrastructure as they move to the public cloud, because they are confident and confident about the choice they make when it came to selecting the best "public cloud ready" applications.


4 Cloud Virtualization 
What the cloud would look like if there wasn't virtualization, virtual IT resources, and abstraction from the resulting physical calculators paved the way for the cloud era. All the techniques that are deployed in cloud computing are based on a virtualization of IT resources, whether it's hardware, software, memory, or network components. Technically, these forms of virtualization differ sharply.
Virtualization is an abstraction from the physical resources of IT, and you can abstract both hardware and software. An IT component created with virtualization refers to itself as a virtual or logical component and can be used just like its physical pendant.
 The main advantage of virtualization is the level of abstraction between physical resources and virtual representation, which underpins several cloud services that become increasingly important in business life. The concept of virtualization must first be separated from those (sometimes very similar) of simulation and emulation.
Basically, it's the logical progression of faster clusters, virtualization, and Internet connections. Companies can specialize in providing storage and processing power, and you can host your application in their cluster and access it over the Internet. And, using virtualization, it can exist in an arbitrary environment unrelated to the actual physical hardware on which it is running. Very nice.
The ability to host an application on third-party equipment that can be scaled transparently is very powerful. You can create a web presence without having to overcome down the hardware. The specific hardware implementation doesn't matter to developers, so it's also nice.
The reason they call it "cloud" is because in traditional network diagrams, the Internet, the rest of the world, WAN, networks, and hardware that go beyond the purpose of the immediate diagram, are always represented as a cloud.
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4.1 Cloud Computing Migration
Cloud Migration is that IT process with the goal of moving data and applications to a cloud environment. Migration can take place from an on-premises data centre to the public cloud, or from one cloud platform to another (in this case, we're talking about C2C, Cloud to Cloud).

Benefits
Migrating to the Cloud is now a key step in completing the digital transformation process that businesses and governments must undertake.
Here are the main benefits to consider when considering the option to move all or part of your workloads to the cloud, leveraging the infrastructure of a public cloud service provider:

· Easier innovation and decision making.  The cost of adopting and dismantling infrastructure is reduced compared to on-premise solutions. In addition, decision making times and the concrete translation of ideas into new products and services are reduced.

· Provision resources faster. The necessary resources are made available in a few hours.

· Certain costs and increased margins. There has been an overview of infrastructure costs, with a general reduction and therefore with an increase in margins.

· Dynamic utilization of IT capacity. Customer needs are met dynamically and on time, without waste or redundancy. You can configure "tailored" resources.

4.2 Migrating to the Cloud process

Whether it's Opting for Infrastructure as a Service (IaaS), Platform as a Service (PaaS), or Software as a Service (Saas) contracts, there's no better approach by definition for migrating to the cloud. The choice depends on the needs of your organization, the criteria for evaluating the different viable options, and architectural principles.
Possibilities can be:

Replacing (for SaaS)
The organization in this case chooses to replace a licensed application and opt for a Pay for Use (SaaS) template. The companies that choose this eventuality ensure greater flexibility in adapting the capabilities of strategic software (typically ERP and CRM) to their needs.

Rebuilding (for PaaS)
This option is to completely rebuild an application, rewriting its code. The application will therefore be the subject of a complete architectural overhaul. The benefits are related to the ability to access all the innovative features provided by the cloud provider and its developer community. Your organization's IT team will have access to templates for rapid creation of new features, reducing the time and complexity of development processes.

As mentioned, the main goal of a migration to the cloud is to ensure security, limited costs and high performance. The different processes related to Cloud Migration vary based on business-specific factors. But there are basically two ways to migrate: a "light" integration and a deeper one. In the first case you opt to intervene with the only necessary changes, those necessary to run the application in the cloud. In the second case, the company decides to take the opportunity of the move to the cloud to make the necessary changes to the applications to maximize the benefits of cloud environments – such as auto-scaling or dynamic load balancing.


 5.SECURITY CONCEPTS
Cloud architectures are typically shared resources used by various applications. This involves the exchange of often sensitive and/or private information. This creates the need to use encrypted communications in a way that covers different aspects of cybersecurity:
Privacy - prevent the release of unauthorized information.
authentication - verifying the identity of the users involved in the
Communications.
Integrity - ensure that a message arrives at its destination
is not altered.

The concept of encryption turns out to be quite a simple operation. The sender encrypts the original message (plaintext) using a cipher function. The encrypted message (ciphertext) is sent to the
recipient, it will be able to read the text in plaintext by applying a decrypting function in such a way as to reconstruct the original text. This encryption/decrypting process generally depends on
secret key (in the case of secret key encryption) shared by both parties. The operation of reading by a stranger listening to communications becomes sufficiently arduous as he does not know the secret key.

5.1One-way encryption
When we need to hide confidential information, such as a password stored inside a database, we need to encrypt the information in such a way that we cannot perform the reverse operation. To do this we use hash functions called one-way hash function. The best known and most efficient hashing algorithms are MD5, SHA1 / SHA256 (Secure Hash Algorithm), HMAC (keyed-hash message authentication code). In the table below, we applied some hashing algorithms, with different characteristics, to the string "DON'T PANIC".
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6.Saas Implementation

the distribution over the Internet of software that can be run in a centralized environment, which users’ access through a web interface. Essentially, it is the natural evolution of the Client-Server model, in which the server environment is an essential part of the solution distributed to each customer who owns its ownership and exclusive access, having installed it 'On-Premises' (on-site) under its responsibility.
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On-Premises installations, with the centralized management of all software components, ensure more complete control of the processes and resources involved, the ease of integration, flexibility and scalability of SaaS solutions make the model increasingly attractive to  London  Bike  ltd  and entities, entitized by the economic and management benefits offered by this service model.
 
To summarize, schematically, we can list among some of the implementations offered by the Software as a Service (SaaS)model:

Ease and speed in implementation: Deploying applications with the SaaS model is quick and easy because it frees businesses from all the inevitable technical challenges, allowing users to quickly build value without worrying about infrastructure.

Integrated with Third-Party Data and Applications: As you are based on web-based technologies and open communication standards, SaaS solutions are easily integrated with other applications and are capable of providing sophisticated management and analysis tools even on external data.

Compliance with legal requirements for data security and confidentiality: This is also an additional concern and responsibility. Regularity still requires skills and investments that can be avoided with a SaaS solution.


7.Conclusion 
The main benefits that London Bike Ltd can derive from using cloud services is the reduction of operating costs and the cancellation of initial investments, and also the guarantee that you have to pay exactly what you use. This last aspect is of paramount importance, especially since the number of resources requested is closely linked to the number of clients using a particular service and, consequently, the revenue that can be obtained. In addition, physical management is delegated to third parties, which will then take care of system maintenance. There are also issues regarding the guarantees offered by suppliers that are not yet able to guarantee total availability, but still come to guarantee an uptime of 99.9% of the service during the course of the year. The security levels guaranteed by the provider must be assessed so that they meet the needs applications. In conclusion, we can say that cloud-based business applications distributed through the SaaS, IaaS and PaaS models present tangible advantages, which are absolutely not negligible compared to traditional On-Premise solutions.
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