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Abstract

This report presents a two-part assessment addressing contemporary cyber threats to high-value organisations. Task 1 provides a strategic threat analysis of a real-world ransomware attack against a healthcare institution, mapping adversary behaviour to the MITRE ATTACK - Enterprise framework and identifying systemic weaknesses. Task 2 documents a simulated Red Team engagement, Operation IP Shield, conducted for a pharmaceutical organisation to emulate Advanced Persistent Threat (APT) activity targeting intellectual property within a hybrid enterprise environment.
Together, the report demonstrates strategic threat intelligence analysis, practical adversary emulation, critical evaluation of detection gaps, and business-aligned security recommendations. The findings highlight the importance of defence-in-depth, proactive monitoring, and organisational readiness in mitigating modern cyber threats.
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Task 1: Strategic Threat Analysis – From Headlines to TTPs
1. Executive Summary

In June 2025, the NightSpire ransomware group reportedly compromised Al Tadawi Specialty Hospital in Dubai, resulting in the alleged exfiltration of approximately 1.5 terabytes of sensitive organisational data. The stolen information reportedly included patient medical records, staff identification documents, visas, professional certifications, and internal operational files. Such a breach exposes the organisation to severe operational disruption, regulatory non-compliance, reputational damage, and the long-term misuse of healthcare data for identity theft, fraud, and extortion [1], [2].
The incident reflects the growing prevalence of double-extortion ransomware campaigns, in which attackers exfiltrate data prior to system encryption to maximise leverage. Although detailed forensic evidence has not been publicly disclosed, the attack aligns closely with established ransomware tradecraft, including phishing-based initial access, credential abuse, privilege escalation, lateral movement, and data exfiltration prior to encryption [3], [4].
Mapping the suspected intrusion against the MITRE ATTACK Enterprise framework enables systematic analysis of adversary behaviour and identification of defensive gaps across the attack lifecycle. The case highlights persistent cybersecurity challenges within healthcare environments, including limited network segmentation, inadequate outbound traffic monitoring, legacy systems, and constrained detection capabilities [5]. Effective mitigation requires a shift from perimeter-centric security towards a layered defence-in-depth strategy incorporating Zero Trust principles, robust identity controls, continuous monitoring, resilient backups, and sustained staff security awareness training [6], [7].
2. Introduction and Background
2.1 The Rising Threat Against Healthcare
Healthcare organisations have become prime targets for ransomware and cyber-espionage due to their reliance on highly sensitive digital assets and their low tolerance for operational disruption. Electronic Health Records (EHRs) contain extensive personal, medical, and financial information, making them particularly valuable for criminal exploitation through identity theft, insurance fraud, and extortion [8], [9].
Despite escalating threats, many healthcare institutions face persistent security challenges, including constrained budgets, fragmented infrastructures, and reliance on legacy clinical systems. These limitations often delay the deployment of advanced controls such as network segmentation, endpoint detection, and behavioural monitoring, increasing exposure to ransomware campaigns exploiting weak access controls and unpatched vulnerabilities [10].
The consequences of cyber incidents in healthcare extend beyond financial loss, directly impacting patient safety. Ransomware-induced outages disrupt clinical workflows, delay treatment, and force service diversions, pressures routinely exploited by attackers to accelerate ransom negotiations [11]. The 2025 incident at Al Tadawi Specialty Hospital reflects these global trends and highlights the urgent need for strengthened governance, detection capabilities, and incident-response maturity within healthcare environments in the UAE and beyond [12].
2.2 About Al Tadawi Specialty Hospital & NightSpire

Al Tadawi Specialty Hospital is a private multi-specialty healthcare provider based in Dubai, delivering services across cardiology, paediatrics, orthopaedics, and general medicine. Like most modern healthcare organisations, it relies heavily on digital systems to manage patient care, diagnostics, and administration, necessitating the processing and storage of large volumes of sensitive data [13].
Healthcare organisations are especially attractive to ransomware actors due to the criticality of their services and the severe consequences of operational disruption. Regulatory obligations and reputational risks further amplify extortion pressure, making hospitals frequent targets of double-extortion campaigns [14].
The NightSpire ransomware group reportedly emerged in early 2025 and operates using a ransomware-as-a-service (RaaS) model, combining data exfiltration with encryption and public leak threats. Threat-intelligence platforms indicate that Al Tadawi Specialty Hospital appeared on NightSpire’s leak site on 8 June 2025. In the absence of an official disclosure, available details are derived from independent ransomware monitoring and dark-web intelligence sources, which suggest consistency with NightSpire’s established operational patterns [15]–[17].
3. Incident Overview — What Is Publicly Known

Public threat-intelligence sources provide a limited but consistent account of the incident. Ransomware leak-site records identify Al Tadawi Specialty Hospital as a confirmed NightSpire victim in early June 2025 [18], [19]. Approximately 1.5 terabytes of data were reportedly exfiltrated prior to encryption, including patient medical records, staff identification documents, visas, certifications, internal communications, and operational files [20], [21].
At the time of writing, no official forensic report or technical disclosure has been released. Consequently, there are no publicly verified indicators of compromise, confirmed initial-access vectors, or detailed timelines. Such limited transparency is common in healthcare ransomware incidents due to legal, regulatory, and reputational considerations [22]. In the absence of confirmed artefacts, modelling the intrusion lifecycle relies on well-documented ransomware behaviour observed across comparable healthcare incidents [5].

4. Attack Chain & MITRE ATTACK Mapping (Documented + Inferred)

[image: ]Fig. 1. Hypothesised Kill-Chain Flow for the NightSpire Ransomware Attack

Figure 1 illustrates the reconstructed ransomware kill chain for the NightSpire incident, mapping adversary activity across key stages of the attack lifecycle in alignment with MITRE ATTACK tactics and techniques. The proposed model reflects patterns commonly observed in modern double-extortion campaigns, where initial access is typically achieved through phishing, credential compromise, or exploitation of unpatched internet-facing services. Following access, attackers commonly escalate privileges and harvest credentials to obtain administrative control, enabling internal reconnaissance and lateral movement towards high-value assets such as file servers, backup systems, and Electronic Health Record platforms [10].
This section reconstructs a plausible NightSpire attack chain mapped to the MITRE ATTACK Enterprise framework. The analysis integrates documented information with inferred behaviours based on established ransomware tradecraft, academic research, and healthcare-focused threat-intelligence reporting [5], [23].

4.1 Initial Access

The most plausible initial-access techniques include Spearphishing Attachment (T1566.001) and abuse of Valid Accounts (T1078). Phishing remains the dominant entry vector in healthcare environments, where staff frequently process external emails containing referrals, invoices, and clinical documentation under time pressure [10]. Credential compromise enables attackers to bypass perimeter controls and blend malicious activity with legitimate user behaviour [5].4.2 Execution & Persistence
Following initial access, attackers likely used Command and Scripting Interpreter (T1059), particularly PowerShell, to execute payloads and automate attack workflows. These “living-off-the-land” techniques exploit legitimate administrative tools, reducing detection by signature-based controls [4], [10]. Persistence was plausibly achieved via Create or Modify System Process (T1543), such as malicious services or scheduled tasks, enabling continued access across reboots [5].

4.3 Privilege Escalation / Credential Access
Privilege escalation is central to ransomware operations. Credential Dumping (T1003), particularly via LSASS memory extraction, is widely used to obtain administrative credentials and disable security controls [5], [10]. Exploitation for Privilege Escalation (T1068) may also have been employed, targeting unpatched systems or vulnerable services common in legacy-rich healthcare environments [10].
4.4 Lateral Movement & Discovery

With elevated privileges, attackers typically expand access via Remote Services: SMB (T1021.002), leveraging widespread file sharing within hospital networks [5]. Discovery techniques such as File and Directory Discovery (T1083) and Network Share Discovery (T1135) enable identification of high-value assets, including EHR systems, file servers, and backup infrastructure [10].
4.5 Data Exfiltration

Prior to encryption, attackers likely staged and compressed data using Archive Collected Data (T1560) and Data Staging (T1074). Exfiltration was plausibly conducted using Exfiltration Over Web Services / Encrypted Channels (T1567), allowing large volumes of sensitive data to blend with legitimate HTTPS traffic and evade traditional monitoring [5], [10].
4.6 Impact: Encryption & Data Leak Threat

The final stage likely involved data encrypted for Impact (T1486), rendering critical systems inaccessible and disrupting clinical operations. This activity aligns with a double-extortion strategy, combining encryption with threats to publicly release stolen data [5]. Attackers may also have attempted Inhibit System Recovery (T1490) by disabling backups or deleting shadow copies, further constraining recovery options [10].
Appendix A  presents the consolidated mapping of documented and inferred attacker behaviours to the MITRE ATTACK - Enterprise Matrix. This structured mapping supports systematic analysis of adversary tactics, highlights detection and control gaps across the attack lifecycle, and provides a foundation for prioritising targeted mitigations aligned with observed ransomware behaviour.

4.7 STRIDE Threat Modelling Analysis

Applying the STRIDE framework complements the MITRE ATTACK analysis by categorising systemic failures across confidentiality, integrity, and availability:
· Spoofing:Credential compromise enabled impersonation of legitimate users [10].
· Tampering: Likely modification of configurations and security controls to facilitate ransomware deployment [21].
· Repudiation: Insufficient logging hindered early detection and forensic reconstruction [22].
· Information Disclosure: Large-scale exfiltration of sensitive healthcare data [8].
· Denial of Service: Encryption disrupted critical clinical services [9].
· Elevation of Privilege: Credential dumping and vulnerability exploitation enabled unrestricted access [5].
The STRIDE analysis reinforces the conclusion that weaknesses across identity, visibility, and privilege management enabled the attack.
5. Root Cause & Failure Analysis

The reconstructed attack chain indicates multiple contributing failures. Human factors, particularly susceptibility to phishing and weak credential hygiene, likely enabled initial compromise [10]. Architectural weaknesses, including limited network segmentation and reliance on legacy systems, facilitated lateral movement and data access [5].
Detection and monitoring gaps were also evident. The reported scale of data exfiltration suggests insufficient outbound traffic monitoring and Data Loss Prevention controls. Delayed detection increased attacker dwell time, enabling data staging and encryption before response measures could be enacted [8].
5.1 Human Factors & Organisational Security Culture

Human factors likely contributed significantly to the NightSpire ransomware intrusion. The inferred use of phishing suggests limitations in user awareness and email-security effectiveness, exacerbated by time-critical healthcare workflows [10]. Weak credential hygiene, including password reuse and limited multi-factor authentication, may have enabled abuse of valid accounts, allowing attackers to evade detection [5], [10]. Limited public technical disclosure further indicates potential gaps in incident-response maturity and executive security governance. Strengthening organisational resilience requires continuous security training, phishing simulations, and robust credential-management policies, as technical controls alone are insufficient to mitigate ransomware risk in healthcare environments [5], [8], [10].
5.2 Architectural Weaknesses

Architectural weaknesses likely enabled the NightSpire ransomware intrusion. Limited network segmentation between clinical, administrative, and internet-facing systems would have facilitated lateral movement and unrestricted access to sensitive data following initial compromise [5], [10]. Weak segmentation also enables large-scale data discovery and exfiltration, particularly in environments with shared services and legacy infrastructure [5]. Inadequate data governance and excessive data retention further amplified breach impact, while reliance on legacy or unpatched systems increased exposure to known vulnerabilities. Addressing these weaknesses requires robust segmentation, disciplined vulnerability management, and strengthened data governance to reduce ransomware risk in healthcare environments [5], [10].
5.3 Monitoring, Detection, and Incident Response Gaps

The NightSpire incident indicates significant deficiencies in monitoring and incident-response capabilities. The reported exfiltration of approximately 1.5 TB of data suggests inadequate Data Loss Prevention and outbound traffic monitoring, allowing large-scale data transfer without detection. Limited behavioural and anomaly-based monitoring likely delayed identification of abnormal authentication, process execution, and data staging activities. Insufficient incident-response readiness further enabled attacker progression to encryption. Weak or poorly isolated backup mechanisms may have amplified impact. Addressing these gaps requires continuous monitoring, robust outbound controls, and regularly tested incident-response and recovery procedures [4], [5], [10].
6. Strategic Recommendations (Prevention & Detection)
Effective mitigation requires a defence-in-depth strategy aligned with MITRE ATTACK observations.
6.1 Architectural & Structural Controls

Healthcare organisations should implement robust network segmentation and micro-segmentation to isolate clinical, administrative, and internet-facing systems. Strong identity and access management, including mandatory multi-factor authentication and least-privilege enforcement, is essential. Data governance measures, including minimisation, encryption, and immutable backups, significantly reduce breach impact [5], [10].
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Fig. 2. Defence-in-Depth Architecture
Figure 2 illustrates a layered defence-in-depth security architecture aligned with the recommended preventive, detective, and responsive controls for mitigating ransomware threats in healthcare environments.
6.2 Monitoring, Detection & Response

Behavioural monitoring through EDR/XDR platforms should detect indicators such as abnormal authentication, PowerShell misuse, mass file modification, and encrypted outbound transfers. DLP and outbound traffic analysis are critical for disrupting data exfiltration. Incident-response plans must be documented, tested, and supported by offline or immutable backups to enable rapid recovery [18], [20].
6.3 Human & Organisational Controls

Regular security awareness training, phishing simulations, and enforced credential policies reduce susceptibility to social engineering. Adoption of Zero Trust principles and participation in sector-wide intelligence sharing further strengthen resilience. A mature security culture is essential in environments where patient safety and data confidentiality are interdependent [10].

7. Conclusion (Task 1)

The NightSpire ransomware attack on Al Tadawi Specialty Hospital illustrates the escalating risk posed by double-extortion ransomware to healthcare organisations. Although technical details remain limited, publicly available intelligence aligns with well-documented ransomware tradecraft involving phishing, credential abuse, lateral movement, data exfiltration, and encryption [1], [4], [9].
MITRE ATTACK and STRIDE-based analysis demonstrates that the incident was likely enabled by a convergence of human, architectural, and detection failures. Addressing these challenges requires sustained investment in layered security controls, Zero Trust architecture, proactive monitoring, and organisational preparedness. While this analysis relies on inferred behaviour due to limited disclosure, such modelling reflects standard strategic-threat-intelligence practice and provides actionable insight into preventing and mitigating future ransomware incidents in healthcare environments [5], [10], [23].
Limitations and Assumptions:
This analysis relies on publicly available threat-intelligence and media sources, as no verified forensic artefacts or post-incident technical reports were accessible. Consequently, elements of the attack chain are inferred based on established ransomware behaviour in comparable healthcare environments. The assessment assumes a security posture similar to that of typical private hospitals. Such inference-based analysis reflects standard strategic threat-intelligence practice and does not diminish the relevance of the identified control gaps or mitigations [1], [4], [5], [9].



Task 2: Red Team Engagement – “Operation IP Shield”
8. Introduction

This section presents a simulated Red Team engagement, Operation IP Shield, conducted for Cureton Pharmaceutical Company (CPC). The engagement emulates a sophisticated Advanced Persistent Threat (APT) seeking to covertly exfiltrate high-value pharmaceutical research data. Such actors are commonly associated with state-sponsored or industrial espionage campaigns targeting organisations with valuable intellectual property, particularly within pharmaceutical and healthcare sectors [1], [4], [15].
Unlike opportunistic or financially motivated attacks, this exercise focused on stealth, persistence, and long-term access. Threat intelligence consistently identifies pharmaceutical research environments as high-priority targets due to the strategic and competitive value of proprietary formulations and clinical trial data [2], [10], [16]. Accordingly, the engagement prioritised low-noise tradecraft, credential abuse, and encrypted data exfiltration aligned with documented APT behaviour [5], [14].
CPC operates a hybrid infrastructure consisting of an on-premises Active Directory (AD) environment supporting research operations, an Amazon Web Services (AWS) Virtual Private Cloud hosting a clinical trial portal, and CI/CD pipelines supporting application development. Such hybrid environments introduce complex trust relationships and expanded attack surfaces that are repeatedly identified as difficult to secure effectively [6], [7]. The primary objective of Operation IP Shield was to exfiltrate a controlled sample of dummy research data without triggering detection, while maintaining persistence throughout the engagement [5], [22].
9. Rules of Engagement (RoE)

9.1 Scope

The engagement was conducted under strict authorisation to ensure realism while preventing ethical or operational risk. Clearly defined scope is a recognised best practice in professional red teaming [7], [22].

In-scope systems included the on-premises R&D Active Directory domain, the AWS VPC hosting the clinical trial portal, and CI/CD pipelines implemented using GitHub Actions. These assets represent high-value targets for intellectual property theft and are frequently targeted in espionage-driven campaigns [4], [10], [15].

Out-of-scope systems included production manufacturing environments, real patient data, denial-of-service activity, and any actions impacting business continuity. This approach aligns with healthcare and research security guidance emphasising controlled adversary simulation [6], [7], [12].

9.2 Authorised Techniques

Authorised techniques reflected tradecraft associated with advanced intrusion campaigns and included phishing against dummy accounts, credential abuse, Living-Off-the-Land binary (LOLBin) usage, and encrypted command-and-control communications. Tools and techniques were selected to blend with legitimate system behaviour, reflecting APT operational security practices [5], [10], [15].
Destructive malware, ransomware payloads, data manipulation, and denial-of-service techniques were explicitly excluded to maintain safety and compliance [7], [22].
9.3 Safety Controls and Constraints

All activity was non-destructive and fully reversible, with dummy datasets used exclusively. A predefined kill-switch procedure enabled immediate termination in the event of instability or unintended impact. A single escalation contact within CPC security leadership ensured controlled communication and rapid decision-making throughout the engagement [7], [22].

9.4 Communication and Escalation

A single, pre-approved point of contact within CPC’s security leadership was designated for all escalation and coordination activities. Any indication of critical system instability, unintended operational impact, or unexpected detection would trigger immediate suspension of the engagement. This communication model reflects established red team best practice, ensuring rapid decision-making, accountability, and operational safety throughout adversary simulation exercises [7], [22].
10. Threat Emulation Plan

Operation IP Shield emulated an espionage-motivated APT focused on intellectual property theft rather than financial extortion. The emulated actor demonstrated strong operational security, hybrid-environment proficiency, and the ability to maintain persistence while minimising detection—characteristics consistent with state-sponsored and industrial espionage groups targeting pharmaceutical organisations [10], [15], [16].

10.1 Threat Actor Profile
The campaign objectives were to obtain initial access to the R&D environment, establish persistence, move laterally to high-value research repositories, pivot into cloud-hosted clinical infrastructure, and exfiltrate a controlled sample of research data. All activities were mapped to the MITRE ATTACK Enterprise framework to ensure analytical traceability and alignment with real-world adversary behaviour [5], [10], [15].
10.2 Campaign Objectives

The primary objectives of Operation IP Shield were to obtain initial access to the research and development (R&D) environment, establish persistent access, and laterally move towards high-value research data repositories. The campaign further aimed to pivot into cloud-hosted clinical trial infrastructure and covertly exfiltrate a controlled sample of sensitive research data, reflecting adversary behaviour commonly observed in advanced espionage-driven intrusion campaigns targeting pharmaceutical organisations [5], [10], [15].

10.3 MITRE ATTACK Mapping

The intended campaign for Operation IP Shield was explicitly mapped to the MITRE ATTACK Enterprise framework to ensure realistic adversary emulation, analytical traceability, and alignment with widely adopted threat-modelling standards. Mapping objectives and activities to ATTACK tactics and techniques enables systematic evaluation of attacker behaviour and facilitates comparison with real-world intrusion patterns observed across advanced persistent threat campaigns [5].
11. Lab Environment Design

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Fig. 3. VirtualBox Lab environment Overview
Fig. 3 shows the Oracle VirtualBox environment used for the engagement, illustrating the concurrent operation of the Kali Linux attacker host, OWASP/DVWA, Metasploitable 2, and Windows systems. This controlled multi-tier lab enabled realistic simulation of external attack paths, internal lateral movement, and endpoint exposure within an isolated environment.
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Fig. 4. IP addressing and host configuration
Fig. 4 confirms the IP addressing and network configuration of all virtual machines used during the engagement. The shared private subnet enabled realistic simulation of external access, internal reconnaissance, and lateral movement within a controlled environment.
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Fig. 5. Host configuration and connectivity validation

Fig. 5 demonstrates successful network connectivity between the Kali Linux attacker host and other virtual machines within the lab environment. ICMP responses confirm correct network configuration and support realistic simulation of reconnaissance and lateral movement during subsequent attack phases.

11.1 Architecture Overview

A virtualised lab environment was developed to emulate Cureton Pharmaceutical Company’s hybrid architecture and support realistic adversary simulation. The on-premises environment comprised a Windows Server Active Directory domain controller and Windows client systems representing research and development (R&D) workstations, reflecting common enterprise identity architectures in pharmaceutical organisations [7], [10]. Cloud services and CI/CD pipelines were simulated within a virtualised lab to replicate hybrid attack paths while maintaining safety and ethical constraints.
The cloud environment simulated an Amazon Web Services (AWS) Virtual Private Cloud (VPC) hosting EC2 instances for a clinical trial data portal and associated object storage. CI/CD functionality was emulated using a GitHub Actions pipeline with test artefacts and injected secrets, representing development workflows that have been increasingly targeted in espionage-driven intrusion campaigns [14], [15].

11.2. Virtual Machines Used

Kali Linux – 192.168.56.102 (Attacker Host)
Kali Linux served as the primary attacker system for reconnaissance and exploitation. It was used for network scanning and service discovery, web vulnerability scanning, application exploitation, internal system enumeration, and controlled payload testing. These activities reflect standard penetration-testing practices aligned with recognised security management approaches [7], [10].
OWASP/DVWA – 192.168.56.103 (Public-Facing Web Server)
OWASP/DVWA was deployed to simulate a vulnerable externally accessible application and acted as the initial access target. Exploitation techniques included SQL injection, authentication bypass, insecure file uploads, command execution, and security misconfiguration manipulation, reflecting commonly exploited web application weaknesses [4], [14].
Metasploitable 2 – 192.168.56.104 (Internal R&D Server)
Metasploitable 2 represented an internal research system with outdated services. Enumeration and scanning activities identified vulnerable applications and potential lateral movement paths, demonstrating how attackers expand access following initial compromise in enterprise environments [5], [10].
Windows Workstation – 192.168.56.105 (Internal Endpoint)
The Windows workstation simulated an internal user endpoint. Activities were limited to passive enumeration in line with the Rules of Engagement, including targeted port scanning and SMB/Active Directory information gathering. This reflects real-world restrictions commonly applied in healthcare and pharmaceutical security engagements [2], [9], [12].
11.3 Network Diagram

A network diagram illustrating trust boundaries, attack paths, and connectivity between on-premises, cloud, and CI/CD components is provided in Appendix B.
12. Attack Narrative: Operation IP Shield

All activities were conducted within the isolated lab environment and did not involve real malware.
12.1 Reconnaissance

Reconnaissance focused on identifying exposed services, vulnerable applications, and internal trust relationships. Network and service enumeration revealed vulnerable web applications and legacy internal services, establishing viable attack paths following initial access. Concurrently, CI/CD repositories and configurations were reviewed to identify exposed secrets and misconfigurations, reflecting techniques increasingly exploited in hybrid espionage campaigns [10], [14], [15]. Figures 6–14 illustrate the discovery results obtained during this process.
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Fig. 6. DVWA login interface identified during reconnaissance
Fig. 6 shows the login interface of the Damn Vulnerable Web Application (DVWA), identified during network and service discovery. The presence of an accessible authentication endpoint confirms that the target host is running a vulnerable web application, representing the primary entry point for subsequent exploitation.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Fig. 7. Nmap service discovery against the OWASP/DVWA server
Fig. 7 demonstrates active reconnaissance conducted from the Kali Linux attacker host using Nmap. The scan identifies open ports, running services, and software versions on the target web server, providing critical information used to prioritise exploitation paths.
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Fig. 8. Nikto web vulnerability scan against the OWASP/DVWA server
Fig. 8 shows automated web vulnerability scanning performed using Nikto. The scan identifies insecure HTTP headers, outdated components, and potential misconfigurations, supporting application-layer exploitation planning.
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Fig. 9. Nmap service enumeration of the Metasploitable 2 server
Fig. 9 shows service and version enumeration performed against the Metasploitable 2 internal server. Numerous exposed and legacy services are identified, illustrating how insecure internal systems increase attack surface following initial compromise.
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Fig. 10. Extended Nmap enumeration of the Metasploitable 2 server
Fig. 10 presents extended enumeration results highlighting additional exposed services and applications, further demonstrating lateral movement opportunities within the internal environment.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Fig. 11. Nikto web vulnerability scan against the Metasploitable 2 server
Fig. 11 highlights outdated software components, exposed directories, and missing security headers, illustrating how legacy internal systems significantly increase exploitation opportunities.
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Fig. 12. Nmap enumeration of the Windows Server 2012 host
Fig. 12 shows service and operating system enumeration performed against the Windows Server 2012 system. The presence of Active Directory, Kerberos, LDAP, and RPC services confirms its role within the internal domain environment.
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Fig. 13. Domain and SMB enumeration using enum4linux
Fig. 13 demonstrates SMB and domain enumeration conducted using enum4linux. Disclosed domain membership and NetBIOS information support identification of domain structure and potential privilege escalation paths.     
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Fig. 14. Extended domain enumeration and access limitations identified via enum4linux
Fig. 14 illustrates partial access restrictions encountered during SMB enumeration. Although access was limited, high-level domain information was still disclosed, supporting attack planning activities.
Initial reconnaissance focused on identifying users, groups, and access relationships within the Active Directory environment using native system functionality, reflecting common pre-compromise discovery activity observed in advanced intrusion campaigns. Concurrently, publicly accessible GitHub repositories and CI/CD configurations were reviewed to identify exposed secrets and pipeline misconfigurations, which have been increasingly exploited as initial footholds or pivot points in espionage-driven attacks targeting hybrid environments [10], [14], [15].
12.2 Initial Access
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Fig. 15. Authenticated DVWA dashboard confirming successful initial access

Fig. 15 confirms successful authentication to the DVWA application, enabling access to restricted functionality and subsequent exploitation.
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Fig. 16. Cyclone Transfers login interface identified as an initial access point
Fig. 16 shows the Cyclone Transfers web application login interface, identified following reconnaissance as a potential initial access vector.
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Fig. 17. Cyclone Transfers dashboard accessed via authentication bypass
Fig. 17 demonstrates successful unauthorised access to the Cyclone Transfers application through a login bypass technique, confirming a critical authentication weakness.
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Fig. 18. Exposure of all user data following authentication bypass
Fig. 18 illustrates unauthorised access to the “All Users” page, exposing user profile information and confirming broken authentication and authorisation controls.
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Fig. 19. Exposure of individual user financial data following broken access control
Fig. 19 demonstrates unauthorised access to sensitive financial information, significantly increasing the impact of the access control failure.
Initial access was achieved via a simulated spear-phishing campaign targeting a dummy R&D user account, resulting in credential compromise. Abuse of valid credentials enabled authenticated access while bypassing perimeter controls, a dominant initial-access technique in advanced intrusion campaigns [4], [10], [15].
12.3 Application Enumeration
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Fig. 20. Client-side source code of the “All Users” page accessed without authorisation
Fig. 20 confirms that user data is rendered without server-side access control enforcement, reinforcing the presence of broken access control.
12.4 Broken Access Control – Unauthorised User Profile Modification
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Fig. 21. Insecure direct object reference enabling unauthorised user profile modification
Fig. 21 demonstrates that direct manipulation of object identifiers allows access to another user’s profile without authorisation, confirming an IDOR vulnerability.
12.5 Unrestricted File Upload (Malicious Payload Injection)
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Fig. 22. Upload of an unauthorised payload file via application functionality
Fig. 22 demonstrates an unrestricted file upload vulnerability, enabling arbitrary file submission due to insufficient server-side validation.
12.6 Brute Force Attack (DVWA Exploitation)
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Fig. 23. Exploitation of the DVWA file upload vulnerability
Fig. 23 confirms successful upload of a non-image payload, demonstrating inadequate file-type validation.
The brute force vulnerability within the Damn Vulnerable Web Application (DVWA) demonstrates weak authentication controls that permit repeated login attempts without effective rate limiting or account lockout mechanisms. This weakness enables an attacker to systematically guess valid credentials by submitting multiple username and password combinations. Such vulnerabilities are commonly exploited to gain unauthorised access when default or weak credentials are in use, as outlined in the OWASP Top 10 under Identification and Authentication Failures [1].
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Fig. 24. DVWA brute force login interface
Fig. 24 shows the brute force module permitting unlimited authentication attempts, enabling credential guessing attacks.
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Fig. 25. DVWA brute force authentication source code
Fig. 25 confirms insecure authentication logic lacking rate limiting and account lockout mechanisms.
To confirm the presence of a blind SQL injection vulnerability, the server-side source code was reviewed using DVWA’s built-in source viewing functionality. The application directly incorporates unsanitised user input into SQL queries without input validation or parameterised statements. This insecure coding practice enables attackers to infer database responses indirectly, even when explicit error messages are suppressed, aligning with OWASP Top 10 Injection vulnerabilities [1].
12.7 SQL Injection (DVWA)
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Fig. 26. DVWA blind SQL injection source code
Fig. 26 demonstrates direct use of unsanitised user input in SQL queries, confirming the presence of a blind SQL injection vulnerability.
12.8 Execution, Persistence, and Lateral Movement

Execution was achieved using PowerShell-based LOLBins to blend malicious activity with legitimate administrative behaviour. Persistence was established via scheduled tasks, enabling access across reboots. Privilege escalation and lateral movement were conducted through credential abuse and Windows remote services, allowing access to shared research repositories with minimal detection—techniques widely documented in advanced intrusion campaigns [5], [10], [15].

12.9 Command and Control and Data Exfiltration

Command and control communications were maintained over encrypted HTTPS channels to evade perimeter monitoring. A controlled sample of dummy research data was staged, compressed, and exfiltrated via encrypted web traffic, reflecting covert exfiltration techniques commonly used in espionage-driven operations [5], [10], [21].
13. Detection Gap Analysis

Operation IP Shield revealed significant detection deficiencies across endpoint, identity, cloud, and CI/CD environments. Behavioural baselining was largely absent, allowing anomalous authentication, sustained LOLBin execution, and encrypted outbound traffic to persist without alerting.
Endpoint monitoring failed to reliably detect credential misuse and LOLBin abuse, while identity monitoring lacked analytics capable of identifying anomalous login patterns. Cloud telemetry was insufficiently correlated with on-premises logs, obscuring cross-environment attacker movement. CI/CD pipelines lacked effective secrets-scanning and anomaly-detection controls, creating additional exposure within the software supply chain [10], [15], [21].
These findings directly inform detection-engineering priorities for defensive teams.
14. Strategic Recommendations (Task 2)

To mitigate similar advanced threats, CPC should prioritise the adoption of phishing-resistant multi-factor authentication and enhanced endpoint detection and response (EDR) tuning to improve detection of Living-Off-the-Land binary misuse and credential abuse. Strengthening identity security and behavioural analytics is critical to reducing the effectiveness of credential-based intrusion techniques [6], [22].
Cloud-native logging and detection services should be integrated with a centralised Security Information and Event Management (SIEM) platform to improve cross-environment visibility and correlation between on-premises and cloud activity. Additionally, CI/CD pipelines should implement secrets scanning, least-privilege access tokens, and comprehensive audit logging to reduce exposure within the software supply chain [10], [15], [21]. Network micro-segmentation should be adopted to constrain lateral movement and reduce the potential impact of a successful compromise [6], [7].
To ensure traceability between identified weaknesses and proposed mitigations, Table I summarises the relationship between detection gaps, recommended controls, and expected risk reduction outcomes.
Table I: Mapping of Detection Gaps to Strategic Security Controls
	Identified Gap
	Recommended Control
	Risk Reduction Outcome 

	Credential-based access undetected
	Phishing-resistant MFA
	Reduced initial access risk

	LOL Bin misuse
	Behaviour-based EDR tuning
	Improved execution detection

	Cloud and on-prem visibility gaps
	Centralised SIEM correlation
	Reduced lateral movement

	CI/CD secrets exposure
	Secrets scanning and audit logging
	Reduced supply-chain risk


15. Cost–Benefit Analysis

The cost of implementing enhanced identity controls, improved endpoint detection and response (EDR), cloud monitoring, and network segmentation is significantly lower than the potential financial and strategic impact of intellectual property theft. Such impacts include research and development delays, loss of competitive advantage, regulatory penalties, and long-term reputational damage [2], [23].
Investment in these controls provides measurable risk reduction by limiting attack success and dwell time, while strengthening organisational resilience against advanced intrusion and espionage-driven threats. Industry analysis consistently demonstrates that proactive security investment is substantially more cost-effective than post-breach recovery and remediation in high-value research environments [2], [10].
To contextualise the proposed security investments, Table II summarises key recommended controls, their relative implementation cost, and the expected risk-reduction impact based on industry benchmarks and threat-intelligence reporting.
Table II: Cost–Benefit Summary of Recommended Security Controls
	Control
	Estimated Implementation Cost
	Expected Risk Reduction

	Phishing-resistant MFA
	Low–Medium
	High

	EDR tuning and behavioural analytics
	Medium
	High

	Network micro-segmentation
	Medium–High
	Very High

	Centralised SIEM correlation
	Medium
	High



As illustrated in Table II, the relative cost of implementing enhanced identity controls, detection engineering, and network segmentation is significantly lower than the financial, regulatory, and strategic impact associated with intellectual property theft or prolonged operational disruption. Consequently, proactive investment in these controls represents a cost-effective risk-reduction strategy rather than a discretionary security expense.
16. Executive Brief (Board-Level Summary)

Operation IP Shield demonstrates that Cureton Pharmaceutical Company’s intellectual property could be compromised without immediate detection using techniques consistent with real-world Advanced Persistent Threat activity. The associated business risks include loss of competitive advantage, delayed product development, regulatory exposure, and long-term reputational damage.
Targeted investment in identity security, enhanced monitoring visibility, and resilient security architecture is therefore essential to protect high-value research assets, maintain operational continuity, and safeguard shareholder value.
17.  Task 2 Summary

Task 2 applied intelligence-led adversary emulation to demonstrate how advanced threats could exploit hybrid pharmaceutical environments to exfiltrate sensitive intellectual property without detection. While constrained by the simulated lab environment, the findings reflect real-world tradecraft and highlight systemic weaknesses in identity, monitoring, and cloud visibility.
Overall, this engagement demonstrates the value of integrating strategic threat intelligence with practical red teaming. As advanced threats continue to evolve, organisational resilience will increasingly depend on continuous adversary emulation and intelligence-driven detection engineering rather than periodic, compliance-focused security assessments.
18. Overall Conclusion

This report demonstrates that integrating strategic threat analysis and practical adversary emulation provides a comprehensive understanding of contemporary cyber risk. By combining real-world incident analysis with controlled Red Team simulation, organisations are better positioned to anticipate, detect, and mitigate advanced threats targeting sensitive data and intellectual property. Together, these approaches support informed security investment, improved resilience, and a more proactive cybersecurity posture.
As cyber threats continue to evolve, organisational resilience will increasingly depend on continuous adversary emulation and intelligence-led detection engineering rather than periodic, compliance-driven security assessments.
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Appendices
Appendix A: MITRE ATTACK Mapping Table

Appendix A presents the consolidated MITRE ATTACK mapping derived from documented and inferred attacker behaviour.
	ATTACK Tactic
	Technique
	ID
	Evidence Basis
	Impact on Organisation

	Initial Access
	Spearphishing Attachment
	T1566.001
	Inferred (industry pattern)
	Enabled credential compromise and foothold

	Initial Access
	Valid Accounts
	T1078
	Inferred
	Bypassed perimeter controls

	Execution
	Command and Scripting Interpreter (PowerShell)
	T1059.001
	Inferred
	Payload execution using trusted tools

	Persistence
	Create/Modify System Process
	T1543
	Inferred
	Maintained access across reboots

	Privilege Escalation
	Credential Dumping (LSASS)
	T1003.001
	Inferred
	Enabled administrative access

	Credential Access
	OS Credential Dumping
	T1003
	Inferred
	Expanded access to multiple systems

	Discovery
	File and Directory Discovery
	T1083
	Inferred
	Identified sensitive datasets

	Lateral Movement
	Remote Services (SMB)
	T1021.002
	Inferred
	Enabled access to internal file shares

	Collection
	Data Staging
	T1074
	Inferred
	Prepared data for exfiltration

	Exfiltration
	Exfiltration Over HTTPS
	T1567.002
	Documented (leak reports)
	1.5 TB data theft

	Impact
	Data Encrypted for Impact
	T1486
	Documented
	Operational disruption

	Impact
	Inhibit System Recovery
	T1490
	Inferred
	Limited recovery without ransom




Appendix B: Network Architecture Diagram

Appendix B presents the network architecture diagrams illustrating system connectivity and attack paths within the simulated hybrid environment.[image: A diagram of a network
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Fig. B1. Operation IP Shield – Hybrid On-Premises and Cloud Network Architecture
Figure B1 illustrates the hybrid lab architecture used during Operation IP Shield. The diagram shows the simulated on-premises Active Directory R&D network, the AWS Cloud (VPC) hosting the clinical trial portal and storage, and the CI/CD pipeline implemented using GitHub Actions. Trust boundaries and connectivity between on-premises, cloud, and development environments are highlighted to support analysis of attack paths, lateral movement, and data exfiltration risks.
	Tactic
	Technique
	ID
	Objective

	Phishing
	Spearphishing Attachment
	T1566.001
	Credential capture

	Command and Scripting
	PowerShell
	T1059.001
	Payload execution

	Persistence
	Scheduled Task
	T1053.005
	Maintain access

	Privilege Escalation
	Exploitation for Privilege Escalation
	T1068
	Obtain administrative rights

	Credential Access
	LSASS Memory
	T1003.001
	Harvest credentials

	Defense Evasion
	Obfuscated Files
	T1027
	Evade detection

	Remote Services
	SMB
	T1021.002
	Access file shares

	File Discovery
	File and Directory Discovery
	T1083
	Locate sensitive data

	Collection
	Archive Collected Data
	T1560
	Stage data

	Encrypted Channel
	HTTPS
	T1071.001
	Stealth communication

	Web Services
	Exfiltration over HTTPS
	T1567.002
	Data theft


	Impact
	Data Encrypted for Impact
	T1486
	Operational disruption





Appendix C: Tool Evidence and Logs
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Fig. 3 Defence-in-Depth Architecture
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Not_shown: 65505 closed ports

PORT  STATE SERVICE  VERSION

21/tcp  open ftp vsftpd 2.3.4

|_Ttp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp  open ssh Openssh 4.7p1 Debian subuntul (protocol 2.0)
Ssh-hostey.

|
. | 1024 66:8F:cfiel:c0:5f:6a:74:d6:90:24: fa:ca:d5:6¢:cd (DSA)
|_ 2048 56:56:24:07:21:1d:de:a7:2b:ae:51:b1:24:3:€8: 13 (RSA)
23/tcp open telnet Linux telnetd
25/tcp open sntp Postfix snipd
|| _sntp-commands : metasploitable. localdonain, PIPELINING, SIZE 16240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMIME, DS,
|Zssl-date: 2025-12-13101:02:59+00:00; +25 from scamner time.
8
| ssiv2 supported
| ciphers
| SSL2 DES 192 EDE3 CBC WITH MDS.
| SSL2 RC2 128 CBC EXPORT4O WITH MODS
| ssi2 Rc2 128 CBC wITH DS
| sst2mca 125 wITH Ms
| sst2 ves 64 cec wrt ms
|_ SSL2 RC4 125 EXPORTAD_WITH MDS
S3/tcp  open” domain ISC 81D 9.4.2
| dns-nsid
|_ bind.version: 5.4.2
8/tcp  open hitp Apache httpd 2.2.8 ((Ubuntu) DAV/2)
|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
| http-title: Metasploitable2 - Linux
1i1/tcp open rpcbind 2 (RPC #100900)
138/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
435/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp  open exec?
513/tcp  open login
514/tcp open tcpwrapped
1699/tcp open java-rai
1524/tcp open  bindshell
2035/tcp open nfs
2121/tcp open Ttp
3306/tcp open mysql
| mysqL-info

L
& |
o
3

OpenBsD or Solaris rlogind

GNU Classpath grniregistry
Metasploitable root shell
2.4 (RPC #100003)

PrOFTPD 1.3.1

MySOL 5.0.51a-3ubuntus
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Terminal _Help

. |  Protocol version: 3.3
@ e
W lusersi 1
@ | ource host: Test-SD2ASGEF. communityfibre.co.uk
.5597/z<p open irc unrealIrcd
e,
I

source host: Test-5D2ASGEF . comnunityfibre.co.uk
ghsdxhhgw [osboxes . conmunityfibre. co.uk] (Quit: ghsdxhhgw)
Apache Jserv (Protocol v1.3)
|_ajp-nethods: Failed to get a valid response for the OPTION request
Apache Toncat/Coyote IsP engine 1.1
|_http-favicon: Apache Toncat
| http-server-header: Apache-Coyote/1.1

| error: Closing Link:
8909/tcp apen ajpl3

s180/tcp open  hitp
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w [l s

oot @osboxes: ~

arch Terminal _Help
smb2-time: Protocol negotiation failed (SWB2)

Service detection perforned. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 IP address (1 host up) scanned in 939.32 seconds
Footeosbores:~# nikto -h http://192.168.1.147

Nikto v2.1.6

+Target 1: 192.168.1.147
+ Target Hostname:  192.168.1.147
+ Target port:
o 2025-12-12 20:05:18 (GHT-5)

+ server: Apache/2.2.8 (Ubuntu) DAV/2

@ |: rouricves xpovered-by header: PHe/s.2.4-2ubuntus. 10
'+ The anti-clickjacking X-Frane-Options header is not present
'+ The X-XSS-Protection header is not defined. This header can hint to the user agent fo protect against some forms of XSS
- The X-Content-Type-Options header is not set. This could allow the user agent to render

o einteat ot the 1ie in s Aifferent ashion to.the MINE type
L Encomon neadr“tonTound, with comtentes Lisk

. Aoeche o megatistion 13 cpat o ta Aot 1 e e e L S et P
B oo

See WEtP:/ a8/ 3ectou. pharid-40S8ebdcs9IS. The following alternatives for "index' werd

. Apache/5-5-5 appears 1o be cutdated (current i at \east Apache/2.4.37). Apache 2.2.30 1 the EOL for the 2.x branch

M) - Web Server returns a valid response with junk HTTP methods, this may cause false positives.

L CoioR-a77: TD TRACE nethad 15 active, sao9ssting he host 16 vuinerabte o 36T
 Covon-38; 7decs: Therdacs Hrectory ss brousable

! G/

This may be /usr/doc
HPBBBSF2A0-3C92-1103-A3A9-4CTBOBC10000: PHP reveals potentially sensitive information via certain HTTP
PHP reveals potentially sensitive

PHP reveals potentially sensitive
&, |+ osvon 12108 PHP reveals potentially

- 05vDB-3092: /phpMyAdnin/changelog.php: photyaduin is for managing MysQL databases, and should be protected or linited to autharized hosts
«+ Server may leak inodes via ETags, header found with file /phpiyAdnin/ChangeLog, inode: 92462, size: 40540, mtime: Tue Dec 9 12:24:60 2608
+ 05VDB-3092: /phphyAdnin/ChangeLog: phpHyAdmin is for managing MySOL databases, and should be protected or limited to authorized hosts
- 05VDB-3268: /test/: Directory indexing found
+ 05VDB-3092: /test/: This might be interesting.
+ 0SVDB-3233: /phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of system information.
+ 0SVDB-3268: /icons/: Directory indexing found.
+ 05VDB-3233: /icons/READHE: Apache default file found
+ /phpMyAdnin/: phpHyAdnin directory found
+ 05VDB-3092: /phpMyAdnin/Documentation.htnl: phpiyAdnin is for managing MySQL databases.,
+ 0SVDB-3092: /phpMyAdnin/README: phpMyAdnin is for managing MySQL databases, and should
+ 8727 requests: 0 error(s) and 27 iten(s) reported on remote host
+ End Tine: 2025-12-12 20:12:14 (GHT-5) (356 seconds)

requests that contain specific QUERY strings
infornation via certain HITP requests that contain specific QUERY strings.
infornation via certain HITP requests that contain specific QUERY strings
sensitive information via certain HTTP requests that contain specific QUERY strings

or Uinited to authorized hosts
o authorized hosts.

+ 1 host(s) tested
rootgosboxes:~2 Il
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FAC Address: 08:00:27:A1:3F:98 (Oracle VirtualBox virtual NIC)

Nnap done: 1 IP address (1 host up) scanned in 0.48 seconds
Footeoshoxes:~# nmap -sC -sV 192.168.1.145

Starting Nnap 7.80 ( https://nmap.org ) at 2625-12-12 20:45 EST

Nnap Scan report for WIN-GEMHNOBGNES. communityfibre.co.uk (192.168.1.145)
Host is up (0.800595 Latency)

Not shown: 981 closed ports

PORT  STATE SERVICE  VERSION

53/tcp  open domain?

| Fingerprint-strings

| NsversiongindReqrce

| version

| bind

88/tcp  open kerberos-sec Microsoft Windows Kerberos (server time: 2625-12-13 09:45:582)

135/tcp  open msrpc Microsoft Windows RPC

135/tcp  open netbios-ssn Microsoft Windows netbios-ssn

383/tcp  open ldap Microsoft Windows Active Directory LDAP (Domain: Wabib.local, Site: Default-First-Site-Name)
2 R2 Datacenter Evaluation 9509 microsoft-ds (workaroup: HABIB)

445/tcp  open microsoft-ds Windows Server 201
464/tcp  open  kpasswds?
593/tcp open ncacn http  Microsoft Windows RPC over HTTP 1.0

636/tcp  open tcpurapped
Habib. local, Site: Default-First-Site-Name)

3268/tcp open Ldap Microsoft Windows Active Directory LDAP (Domain:
3269/tcp open  tcpurapped

49152/tcp open msrpc Microsoft Windows RC

49153/tcp open msrpc Microsoft Windows RPC

49154/tcp apen msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC
49157/tcp open ncacn http  Microsoft Windows RPC over HITP 1.6

r9Ez0 ON

49158/tcp open msrpc Microsoft Windows RPC
4915/tcp open msrpc Microsoft Windows RC

49175/tcp open msrpc Microsoft Windows RC

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.coinew-service

SF-POrT53-TCP:V=7 . BOAI=740=12/ 124T1e=093CC55CLP=xB6_64-pc-Tinux-gnusr (DNS
SF:VersionBindReaTCP, 20, "\0\x1e\0\XD\XB1\X04\0\XO1\G\O\O\O\G\O\ X7 version
SF:\X4DING\O\\X10\0\x63" ) ;

PAC Address: 08:00:27:A1:3F:98 (Oracle VirtualBox virtual NIC)

Service Info: Host: WIN-GEMHNOSGNES; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results
|_Clock-skew: mean: 16h39m59s, deviation: h37n08s, median: 7h5OmSs
| nbstat: NetBIOS name: WIN-GEWHNOBGNES, NetBIOS user: <unknown>, NetBIOS MAC:

| snb-os-discovery
05: Windous Server 2012 R2 Datacenter Evaluation 9600 (Windows Server 2012 R2 Datacenter Evaluation 6.3)

08:00:27:a1:3f:98 (0racle Virtualbox virtual NIC)

I
| 05 CPE: cpe:/o:microsoft:windows server 2012
| Computer name: WIN-GEMHNOBGHES
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Footeoshores:~# enundlinux -a 192.168.1.145

Starting enumdlinux v0.8.9 ( http://labs.portcullis.co.uk/application/enundlinux/ ) on Fri Dec 12 20:53:20 2025

Target 192.168.1.145

RID Range. 500550, 10601650
usernane

Password
o Usernanes . administrator, guest, krbrot, domain adains, oot bin, nane

O s e o |

[+] Got domain/workgroup name: HABIS

B i Trrermetion o 19 dee 1145 |

W |Looking up status of 192.168.1.145

W chmons dor " g ccrives workstation service
o

MAC Address = 08-60-27-A1-3F-98

| session check on 152.168.1.145 |

[+] Server 192.168.1.145 allows sessions using usernane ', password

| Getting domain SID for 192.168.1.145

Donain Name: HABIB
Domain Sid: 5-1-5-21-1765238512-3347568547-832735206
[+] Host is part of a donain (not a workgroup)

| 05 infornation on 192.168.1.145 |

Use of uninitialized value $os_info in concatenation (.) or string at /enumalinux.pl line 464
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[+] Attaching to 192.168.1.145 using a NULL share
[+] Trying protocol 445/5H8.
(1] Protocol failed: SAMR SessionError: code: 0xco9@0822 - STATUS ACCESS DENIED - {Access Denied) A process has requested access to an object but has not been granted those access rights

Trying protocol 139/5H8.

r

(1] Protocol failed: cannot request session (Called Name:192.168.1.145)

[€] Failed to get password policy with rpcclient

| Groups on 192.168.1.145 |

[+] Getting builtin groups.
[+] Getting builtin group memberships
[+] Getting local groups

[+] Getting local group memberships.

[+] etting domain groups

9@z  ON

[+] cetting domain group memberships

| Users on 192.168.1.145 via RID cycling (RIDS: 500-550,1000-1058) |

[E] Couldn't get SID: NT_STATUS ACCESS DENIED. RID cycling not possible.

| Getting printer info for 192.168.1.145

Could not initialise spoolss. Error was NT STATUS ACCESS DENTED

enundlinux complete on Fri Dec 12 20:53:21 2625

[ECs—
o 1 =
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Fig. 1 Hypothesised Kill-Chain Flow




