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RESEARCH AND CASE SCENARIO IN DATA SECURITY AND COMPLIANCE

[bookmark: _Toc89698848]Introduction
This assignment has been set for us to critically analyze and apply our knowledge and show our understanding within the Data Security and Compliance Module. The first task assigned is to find several articles and research papers that correspond to the assigned titles/subject areas given within the assignment brief. This research paper will cover why modern organizations must have certain measures in place to ensure data security and proper framework and compliance and will cover the importance and the purpose of these different agendas. The second task assigned is to create and design a new information security unit based on a provided scenario. This task ensures that I have the proper understanding of all the principles and then can use that understanding to create a Secure and Efficient information security unit. 
[bookmark: _Toc89698849]Task 1 – Research Paper 
In this task, I have decided to critically analyze the following 3 areas Security Technologies, Intrusion Detection and Prevention Systems, and finally Security Frameworks. I believe that these 3 subjects are the most essential within a secure data organization and therefore I will analyze and research into these 3 areas. All these subjects are part of why an organization must create an environment that safely protects, detects, and secures all the data within that organization, the chosen subjects are the most important within this statement for an organization. 
[bookmark: _Toc89698850] Security Frameworks
To have a security organization we must have a basic security framework, but for us to evaluate the security frameworks or otherwise known as Cybersecurity Frameworks we must first understand what it is, as stated by the National Institute of Standards and Technology or NIST:
The Framework integrates industry standards and best practices to help organizations manage their cybersecurity risks. It provides a common language that allows staff at all levels within an organization—and at all points in a supply chain—to develop a shared understanding of their cybersecurity risks. [1]
There are several different frameworks available but the statement above is the basic understanding and definition of what a Security Framework is. There are several subbranches within Security Frameworks such as Control and Program Frameworks each with a specific role and area within the organization where it could be used, but the main and most used paid framework model currently proven is the ISO/IEC 27000 series Frameworks created by the partnership between the International Organization for Standards and the International Electrotechnical Commission. If an organization adopts this security framework it is then it is said that “Certification to ISO/IEC 27001 demonstrates that an organization has defined and put in place best-practice information security processes”. [2] It is essential to have a proper security framework within an organization to securely store the worker's data without any breaches within security. The ISO/IEC 27000 series is the most currently used paid framework available. 

The following research journal [3] analyses and shows the security standards of the ISO/IEC 27000 series but also shows why this is used within organizations and explains the in-depth investigation into the framework for security professionals who need to understand why they should use this for their organization. The journal first gives a modern overlook and explanation into what ISO 27k is as stated below:
ISO 27000 series security standards designed as 'ISO 27000 family of standards' or 'ISO 27k' are the most prominent international standards adopted by enterprises. It provides guidelines for information security and presents both physical and security practices and procedures. [4]
There are several different categories within the ISO 27k family of standards which breaks down the big group into multiple smaller categories of information security standards. But also, there are several smaller groups within these groups that delve into greater rules again. Most organizations in our current era are now using a minimum of 5 of these standards, the first original 27k standard was the 27001 Standard, it was known as the international standard for security of information, and it is managed and specified by the ISMS. As shown by Figure 1 below, there are numerous 27K standards available that organizations currently use:
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Figure 1 – Adapted from [5]
Its approach enables organizations to manage their information on people, processes, and technology. [6] The ISMS which is an information security management system, “describes and demonstrates your organization’s approach to information security and privacy. It will help you identify and address the threats and opportunities around your valuable information and any related assets” [7]
Without the use of an ISMS whether that may be a paid version ISO 27k standard or a free-to-use standard, we require a stable and trusted ISMS for any modern organization to stay secure and be shielded from any data breach that would happen if none was designated. 

[bookmark: _Toc89698851]Security Technologies 
Within every organization, there must be technologies and devices available that are solely devoted to security and protection. These security devices and methods are essential for every modern organization to safeguard and protect its data. Security Technologies or It Technologies/Security is “a set of cybersecurity strategies that prevent unauthorized access to organizational assets such as computers, networks, and data. It maintains the integrity and confidentiality of sensitive information, blocking the access of sophisticated hackers.” [8] Within the security area, there are several new technologies implemented by organizations that are devoted to data protection and security, both physical and virtual. I will mainly focus on the virtual/non-physical aspect of the technology such as Two-factor Authentication and Biometrics and many more. 
[bookmark: _Toc89698852]Two-Factor Authentication/Authentication
There are many different methods of ensuring a safe and secure data organization but one of the most popular and easiest to enable and use is authentication. Authentication is defined as the method of “Verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an information system.” [9] It is a technology used to secure any user/individual's access to certain areas and data within that organization. 
There are numerous different methods and forms of authentication such as Two-Factor Authentication (2FA), Password-based authentication, and Biometric Authentication and there are many more. One of the most common authentication methods used by most modern organizations in this current age is the Two-Factor Authentication Method. Two-Factor authentication as stated by the well-known anti-virus company Norton Security:
2FA is a subset of multi-factor authentication, an electronic authentication method that requires a user to prove their identity in multiple ways before they are allowed access to an account. Two-factor authentication is so named because it requires a combination of two factors, whereas multi-factor authentication can require more. 2FA offers an extra level of security that cyber thieves can't easily accessible because the criminal needs more than just your username and password credentials. [10]
Most organizations that use two-factor authentication use external apps such as Microsoft Authenticator and 2FAS on Apple devices. Using 2FA is a much more secure way of enabling organizations to have greater security within their local office and network, it ensures that each user only has access to a specific portion or area within that organization, which ensures the highest level of data security available. Most 2FA, either require the user to enter an access token or addition at the end of a password, or even in some cases they use biometrics. 
[bookmark: _Toc89698853]Virtual Private Networks (VPN)
Another key security technology that modern organizations use is Virtual Private Networks otherwise known as VPNs. A perfect definition of a VPN is given by the worlds biggest Cybersecurity company known as Cisco as stated below:
A virtual private network, or VPN, is an encrypted connection over the Internet from a device to a network. The encrypted connection helps ensure that sensitive data is safely transmitted. It prevents unauthorized people from eavesdropping on the traffic and allows the user to conduct work remotely. [11]
There are 2 different types of VPNs used by large-scale organizations are Remote Access and Site-to-site VPNs. The most used VPN available is the Remote Access VPN which is widely available to the global population using apps such as NordVPN and Norton. But Site-to-site VPNs are used within organizations where it is impossible or impractical for the local network to have a connection with other organizational networks such as Corporate Offices. It allows organization users to access other internal networks from their host device without having to be physically present within the organization. A VPN allows secure remote access to the organization's database from any user device with a specific VPN installed, a VPN also encrypts all traffic from the user device to the organization and the opposite, therefore no data or traffic can be stolen or tracked while on the organization’s VPN. 
[bookmark: _Toc89698854]Firewalls
One of the most important and final security technology I will analyze is the Security Firewall within systems. A firewall is one of the most important aspects of information security, as stated by Cisco:
A firewall is a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules. Firewalls have been the first line of defense in network security for over 25 years. [12]
There are no restrictions to installing firewalls on your device. Every electronic device created has a firewall installed onto them. A Firewall is not specific to how it can be represented it can be both Physical, and can also be just Software, and in some organizations, they use both physical and software Firewalls. Within each device, there are different types of firewalls available to deal with certain areas for example Packet-Filtering Firewalls and Proxy Firewalls. Each Firewall installed on a device can be configured to function as any of the previously mentioned Firewalls. But many modern Organizations now use several firewalls within their network instead of just one.  
A proxy Firewall which is the main and most basic firewall “serves as the gateway from one network to another for a specific application.” [12] The main purpose of a Proxy Firewall is to catch and prevent any direct unauthorized connections to the organization's network and block them. The final most used firewall within a modern organization in information security is Packet-Filtering. As Stated by Matthew N:
These are the first generation of firewalls and are the simplest type. They are used as the first level of defense against intruders. They are enhanced routers with a command-driven filter that includes security functions (e.g., encryption or authentication). Firewalls work as filters by blocking incoming or outgoing traffic based on user-defined rules. [13]







[image: Diagram

Description automatically generated]Each organization is required by information security standards to have a packet-filtering firewall installed as a minimum, without a packet-filtering firewall the organization would have no basic protection against data fishing and network breaches. Finally, Figure 2 below demonstrated what a Firewall setup normally looks like within a local network of an organization if they decided to adopt a physical firewall,
Figure 2 – Adapted from [14]
[bookmark: _Toc89698855]Intrusion Detection and Prevention Systems
For the final aspect of this research paper, I will show the currently used Intrusion Detection and Prevention systems available and in use in modern organizations. 
Intrusion Detection Systems (IDS) analyze network traffic for signatures that match known cyberattacks. Intrusion Prevention Systems (IPS) also analyze packets but can also stop the packet from being delivered based on what kind of attacks it detects — helping stop the attack. [15]
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Description automatically generated]Most new modern organizations use a combination of IDS and IPS to cover every aspect of their organizational network, but there are a few technologies available that function as both intrusion protection and prevention. There are many different types of IDPS such as Host-Based IDPS and Network-Based IDPs. The main difference between a Host-Based IDPS and a Network-Based ISPS is that the Host-based will only protect a specific endpoint of the connected host, it will only cover that host and not cover any other hosts within the network. Where a Network-Based IDPS “performs monitoring of traffic on the network as a whole.” [16] This essentially means that compared to the host-based it would protect the entire local network instead of just one singular host. Due to this reason most of the new modern organizations adopt Network-Based IDPS and only adopt Host-Based if they require extra protection on a specific host within the network. Figure 3 Below demonstrates what a basic IDPS topology within a local organization network would be configured as:
Figure 3 – Adapted from [17]


[bookmark: _Toc89698856]Conclusion
We can now show why it is essential for modern organizations to have numerous amount of different security and data protection methods and have shown what they could adopt or install to help upgrade and improve their security. For an organization to be successful and to prosper it is a requirement to have an efficient and preventative information security system, without such a system then there will be no way to safely secure organizational data and no further network structure. By using items and technologies such as Security Frameworks it can help to set a well-defined and structured information security system that would ensure a successful organization in the modern era. 
Without any of these methods of protection and security, every organization would suffer great challenges and losses in data protection. With the creation of Data Security and Compliance laws and technology the importance of adopting these principles has now become essential for an organization to be successful within the modern era. 



[bookmark: _Toc89698857]Task 2 – Case Scenario
FlowTech is a current Fast-Growing organization without a relatively safe and protected Information Security Unit. This Scenario given is required for me to create an Information Security Unit based on the company’s purpose and its current selling infrastructure. Currently, FlowTech focuses on threat intelligence and combating cyber-threats and attacks, these factors of the company help me to see that we would require a highly secure Information Security Unit as the company will be actively combatting breaches and attacks. 
There are many factors to consider when creating an Information Security Unit (ISU) but one of the most important factors to any ISU is the Security Frameworks installed. As demonstrated in the research paper the importance of security frameworks within an ISU is essential for the organization to be certified. 
[bookmark: _Toc89698858]Security Frameworks
Each fast-growing organization must have an Information Security Management System (ISMS). Having a good ISMS will allow the organization to constantly improve and grow. Security Frameworks are the essential part of an ISMS. Firstly, for the ISMS the most important framework to install is the ISO/IEC 27000 - 27003. These are the basic security frameworks that cover the overview of the security framework and covers the requirements of the framework as shown in the figure below:
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Figure 3 – Adapted from [18]
These frameworks are just the essential base for the ISMS which covers the Code of Practice, Overview, and Requirements of an ISMS. There are other Frameworks within the 27k series that would help to support this organization especially those frameworks would be ISO/IEC 27031. This Framework “describes the concepts and principles of information and communication technology (ICT) readiness for business continuity” [19] This Framework provides several guidelines into what is required and what to contemplate when creating and progressing the Information and Communication Technologies of the organization. This framework is one of the best ways to improve both the ISMS and the ICT areas of the organization quickly and effectively. The next additional framework is the ISO/IEC 27017 and 27018, these are frameworks that enable the implementation and improvement of organizational cloud services. I decided to include these as this organization will require cloud service within to store more data and for their employees to be able to access and work remotely. 


The final set of frameworks that I believe would help the organization to grow would be ISO 27700. This framework is the newest version for creating a Privacy information management system otherwise known as PIMS. As stated by the Southwest Research Institute:
PIMS provides a various number of different modules that help to create and guide the company to manage different project data. There are numerous amounts of custom modules available based on the PIMS systems that that organization would like to set up.  [20]
This framework provided – the 27700 would be essential for the organization to properly set up a PIMS for their network systems. The framework would give the necessary tools to the organization for them to create a good and secure PIMS for their users. 
[bookmark: _Toc89698859]Security Technologies
Within a properly growing organization, we must continuously add and use new technologies that would help the organization to be secure and prosper. As referred to in the case study it is essential to have these technologies as they help with the data security and accessibility of the organization, there are numerous amounts of available security technologies that we could use to help with the development of the organization but based on this scenario I believe that the two most important technologies would be VPNs and Security Authentication/Firewalls. 
[bookmark: _Toc89698860]VPN and Firewall Implementation
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Description automatically generated]Within the organization, it will be essential for it to have carefully structured and efficiently placed devices and hosts. When using VPNs, it will be essential that they are configured for the external workers to be able to access the organizational network remotely, below I have designed a simple topology of what a VPN connected network would look like:
The topology above shows a basic VPN connection and topology that remote access users would be able to do and what they would be able to access after connecting to the Organisational VPN through the internet. By using a VPN, we can securely protect the data and security due to VPNs containing internal security, but it would require the user to input their organization login and password and the user would have to generate a special randomized unique access code each time they wanted to access the organization's VPN. The final added benefit of using a VPN is that once connected the connected host is then untraceable and therefore once disconnected the data would be safe on the host computer and if a breach was attempted the connected host’s IP addresses would be encrypted.
Next, is the implementation of firewalls within a pc and network. As referred to in the case study a firewall has many subcategories and purposes within data protection and usage. It is mainly used in attack defense and prevention, but it can be altered to accommodate several other functions based on the requirements of the organization. Below I have created a basic topology to demonstrate what the organization's basic local network would look like:
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Description automatically generated]The topology above shows 3 areas of the LAN (Local Area Network), the orange area shows the server room which is connected to the Local user network (Pink Area) through a Cisco Firewall which monitors and blocks all unauthorized traffic. Finally, the Local User Network is then connected to the Internet and Remote Access Network through another security firewall which would monitor and flag access to all traffic from the internet/remote access area to the Local user Network (LUN) but also will monitor all data activity outgoing from the LUN to the internet to ensure no unauthorized and restricted data is being sent. 
These firewall implementations within the local organizational systems will be essential to protect and safeguard all the data of this fast-growing organization. By using firewalls, the risk of cyber assaults on the system would be significantly reduced. 
[bookmark: _Toc89698861]Intrusion Detection and Prevention Systems (IDPS)
The final part of this scenario I will refer to is the Intrusion Detection and Prevention Systems. I have previously explained the purpose and importance of IDPs within organizations within the case study. Here I will show what can be implemented within this scenario that would benefit the organization and help it to improve. There are numerous IDSPs available for use by organizations, but some are more efficient and useful than others to use. Most IDPs are now software-based which can be installed on host computers which would help monitor the entire connected network. Currently, the best available IDP rated by experts is named SolarWinds Security Event Manager:
The event manager contains numerous functions such as Integrated tools for security, it can automatically find, and combat threats found on the network, and has a centralized and easy-to-use user interface and log files. [21]


[image: network based intrusion detection system in Solarwinds Threat Monitor]This security and events manager is currently one of the best affordable and most used Intrusion Detection software currently used by organizations. It is widely used due to its variability and accessibility into the monitoring and logging of all data problems and breaches. And due to its security roles also. This software can be configured to identify any files and security breaches but also where and what device it came from. Below are some screenshots of the Security Event Manager:
Figure 4 – Adapted from [21]
As you can see above this IDS has a very simplistic but informative look. The User Interface contains numerous options to view all the collected network data and the breach notifications. By using this IDS system within FlowTech I believe that we would be able to monitor and counteract any breaches and privacy breaches quickly and efficiently. 
The only problem is that we now have no Intrusion Prevention Systems installed, therefore for the final part of this scenario design and implementation I will find a sufficient Intrusion Prevention System to complement the chosen IDS to have an efficient and secure Information and Data Management System. 
After some extensive research, I discovered that the best IPS that would complement the defense and protocols of the Security Event Manager above would be the Cisco Secure Firewall IPS. The Cisco Secure Firewall has many similar functions to that of the SolarWinds Security Event Manager, but this firewall is solely dedicated to attacking prevention unless it is configured otherwise.  This Firewall is available as physical hardware but is also available as software. There is a range of available hardware for different-sized organizations. These IPS will be able to help protect the organizational data but also it will allow the organization to upgrade the size of the firewall as they continue to grow and develop. 
We have now come to the end of my Information Security Unit design. This design is what I believe would be most effective for FlowTech to succeed and continue to grow as securely and breach-free as possible. By using everything I have suggested it will allow the organization to prosper but will also allow it to continuously expand Its infrastructure and framework. 
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