Abstract
This report reviews the option of a hypothetical organization planning to deploy a BYOT solution. Based on the specification several considerations and assumptions have been made. These assumptions highlight some of the risks with a BYOT solution and limitations of some of the solutions employed by vendors and technology.
The report also highlights supporting technologies that could also be used in conjunction with the MDM solution.





Table of Contents

Synopsis	1
Design Considerations and Assumptions	4
Inherent security risks of BYOT	5
Limitations of a Device and Application Management	7
Web Based applications	8
VPN	9
SaaS, Paas and Iaas	11
Wireless Access	12
Thin Client Solutions	13
Conclusion	15



[bookmark: _Toc534643141]
Design Considerations and Assumptions
The project brief gives no defined set or resources that the end user is restricted to, except for ensuring the customer is restricted to only pertinent data however applications and other resources on the network have not been restricted.
There are no budgetary restrictions on the solution, so its assumed commercial software can be used where the product is able to meet the needs of the solution.
Hyper-Fort consultancy has an extensive presence in the cloud so it is assumed their back-office systems could also be hosted in the cloud and network resources at local offices are accessible across all sites with remote working at home offices and public internet access being acceptable options when connecting to back office resources .
Whilst the project doesn’t give a specification on the applications used its assumed that some applications are accessible via a web browser possibly an App on a mobile device but some are only available as thick client applications using the Windows operating system.
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A major disadvantage with BYOT as a solution is the end user's device is in the first instance an unmanaged device. Without an element of management on the device it is problematic verifying the integrity of the end user device whilst it processes data it manipulates. There is a high likely hood that a minority of the end user device could have been rooted subsequently they could potentially be running malicious software or unauthorised software and could potentially be a risk to the whole network. 
There are licensing implications with software that also need to be considered as Hyper-fort is allowing users to connect using their own devices there is no limit to the number of devices and end user could potential use to connect back to the back-office. Per user or concurrent licensing models become a more attractive option however. When procuring an MDM solutions it would be prudent to secure a contract that is based on user count as opposed to device count if possible.  

To ensure that the device itself conforms to company polices it is possible to deploy a Mobile Device Management solution. There is a myriad of vendors who are all able to meet most elements of this requirement [1]: -
Microsoft – Intune [2]
Citrix – Citrix Endpoint Management (formally XenMobile) [3]
VMware – Workspace ONE powered by Airwatch [4]
Samsung – Knox [5]
All the MDM solutions list above will work on a variety of devices including Windows 10, IOS and Android, support for ChromeOS is growing although not fully adopted by all MDM vendors eg Intune. [6]

Using an MDM solution its practical to deploy configurations, applications, patches and enforce policies to end user devices with minimal interaction with end users themselves. 
Deployed polices can ensure end users devices meet minimal security measures by enforcing some polices have been successfully been deployed such local storage encryption and enforcement of password on lock screens before access to the systems have been granted
MDM solutions can also manage VPN solutions either at the device or application level to ensure data is exchanged via an encrypted network.
MDMs have a limitation in that they are only able to manage what the management API of the operation system exposes to third party MDM applications. Whilst the list of items exposed increases over time as systems develop and new features are added to the devices there still exists a limitation or a point of too much control. 
MDM solutions whilst valid may not always be a suitable. There are several scenarios where there is resistance to using an MDM either technical or human. Some clients with concerns about their privacy in this scenario may be unwilling to permit a third party to have administrative control with the potential to copy or wipe data off their personal device. 
Technically some operating systems including IOS are unable to be enrolled in or managed by more than one MDM solution.
Where an MDM may be seen by a client as giving up too much control to a third party over a personal device a Mobile Application Management may be perceived as a less draconian option. A MAM is not focused on managing the whole end user device but rather concentrates on the application. The MAM can sandbox individual apps or a suite of apps and data inside a separate protected container within the host devices and restrict the use of these applications and data within the sandbox to mitigate against data loss from the organization. Also, applications and data contained in the MAM sandbox can be removed from the device without impacting the end users personal data. As with MDMs, MAMs can also enforce the use of application layer VPNs to ensure data is sent via an encrypted network path.  
From my logical diagram I have included the MDM/MAM/UAM solution as cloud hosted. This is to limit the onsite requirement of allowing an untrusted client co connect to a resource behind a corporate solution where. The resilience and long term maintenance of the solution is managed by the third party provider. 
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MAMs can meet several of the requirements for this solution however unless the applications are written for all platforms that are common to most systems Windows MacOS, IOS, Android, Linux then there will be a section of devices excluded from the solution.  Microsoft Office for example has only recently been made available for Android and Chrome OS devices [7]. This itself is a major issue, however if a specific line of business application also required a specific version of office to run this would also impact the decision if it was practical to deploy said application to users.
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Traditionally applications used to be installed on end user devices with executable files being copied to local devices and run as and when required by the end user. With the proliferation of the internet and feature rich web browsers the requirement to manipulate data stored on remote servers via public networks becomes a more practical alternative eschewing the previous requirements to install legacy application. 
Again, there are still some technical issues that need to be addressed. Earlier web based applications may be reliant on middleware technology such as Flash [8] or Java [9] to present the application with the relevant functionality. Some device manufactures have purposely avoided supporting these application [10] . Citing the use of newer more feature rich and open standards to mitigate against using legacy toolset.
If the applications were for example based on HTML5, CSS and Javascript or an alternative technology using open standards, then the most modern devices with supported browsers would have little issue in accessing the systems.
The security of the data in transit between the client and server being accessed via a web browser would be secured utilising HTTPS protocols ensuring data is transmitted and received via an encrypted tunnel.  Any man in the middle sniffing of the network would not be able to easily decipher the information being exchanged between parties. The encryption protocols based on open standards and valid public key infrastructure ensures a wide variety of clients would be able to use and trust the system to exchange data securely. 
Applications residing on public facing websites could limit access to back end applications by ensuring access accounts are also protected by incorporating some method of multi-factor authentication.

Within the supporting documentation there are a number of web services contained within a De Militarized Zone. Where access is limited to servers on specific ports and traffic can remain within this segment of the network away from the more sensitive back office systems or traffic can be routed through a separate set of firewalls to backend systems as required. There are dedicated front end web servers, that can service the majority of typical internet traffic potential servicing “static” pages. There are also reverse proxy servers that proxy information from beyond the internal firewalls of the walled garden out to public facing users. The reverse proxy can also provide a layer of application firewall security limiting access to back-office information systems as required.
[bookmark: _Toc534643145]VPN
Based on the assumption that the client application is a Windows based application and the end user device is a supported windows device its possible a Virtual Private Network solution could be implemented that connects the remote endpoint to the back-office systems via a secured network connection. A VPN allows end user devices to access network resources as if they were located on a private network. Its possible to establish a VPN over existing public networks such as the internet and route traffic securely via the VPN to prevent information being intercepted and modified maliciously. Using native tools its possible to configure an all ways on VPN connection or an adhoc VPN connection as required.
As highlighted when discussing MDM solutions VPNs are not limited to Windows only devices and a number of differing solutions could use VPN tunnels to establish secure network links between applications and back office systems.
In the supporting documentation the VPN/Radius server is situated in the DMZ segment of the network to ensure access to the VPN server can be established and then users and devices can be routed through the inner firewalls to provide a further layer of protection. The VPN solution can also be configured to permit remote offices access into the corporate network over public internet services with a site to site VPN.  
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The Hyperflex consulting could use a blend of Software as a Service, Platform as a Service and Infrastructure as a Service offerings alongside additional consumer lead offerings from a number of locations 
The organization may employ a social media teams responsible for marketing and customer service staff using Twitter, Facebook etc to either promote the organization or to monitor social media to respond to customer complaints etc.
Staff could be enrolled into a SaaS productivity tool offering such as Microsoft Office 365 or Google G-Suite. This option (as opposed to individuals managing their own individual subscription) would allow the employer to have more control and management of the data created and access by staff  for example applying data loss prevision policies [11] to mitigate against inappropriate data loss  i.e. back account details, addresses, credit card numbers, passport numbers leaving the organization and ensuring the employer has a better insight into its data to meet GDPR compliance.
As an organization Hyper-fort may consider a PasS solution such as SalesForce for a Customer Relationship Manager system or if using Oracle or SQL databases to store information they may wish to use a PaaS solution from Oracle, Microsoft or AWS.
Alternatively, utilising IaaS, a number of solutions could be provisioned in public or private cloud solutions. This would enable the organization to provide a number of resilient services like domain authentication, bespoke legacy application services where a PaaS or SaaS solution doesn’t exist and there is no alternative cloud solution. Access to these services would ideally be via a well connect and encrypted network.


[bookmark: _Toc534643147]Wireless Access
Traditionally wireless access for corporate owned devices would be assigned access to a dedicated advertised SSID on a wireless network as this device would be considered a trusted and managed device with a sufficient anti-virus, security OS and application patching procedure coupled with a robust security policy to ensure the device could access the back office systems. However as wireless technologies have become more prevalent and always on VPN technologies such as Direct Access are more widely adopted the objective going forward would be to remove the need for a separated SSIDs for corporate and guest access and only advertise one common SSID. 
The SSID used on corporate sites will present a managed internet connection for staff and visitors alike. The MDM will ensure the devices are only able to connect to resources via an approved managed path once the device has passed connection requirements. Staff connecting can either be authenticated against a RADIUS server and their traffic can be routed onto an appropriate VLAN alternatively all traffic could be routed out of the corporate VLANs to come back into the network via the external firewalls and rules applied to the firewalls applied to the EUD to ensure sufficient   
A managed wireless device should now be able to connect back to corporate resources with limited user interaction. It should be configured to create a secure VPN tunnel on the presumption that the host network is insecure. Routing of application data should be configured to ensure data is routed down secure VPN paths as opposed to the host network where practical.  
Packet tracer configuration utilizes a centralized Wireless controller. Management of this has been configured to be on its own dedicated VLAN and is situated on the internal network. The access points themselves can be configured to be managed on one VLAN with user data being transported on a separate VLAN.
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The overriding issue regarding the specification is the wide variety of applications that could be potentially used coupled with the variety of operating systems and variety of device types. There are more solutions that can help to overcome this, it is possible to employ an a thin client solution to permit all users either on site, remote or external to the organization access to systems used by the company.
Citrix is the primary supplier of thin client technologies originally developed Winframe in 1995  for NT 3.51 this developed into  Metaframe in 1998  and currently into  XenSuite which includes both XENapp the application delivery platform and XenDesktop a VDI solution.   
Microsoft have included their own thin client solutions since Windows Server 2000 and as the operating system has developed the platform has improved.
Either providers solution provides a number of benefits to end users: - 
· Applications are separate from the end user devices so regardless of the end user device, provided the client has the suitable connection tool its possible to run Windows applications on a client.

· Bandwidth requirements for applications are minimal. Data between the end user device and the server is limited to just keyboard video mouse and in some cases audio. This is useful in cases where network bandwidth is poorly provisioned or where clients may be on capped data tariffs.

· Application performance could also be improved as typically the application presentation servers and the backend servers would usually be serviced by a well-connected network ensuing low latency network connections. 

· Using presentation security polices its possible to ensure that data is not copied outside of the virtual sessions this can mitigate against inadvertent or malicious sharing of data


· Application updates are limited to a select manageable number of servers that can be updated reducing the time required to rollout patches and security updates to ensure the integrity of the application solution.

· Its possible to centralise infrastructure to run high performance application without requiring end user devices. Dedicated GPU cards could be configured to service CAD and other graphically intensive applications reducing the need to rollout higher specification devices to end users.
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All of the above solution can help meet most of the productivity requirements of the organization however each solution does have its limitations. Most large organizations will blend a range of solutions as not one specific solution meets all the criteria. 
Some clients may only need access to a website, so a very light touch approach is required to ensure the website is secured running acceptable secure encryption standards with a fully trusted public key infrastructure. As access may go deeper into the organization, they may require additional criteria when connecting to systems for example users accessing corporate email on mobile phones may choose to deploy policies that enforce device encryption, stronger password and device pin codes. 
MDM solutions can ensure that enrolled devices have access to and remain secure whilst enrolled however  subscription to this service is only relevant if the application in question is available for the platform or device  the end user is using.
Applications hosted on a web server should be the simplest way and consumer friendly way for end users to access systems. Provided the application is not reliant on middleware that is not support on end user devices by following modern standards then a wide variety of supportable systems should be covered. However, there are many line of business application that are not developed to run via a web front end and still require some form of middleware.  
VPN solutions are useful but ensuing the configuration of the VPN are acutely followed by end users is problematic and again the front end application must be configured to make use of the VPN connection to the backend servers. The deployment of the VPN configuration details can be achieved through the MDM so this should mitigate some of the configuration hurdles when requesting end users perform administrative work on personal devices.
SaaS and PaaS solutions again assume that the required solution is available to be serviced via the cloud and as with most cloud solutions there is a strong reliance on a good stable network connection.
With a BYOD solution there are going to end users devices that will not be supportable as the end user has not made suitable provision to ensure they use a fully suitable supportable device. 
[bookmark: _GoBack]Conversely end users could be reluctant to use personal devices for business this then becomes a human resources management issue and not a technical challenge. So the organization must ensure suitable alternative methods are available for clients who for whatever reason are unable to meet the minimum requirements to ensure they maintain access to the organization 

