


Sophie Meyrick-Vernon

Computer Networks and Cyber Security: Foundation Year

Introduction to Computer Systems (ACCA4021)



Computer Networking Principles











Table of Contents


1. Introduction

2. Network Architecture 

3. Types of networks

4. Network Topologies

5. Network Protocols

5.1. Ethernet
5.2. Token ring
5.3. IP/TCP

6. Conclusion

7. References
























1. Introduction

A computer network is a collection of two or more computing devices connected to transmit and share information. These devices can be connected physically using wires or wirelessly [1]. The main use of a network is to share resources within the same environment. This means users on a network are given access to data, programs and hardware without needing to be in the same space [2]. An advantage of a computer network is that users can simultaneously access data, programs and hardware within the network. An example of this is multiple users having access to an office printer.

2. Network Architecture

There are two types of network architecture. One is a client-server, the architecture of a client-server is typically multiple users connected to a central server host. The clients can then send requests via any device connected to the server and the network server will process the request and deliver it to the client [3]. Client-server architecture allows organisations to provide a centralised system to carry out tasks across a network. Examples of this would include web servers, file servers and email servers. These dedicated servers make it easier for users to perform specific tasks within the network.

A peer-to-peer network architecture is a network where two or more computers or devices are linked together. The connected computers share equal responsibilities and permissions for data processing without the need to go through a separate server computer. A peer-to-peer network is designed so that each machine that is connected can be used for the same tasks. It is down to the individual user to allow access on their machine to complete tasks [4]. 

3. Types of Networks

There are different types of computer networks based on the areas which they cover. One of these is a LAN (Local Area Network). This type of network is limited geographically to a smaller area. A LAN is often used in places such as schools or hospitals. Similarly, a wireless local area network (WLAN) is a LAN which does not use wires and operates wirelessly. A Metropolitan area network (MAN) is a network consisting of multiple LANs connected together within the same town or city. This can be used to connect an organization that is spread across several buildings within the same area [5].
A wide area network (WAN) is not location based. The network can communicate globally through the WAN provider. Multiple devices can connect to the network wirelessly across the globe making it the largest network type available [6].








4. Network Topologies

A network topology is used to describe the layout of the nodes in a network and how they are connected. The types of network topologies are displayed in Figure 1. 
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[Figure 1]
Source: [7]
As seen in Figure 1 a star network is where all nodes are connected via a central hub. Each node communicating together will first have to go through the central hub. With a bus network each node within the network is connected directly to a main cable. Whereas with a ring network each node is connected in a loop meaning each device is connected to two neighbouring devices [8]. 


5. Network protocols

A network protocol is the set of rules established to determine the transmission of data between devices within a network. This allows for easy communication between devices because the rules are already established into the devices [8]. Network protocols are a breakdown of a task where each protocol works hand in hand to define what protocols should be used to complete larger task. 





5.1 Ethernet 

Ethernet is a network protocol used by computers to direct traffic and talk to each other using routers, hubs, and switches [9]. Ethernet works by connecting devices within a LAN or WAN to enable them to communicate with each other through a protocol. It is also used to connect computers within the network to the internet via a hub [10]. Devices send and receive data via the ethernet in frames. Frames are small chunks of information that have been broken down to be sent between devices. They contain a destination address to help route it across the network [9]. 

5.2 Token ring

Token ring is a type of LAN connection where data is sent in a singular direction between devices. Tokens are passed to each connected device until it reaches the assigned destination. It is logically based on a ring topology but constitutes a star structure where only one token can be transmitted at a time naturally passing to the next device in the fixed sequence [9].  


5.3 TCP/IP

The Internet Protocol (IP) is an information packet delivering system between devices which is used in networks to make connections [12]. The IP does not order packets. Ordering the packets requires the Transmission Control Protocol (TCP) [12]. The TCP sets up a connection between the source and its destination. It keeps the communication live until packet transfer begins. The IP then breaks the information into packets and delivers them via the open connection set up by the TCP. The TCP protects the integrity of the data throughout the transfer [13]. 


6. Conclusion

The design of a network is important and will be different depending on what the network is being used for. It is important in terms of cost and efficiency to create the best network architecture for the tasks it will need to complete. When choosing the type of network it is important to consider the location of the network users and whether they will need remote access. The pros and cons of each network topology should be considered before building the network. 
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Part 1
installing an operating system onto a virtual machine.

Before starting, a windows tool was downloaded. This could later be used to boot and install windows 10 onto the virtual machine. 
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Selecting language, time zone and keyboard input. 
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Starting the installation of windows.
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Selecting ‘I don’t have a product key’.
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Selecting windows 10 home.
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Accepting and continuing.
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Selecting the hard drive the windows will be installed on.
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Installation was completed. 
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