[bookmark: _GoBack]DATA PROTECTION - PRIVACY
Introduction
[bookmark: a809157]Why monitor email and internet use?
Employees' use of email and the internet (including their activities on social network sites and blogs) can lead to performance issues, damage to the employer's reputation, loss of business and various legal liabilities, including:
· Harassment and discrimination.
· Defamation.
· Transmission of confidential information and trade secrets.
· Accidental formation of contracts and breaches of contract.
· Copyright infringement.
· Hacking.
· Transmission of viruses.
· Employee negligence.
However employers can only monitor employees' actions to prevent liability arising in certain circumstances and by employing specific policies and methods. 
[bookmark: a994785]Types of monitoring
There are a number of methods by which employers might seek to monitor their employees' use of electronic systems in the workplace:
· Email content and traffic. Sophisticated computer programs can search the content of emails sent by an employee, checking for key "danger" words or destination addresses. Even if deleted from a user's terminal once sent, emails are retained on a computer's hard disk long after an employee has left an employer and may also be retrievable using specialist software.
· Internet use. Programs are used to monitor and block employees' use of different sites. It is possible for the employer to see which websites have been visited by employees by the use of "cookies" or "web prints".
· Telephone use. Some employers monitor employees' usage of their telephone systems in terms of volume and cost. Employers regularly conducting client business over the telephone may also record samples of telephone conversations to:
· Assess employee performance;
· Ensure quality control; or
· Ensure no unlawful acts are carried out where there are strict regulatory requirements in place (such as in the financial services sector).
There are also different levels of monitoring that can be carried out, for example:
· Spot checks within the organisation without reference to particular individuals, monitoring which sites are visited and how often, the number of email messages sent or received, calls or length of calls received or made.
· Specific checks on individuals, monitoring all of the points above.
· Monitoring the content of calls or emails, whether on an individual or random basis.
[bookmark: a693139]The legal issues involved
As the various methods of monitoring have developed over recent years, so has the regulatory framework governing their use.
Electronic forms of workplace surveillance involve the processing of personal data  and  ( www.practicallaw.com/0-200-342are, therefore, regulated by the Data Protection Act 1998 (DPA 1998) 
The DPA 1998, together with the Employment Practices Data Protection Code (Employment Practices Code) issued by the Information Commissioner  ( www.practicallaw.com/3-107-6262) to assist employers with interpreting the DPA 1998, is the greatest, but not the sole, influence on this area. Employers who monitor also need to navigate:
· The European Convention on Human Rights (ECHR) as incorporated into UK law by the Human Rights Act 1998 (HRA 1998).
The duty of trust and confidence implied into an employee's contract of employment is also relevant as the employer's monitoring activities may constitute a breach of this duty, depending on the circumstances 
If an employer's monitoring activities are aimed at uncovering illegal or unsafe practices in the workplace, the employer might cite their duty to provide a safe system of work for their staff and to take reasonable care of their employees' health and safety as a justification.
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[bookmark: a562979]Is there a right to privacy at work?
Before examining the specific statutory framework for regulating an employer's monitoring actions, it is useful to consider the extent to which employees are entitled to a right to privacy within the workplace under Article 8 of the ECHR and the HRA 1998.
[bookmark: a898653]Article 8 of the European Convention 
Article 8(1) of the ECHR states "everyone has a right to respect for his private and family life, his home and his correspondence". However, this is not an absolute right. Article 8(2) provides that a public authority shall not interfere with the exercise of the right to privacy "except such as is in accordance with the law and is necessary in a democratic society":
· In the interests of national security, public safety or the economic well-being of the country. 
· For the prevention of disorder or crime.
· For the protection of health or morals
· For the protection of the rights and freedoms of others.

In Soering v United Kingdom  (1989)  the Europen Court of Human Rights tated (ECtHR) stated:
"... inherent in the whole of the Convention is a search for a fair balance between the demands of the general interest of the community and the requirements of the protection of the individual's fundamental rights".
The required balancing act is known as the doctrine of proportionality. Where a public authority is contemplating action which might infringe an individual's right to privacy, it should have regard to the doctrine of proportionality by considering the following steps:
· Identifying a legitimate objective.
· Ensuring it is sufficiently important to justify limiting the ECHR right: in other words, balance the aim against the effects.
· Ensuring the method chosen is no more than necessary to accomplish the identified objective.

[bookmark: a353927]Employment cases under Article 8
Under Article 8, public sector workers have the right to some degree of privacy in the workplace. This is clearly established by the jurisprudence of the ECtHR and in UK case law (for example, Halford v UK (1997)
In Halford there was a breach of Article 8 when a police inspector's telephone calls were tapped after she had received an assurance that her calls would not be monitored. 
More recently, the ECtHR also considered the monitoring of an employee's telephone, email and internet usage in Copland v United Kingdom (2007) The ECtHR concluded that Article 8 was infringed where:
· There was no information technology (IT) policy in the workplace.
· The employee was not told that they might be monitored.
By way of contrast, the EAT in Atkinson v Community Gateway Association held that an employee did not have a reasonable expectation of privacy when, having written the employer's IT policy, he breached the policy and used the employer's 
The fact that an employee has to some extent put information into the public domain does not necessarily mean they can have no expectation of privacy thereafter. In Pay v United Kingdom (2007) the ECtHR held that a probation service was justified in interfering with an employee's right to privacy: it was not disproportionate to dismiss Mr Pay on the basis that public knowledge of his sadomasochistic activities might compromise the effectiveness of his work with sex offenders.
[bookmark: a631620]The Human Rights Act 1998
The HRA 1998 incorporates Article 8 of the ECHR into UK law. 
Only public authorities are expressly subject to the HRA 1998. The definition of public authority is broad, going beyond the narrow categories of central and local government and encompassing any person who carries out functions of a "public nature", expressly including courts and tribunals. 
However, the HRA 1998 is relevant to all employers (including the private sector). Courts and tribunals must interpret all legislation (both past and future) consistently with the rights incorporated by the HRA 1998 as far as possible. For example, in construing whether an employee was unfairly dismissed, a tribunal must consider the right to privacy under Article 8 if it is relevant. 
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[bookmark: a813569]Data protection
Monitoring employee use of email and the internet involves the processing of personal data and so the DPA 1998 must be considered. The eight data protection principles under the DPA 1998 and Part 3 of the Employment Practices Code (monitoring at work) are both relevant when monitoring is carried out.
The eight data protection principles set out in Schedule 1 to the DPA 1998, apply to the processing of all personal data.
All eight principles are relevant to employee monitoring, but some are more significant than others:
· Personal data shall be processed fairly and lawfully considering the processing conditions set out in Schedule 2 and Schedule 3(sensitive personal data)  ( www.practicallaw.com/2-200-3468)  to the DPA 1998 (first data protection principle). This effectively requires the provision of detailed information to employees about the employer's monitoring activities.
· Personal data shall be obtained only for specified lawful purposes and shall not be processed in a manner incompatible with those purposes (second data protection principle). In the context of monitoring, this principle becomes relevant where the employer does not provide sufficiently detailed information about:
· the method by which it monitors its employees;
· the information it collects; and
· how the information may be processed.
· Personal data shall be adequate, relevant and not excessive for the purposes for which they are processed (third data protection principle). This principle represents the embodiment of the concept of proportionality in UK domestic law, which is highly relevant in the context of monitoring.
· Personal data shall be processed in accordance with the rights of the data subjects under the DPA (sixth data protection principle). In the context of monitoring, this means employees have the right to request access to the results and records of monitoring.
· Personal data shall be subject to appropriate technical and organisational measures to protect against unauthorised or unlawful processing and accidental loss, destruction or damage (seventh data protection principle).
· Personal data shall not be transferred to a country or territory outside the European Economic Area (EEA), unless that country or territory ensures an adequate level of data protection (eighth data protection principle). This may be relevant where the employer must share the results of monitoring with an overseas parent employer or monitoring is actually conducted by an overseas parent. 

[bookmark: a217671]The Employment Practices Code
Part 3 of the Employment Practices Code contains guidance on monitoring at work. Paragraph 3.1 gives an overview of the Information Commissioner's general approach to monitoring and paragraph 3.2 (monitoring electronic communications) contains specific good practice recommendations on the monitoring of electronic communications. 
While a failure to comply with any particular recommendation in the Employment Practices Code does not automatically equate to a breach of the DPA 1998, relevant parts of the Code are taken into account in the consideration of enforcement action. Employers need a good reason to depart from the Code and the action points it sets out.
Part 3 states that it applies to both systematic and occasional monitoring, although "it is likely to be of most relevance to employers involved in systematic monitoring, which will generally be larger organisations" (page 55, Part 3, Employment Practices Code). Systematic monitoring is understood to mean where an employer monitors all workers or particular groups of workers as a matter of routine. Occasional monitoring is where an employer introduces monitoring as a short-term measure in response to a particular problem or need. (Page 55, Part 3, Employment Practices Code.)
[bookmark: a997407]Core principles of the Employment Practices Code
Paragraph 3.1 makes the following statements of principle:
· Workers' private lives usually extend into the workplace and employees have an expectation of privacy, even where they have been informed monitoring may take place.
· If monitoring is to be carried out, an impact assessment should be undertaken.
· For monitoring to be justified, the proportionality test must be met 
· Employees should be given information if monitoring is to take place 
· A limited number of staff should have access to information obtained through monitoring and they should have received appropriate training. Data obtained through monitoring should be secure.
[bookmark: a168300]Proportionality
Proportionality is shorthand for the balancing act which requires the employer to consider its reason for carrying out monitoring:
· Whether the reason is sufficient to justify an intrusion into an employee's private life.
· Whether the means of monitoring chosen are proportionate to meet that need.
In the context of the DPA 1998, proportionality is evident in the third principle and in other principles (such as the justification or preconditions for processing or transfer of data under Schedules 2, 3 and 4). The Employment Practices Code refers to the concept of proportionality in promoting the reconciliation of the interests of conflicting groups.
[bookmark: a990761]Provision of information to employees
The Employment Practices Code recommends the employer to set out:
· The circumstances in which monitoring may take place.
· The nature of the monitoring.
· How information obtained through monitoring will be used.
· The safeguards in place for the workers subject to the monitoring.
Simply telling employees that their emails may be monitored is unlikely to be sufficient. Employees should be left with a clear understanding of:
· When information about them is likely to be obtained.
· Why the information is being obtained.
· How the information will be used.
· Who, if anyone, the information will be disclosed to.
(Paragraphs 3.1.3 and 3.1.4, Employment Practices Code.)
[bookmark: a454934]

Good practice recommendations
Paragraph 3.2 of the Employment Practices Code makes the following good practice recommendations:
· If it is necessary to check the email accounts of workers in their absence, ensure they are aware this will happen.
· Ensure email monitoring is confined to the address or heading, unless it is essential for a valid and defined reason to examine content.
· Encourage workers to mark any personal emails as such and to tell those who write to them to do the same.
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[bookmark: a91769]The need to carry out impact assessments before monitoring
Both Parts 3 and 4 of the Employment Practices Code recommend employers undertake "impact assessments" to demonstrate they have achieved the desired balance between:
· Allowing workers to enjoy privacy in the workplace.
· Ensuring the interests of the business are protected.
In the context of monitoring, the employer should take the following steps in conducting an impact assessment:
· Identify the purpose behind the monitoring or testing and the benefits likely delivered.
· Identify the adverse impact of the arrangement.
· Consider alternatives to monitoring or testing or different ways in which it might be carried out.
· Consider the obligations arising from monitoring or testing.
· Judge whether the monitoring or testing is justified.
(Page 57, Part 3, Employment Practices Code.)
The Employment Practices Code gives guidance to the employer on what each of these steps requires (pages 57-59).
[bookmark: a358802]What monitoring is carried out?
An employer's first step must be to audit its processing to reveal:
· What types of monitoring are or could be carried out if the technology's full capabilities are used.
· Who has authority to carry out the monitoring.
· For what purposes can monitoring be carried out.
Employers should consider carrying out a regular audit for ascertaining compliance and thereafter enabling the employer to comply with its obligations to give full information to employees 
[bookmark: a557702]Why is the monitoring carried out?
Employers need to establish the purpose of each sort of monitoring they identify. It is important to be clear and accurate in identifying these purposes in order to:
· Assess whether monitoring is justified.
· Clarify, when communicating to employees, what processing activities will take place and why 
Employers can only use the information collected for the purposes for which the monitoring was undertaken, unless that information reveals activity that no employer could reasonably be expected to ignore. The Employment Practices Code discourages employers from changing the purpose for which monitoring is carried out between the time information on monitoring is provided to staff and the monitoring is undertaken (paragraph 3.1.4, Employment Practices Code). The kinds of activity envisaged by the supplementary guidance to justify a change in monitoring purpose include the uncovering of criminal activities and gross misconduct.
[bookmark: a226581]Can the identified purpose be achieved without monitoring?
Once an employer has established that it can meet its identified business need by monitoring, it should consider whether:
· That is the most appropriate way to do so.
· There are any less intrusive alternatives to monitoring.
For example, as part of a policy to deal with harassment in the workplace, an employer may decide it needs to monitor internet use to prevent employees accessing or displaying inappropriate materials in an open-plan office. For the employer to establish the monitoring is proportionate in this context, it would need to show why other less intrusive ways of preventing this harassment were inappropriate. The employer would need to establish credible reasons why a combination of harassment training, pro-active management and dealing effectively with specific problems which do arise, would be an insufficient means of addressing this risk.
[bookmark: a1032993]Is there a less intrusive method of monitoring?
There are various factors impacting on how intrusive a particular form of monitoring is. For example, if a particular business wants to monitor email in a way that humans have access to the content, it is less intrusive to carry out random and occasional spot-checks than to monitor on a continuous basis. Alternatively, automated monitoring (for example, a system which automatically blocks emails containing attachments above a certain size or checks for obscene language, but which does not copy them to someone else such as a compliance officer) is considered to be less intrusive as a general rule. Similarly, systems which monitor email traffic are less intrusive than those which monitor email content.
An internet monitoring system letting employers see which websites are visited by employees is less intrusive if access to that information is limited to, say, a member of the human resources team or a senior line manager, rather than someone who works closely with the employee or knows them well. Similarly, employers can minimise intrusiveness by reducing the numbers of workers monitored. High-risk groups could be targeted or monitoring could take place on an aggregate basis so individual information is not identified, unless a particular issue requires further investigation. It is, therefore, important to consider building these sorts of internal checks into monitoring strategies and policies.


[bookmark: a787323]What is the impact of monitoring on employees?
Impact assessments require employers to balance the needs of the business against the adverse impact of monitoring on workers. The main consideration is the extent to which monitoring intrudes into workers' private lives or reveals information they could reasonably regard as confidential or otherwise sensitive. 
The Employment Practices Code recommends workers be provided with sufficient information about the monitoring to enable them to limit the impact of any intrusion on their private lives. Employers should consider:
· What impact (if any) there might be on the relationship of trust and confidence between workers and their employer and on other legitimate relationships.
· Whether the monitoring is oppressive or demeaning.
· Whether confidential or sensitive information will be seen by those without a business need to know it.
(Page 57, Part 3, Employment Practices Code.)
[bookmark: a524335]Is the monitoring justified?
The final stage of the process is for employers to reach a conscious decision on whether the monitoring remains justified having gone through each step outlined above. In other words, do the benefits to the organisation outweigh the adverse impact on employees? The less significant the impact on the employees, the easier it is to justify any monitoring. 
Although the Employment Practices Code does not set out any rules in black and white, it is generally going to be difficult for employers to justify the more intrusive forms of monitoring (for example, reviewing email content or checking actual websites visited by workers), unless they can show there is a real risk of serious damage to the employer's business. Particular emphasis should be placed on the need to be fair to individual workers and to consider the results of any consultation carried out on the issue.
The Employment Practices Code makes it clear that the impact assessment does not need to be a formal or complicated exercise (it can be a "simple mental evaluation") (paragraph 3.2). It is, however, advisable that employers record the process carried out and their findings and conclusions in writing for evidential purposes.
A similar process should be followed before medical or drug or alcohol testing is undertaken (Part 4, Employment Practices Code).
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[bookmark: a1047720]Informing employees that they may be monitored
The second key theme, in terms of data protection compliance in this area, is the provision of full information to workers about any monitoring or testing. This is required to comply with the first data protection principle (paragraph 2 Schedule 1, DPA 1998). Information is also required to comply with monitoring under RIPA 2000 and is, arguably, also relevant to Article 8(2) of the ECHR.
[bookmark: a477565]What information should be provided?
Under the DPA 1998, employers must meet a high standard in terms of the level of information provided. It is not enough, for example, to simply tell employees their email is being monitored (paragraph 3.2.4, supplementary guidance).
Employees must have a clear understanding of:
· When information about their email use will be obtained.
· Why it is being obtained.
· How this information will be used.
· Who it will be disclosed to.
Employers typically include this information in an email or electronic communications policy, particularly as the provision of information is a requirement common to both the DPA 1998 and RIPA 2000 (paragraph 3.2, Employment Practices Code).
[bookmark: a719190]When should information be provided?
The Employment Practices Code requires that workers should be able to truly understand when they can be monitored on the basis of information provided by their employer.
In specific instances the requirement is clear; for example, with video monitoring workers should be informed the monitoring equipment is switched on (paragraph 3.3.2, Employment Practices Code).
Unfortunately, the Code is less clear in other areas and this lack of clarity is problematic for employers. If the employer gives full information to employees periodically about the monitoring it may undertake and why, has the employer complied with the first principle? Part 3 of the Code is principally aimed at those conducting systematic monitoring, as opposed to occasional monitoring. In this scenario, therefore, the obligation would seem to be met by the provision of detailed information at the outset of the monitoring or when the employee joins the employer, with periodic reminders also sent out to staff.
The position of those employers who switch their monitoring on from time to time is not clear, but the DPA 1998 suggests the prudent approach is for employers to inform workers on each occasion monitoring is activated, save where special circumstances justify secrecy (paragraph 2 (1) and (2) Schedule 2, DPA 1998).
[bookmark: a1056630]

How should information be provided?
Part 3 of the Employment Practices Code imposes a positive obligation on employers to be pro-active in ensuring workers are aware of any electronic communications systems monitoring policy and remain aware of it. It is, therefore, insufficient for an employer to simply post the policy on their intranet and hope workers read it. The type of steps that employers need to take include:
· Ensuring the contents of the policy are dealt with in the induction process for new workers.
· Setting up IT systems so workers must read the policy in full from time to time before they can access email or the internet.
· Setting up reminder systems by using emails or having a short-form message that pops up when workers access email or the internet. Consider requiring workers to electronically confirm they have read the policy before they can continue work on their computer.
· Training, including general data protection awareness training and training for managers on appropriate monitoring techniques.
· The use of workplace surveys to check levels of awareness among the workforce.
[bookmark: a700101]Do third parties need to be informed?
Part 3 of the Employment Practices Code states that employers should "where practicable, and unless this is obvious, ensure that those sending emails to workers, as well as the workers themselves, are aware of any monitoring and the purpose behind it". However, the Code also points out that "in some cases, those sending emails to work-place addresses will be aware that monitoring takes place without the need for specific information". 
Some employers use email headers and footers to let third parties know that monitoring may take place. It is, however, virtually impossible to bring this to the attention of external initiators of email conversations.
[bookmark: a1035267]Information is not consent
Provided the impact assessment requirements set out above are met, it is unlikely to be necessary for the employer to obtain employees' consent to monitoring (even assuming that any consent in this context could be shown to be freely given) 
In any event, it would be unrealistic for an employer to rely on obtaining freely given employee consent before monitoring systems are activated (except perhaps in occasional alcohol and drug testing situations).
Instead, the employer should be able to rely on one of the Schedule 2 conditions, permitting the processing of personal data:
"... for the purposes of the legitimate interests pursued by the data controller … except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject." (Paragraph 6(1), Schedule 2, DPA 1998.)
This, again, assumes an impact assessment has been carried out and the monitoring taking place is proportionate.
In the context of sensitive personal data, however, the employer must bring itself within the more restrictive preconditions set out in Schedule 3 to the DPA 1998. Schedule 3 also provides for consent, but the employer should consider whether the circumstances permit reliance on Paragraph 2 of Schedule 3 to the DPA 1998 instead, given the requirement for consent to be explicit and freely given when processing sensitive personal data. Paragraph 2 provides that the processing of sensitive personal data is necessary for the purposes of exercising or performing any right or obligation in connection with employment.
The supplementary guidance refers to this precondition and provides examples of when the employer would be justified in relying on it, such as to take reasonable steps to prevent harassment occurring (page 23, supplementary guidance). The Information Commissioner emphasises, however, that the employer must still ensure there is no reasonable alternative to monitoring.
Employers often make the mistake of trying to infer consent from the fact they have told employees something of their monitoring activities and assuming that an absence of any protest means employees have consented. Implied consent should not be relied on under the DPA 1998
· Unambiguous (Article 7).
· A freely given and informed indication of an employee's wishes (Article 2).
Obtaining consent would not absolve an employer from the need to comply with the requirement to perform the balancing act referred to above.
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[bookmark: a427719]  
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[bookmark: a581302]Electronic communications policies
[bookmark: a523374]Why have a policy?
The importance of providing information to employees about any monitoring means that employers should have an electronic communications policy. However, the policy will extend beyond monitoring, set standards, cross-refer to other relevant policies and address the many risks and hazards arising from email use and internet access, including:
· Constructive dismissal.
· Discrimination, harassment and defamation claims.
· Intellectual property issues.
· Contractual liability.
· The loss of productivity.

[bookmark: a722274]What should it contain?
The Information Commissioner offers assistance with the contents of an electronic communications policy at paragraph 3.2.1 of the Code. In addition, the policy should also deal with specific security issues or cross-refer for a more detailed policy setting out practical guidance for employees on safeguarding the security of personal data. 
An electronic communications policy should:
· Set clear standards of conduct and performance.
· Give examples of what constitutes appropriate and inappropriate use of the technology, including examples of inappropriate use which should cover:
· types of internet sites which should not be visited (including pornographic or obscene sites and sites which might be illegal for other reasons as well as sites which might be a source of viruses, such as webmail services);
· a prohibition on taking part in blogging or message rooms where the participation can be traced back to the employer during office time or might be likely to cause embarrassment to the employer or bring it into disrepute;
· a prohibition on downloading software without the consent of the IT department (including instant messaging software);
· a prohibition on dissemination of chain emails or jokes;
· a warning regarding forwarding of copyright information obtained from the internet;
· advice on email etiquette; and
· a reminder that the content of emails must not breach equal opportunities, anti-harassment policies or be defamatory.
· Provide a reminder that a cookie might be left on a site visited by an employee so the visit is traceable to the employer.
· State that inappropriate use will be dealt with under the disciplinary procedure.
· Provide a warning that emails can be used as evidence in court proceedings.
· Provide a warning that emails can be forwarded easily and should not be treated as confidential (any confidential information should be encrypted).
· State that the employer's standard disclaimer must be used at all times.
· State rules for private use of office equipment when used away from the workplace or the employee's home.
· Provide a warning that attachments to email should be sent to the IT department for opening if from an unknown source.
· Provide guidance on passwords, any specific security guidelines and advice on excessive processing (for example, the downloading of excessive amounts of employee data onto memory sticks or laptops.
· State whether personal use is permitted and if so, what level and at what times personal use is acceptable (for example, restrictions on calling overseas or limits on size of email attachments that can be sent or received).
· Contain a full statement of the purposes for which monitoring should be undertaken and the types of monitoring (if telephone calls are monitored, employees should be told).
· Indicate who is responsible for the policy (drafting it, implementing it and reviewing it).
· Indicate who will make decisions to monitor.
· Indicate who will have access to the results of monitoring.
· Detail subject access rights.
· State the employer's retention and deletion policy (and deal with any overlap with hard copy policy).
· Cover the use of office telephones, mobile telephones, laptops, smart phones, BlackBerrys, PDAs and similar devices.
· Include guidance on blogging and social networking sites.
[bookmark: a266520]How should it be communicated?
The policy should be well-publicised:
· It should be given to employees at the start of employment.
· Employees should be asked to indicate that they have read the policy and accepted its terms.
· Reminders about the policy and information on any changes to the policy should be publicised.
In addition, it is important that the policy is followed up action to ensure employees comply with it. Managers should be trained about the operation of the DPA 1998 and its relevance to their responsibilities, including security of personal data in the workplace.
[bookmark: sect2pos24res1]How should it be implemented?
The policy (and the sanctions applied to employees for breaches of it) must always be applied consistently and fairly to avoid claims for unfair dismissal and discrimination.
Where an employer suspects an employee of misconduct involving electronic communications, it needs to substantiate its suspicion by carrying out an investigation and gathering evidence before confronting the employee as with other types of misconduct. 
[bookmark: a283082]Cases involving misuse of email or the internet
The policy must be clear. In Grant and another v Mitie Property Sevices UK Ltd (unreported), 2009, (Aberdeen Employment Tribunal), two sisters dismissed for excessive internet use won their unfair dismissal cases on the basis that the policy relied on by the employer, which referred to personal use being permitted "outside core working times", was not clear enough.
In McKinley v Secretary of State for Defence ET/2302411/04 a tribunal took a common sense view that it was excessive for an employee to spend around 10% to 15% of his working time surfing the web for personal use. It was relevant that he was in a senior position and was in charge of the company IT policy. 
The policy must be applied consistently. If the employer indicates in its policy that offensive jokes and images should not be circulated in the workplace, but then permits some employees to send jokes or images, singling out one employee for dismissal on this basis is likely to be unfair (see Robinson v Network IT Recruitment Ltd ET/2901763/04).
Employers should not have a knee-jerk reaction to cases involving pornography (for example), by failing to afford the employee the opportunity to explain their behaviour or to challenge the disciplinary findings. In Royal Bank of Scotland v Goudie the EAT upheld a tribunal's finding of unfair dismissal on the basis that an employee dismissed for sending pornographic images had not been shown the company's internal matrix used to categorise levels of offensiveness and which had a bearing on the circumstances of her case.
The dismissal of an employee for accessing pornographic images at work was held to be unfair where the employer failed to properly consider medical evidence indicating the employee's behaviour may have been caused by a hypoglycaemic episode (due to diabetes) City of Edinburgh Council v Dickson UKEAT/09
