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Radicalisation in the Digital Era - How Islamic State use the internet as a means of recruitment, radicalisation and manipulation
Introduction
According to Conway (2006) the internet has created significant opportunities for terrorism to be apparent in contemporary society. Conway (2006) states that terrorists particularly utilize the internet to project a form of ‘psychological warfare’ in order to radicalise, spread discrimination and recruit individuals. In support of this view Kaplan (2009) highlights that the internet is a ‘powerful tool’ for the use of terrorist propaganda to be spread, especially in regard to communications between terrorists and recruitment videos. In contrast to these views Benson (2014) suggests that there is no correlation between the internet and increase terrorism. Benson (2014) further states that the internet does not increase terrorist activity greatly as security services have also increased advances in technology to counteract the threat. 
This research is going to take a specific look at how Islamic State (IS) utilizes the internet as a means of radicalisation and how the Government, police and Authorities combat these issues.
The Influence of Social media and online magazines 
Fidler (2015) identifies that social media platforms are used to a significant degree by Islamic groups to project terrorist views to a wider audience. Fidler (2015) further states that over recent years Islamic state has grown a particular sophistication when using social media and operates on a larger scale compared to other terrorist groups. Fidler (2015) also suggests that liberal democracy and the freedom of speech that is associated with social media platforms, such as twitter, often makes it difficult for sites to be monitored. In addition to this, Wockner (2014) implies that the IS use social media platforms as a strategic tactic, especially in relation to radicalisation. In support of this view, a study by Rowe et al (2016) highlights the behaviours of pro IS twitter users after they were radicalised on the social media platform. The study found that twitter users that were pro ISIS often shared propaganda material which would reach curious individuals, overtime this post would be shared until it reached a wider audience, hence creating a mass radicalisation period (Rowe et al, 2016). Rowe et al (2016) also suggests that the use of hashtags play a vital role in radicalisation through platforms such as twitter. In support of this finding, the Britain Israel Communications and Research Centre (BICOM) (2016) states that the IS embed hashtags into everyday posts that often go undetected. A particular example highlighted by the BICOM (2016) was in posts surrounding the world cup, where terrorist slurs were implanted in form of hashtags that any individual exposed to the post could click and access IS ideological information. The BICOM (2016) also raises an important point that the use of these hashtags particularly appeal to a younger demographic, especially as social media is geared towards a younger audience. In relation to this Mughal et al (2016) states that individuals between the age of 16-24 years old are more susceptible to be radicalised by the IS and far right extremist groups. Mughal (2016) further examines cases of young adults being radicalised through social media platforms and joining Islamic terrorism. For example, Mughal et al (2016) states that “since the start of the conflict in Syria, in 2011, 5,000 foreign fighters have travelled from Western Europe to fight in Syria and Iraq”. A third of these fighters were from the UK. Mughal et al (2016) suggests that this is due to manipulation and persuasive tactics on social media platforms that have played a part in radicalising these westerners. In support of this Behr et al (2013) presents a study closely looking at 15 terrorists and extremists in the UK and if the internet was involved, in radicalising these individuals. The results highlighted several important issues. Firstly, ‘the internet creates more opportunities for individuals to be radicalised’, inevitably in all 15 cases researched the internet was a constant factor (Behr et al 2013). Behr et al (2013) states that the internet allows ‘likeminded’ individuals to communicate accessibly with one another, creating opportunities for radicalisation. Another key finding highlighted in Behr’s research is that the internet provides an ‘eco chamber’ for extremist beliefs, meaning that it projects beliefs on to people more efficiently compared to offline projection (Behr et al 2013). 
According to Frissen et al (2018) the IS use online magazines such as ‘Dabiq’ as a means of radicalisation, manipulation and expressing their own distorted view of the Islamic faith through the ‘Electronic Jihad.’ Frissen et al (2018) states that the benefits for Islamic groups of having the propaganda magazine electronically allows a wider range of individuals to view it. Expanding on this point Jacoby (2019) reflects on the 15 issues of Dabiq. His findings show that there are many references to the Qur’an within the online magazines (Jacoby,2019). These references are often twisted and used as a pawn to draw individuals in and brainwash them in believing an ‘us vs them’ ideology towards westerners (Jacoby,2019). In relation to this point, Van Den Aakster (2020) proposes that manipulation of the media is one of the main tactics adopted by the IS to recruit ‘foreign fighters.’ Using media platforms and propaganda magazines has convinced westerners and Muslims that joining Islamic state is a moral obligation. Van Den Aakster (2020) also suggests that online terrorism is geared towards a particular gender, predominantly female. Women are often seen as victims and bound to traditional norms such as being a housewife. Magazines such as ‘Dabiq’ can offer them an opportunity to break through these social norms (Van Den Aakster, 2020). According to the Counter Extremist project (2021) the latest issue of Dabiq titled ‘Voice of Hind,’ encouraged individuals to plan attacks on westerners and stressed the importance of joining the cause. According to Colas (2016) IS online magazines such as the ‘Dabiq’ are presented in a certain light that is made to seem appealing to the reader. For example, the magazine is written in English to appeal to westerners, it is often shown to present the narrative as joining the organisation is an honourable thing to do and lastly it aims to appeal to members of the public that don’t necessarily fit in with a western society, praying on individuals’ vulnerabilities (Colas, 2016).
CONTEST- Has it been effective with putting a stop to radicalisation?
There have been many counter terrorism strategies put in place to tackle these issues. HM Government (2011) showcases the CONTEST strategy which has several different strands ‘pursue, prevent, protect and prepare.’ In terms of tackling radicalisation from social media the CONTEST strategy is effective in several different ways. For example, in terms of ‘pursue’ the CONTEST strategy states that individuals who take part in any extremist activity will be identified and prosecuted appropriately (HM Government, 2011). In evidence to this, a number of individuals have been identified and placed into police custody before further damage could be done. One example of this is the case of Kieron Cleary, who was jailed in 2020 for trying to build a bomb after being exposed to IS Ideology online. He was referred under ‘prevent’ strategies and was identified as an ISIS supporter. Authorities found that his actions were motivated by IS propaganda online (Dearden, 2020). On the other hand, Brady (2020) suggests that CONTEST hasn’t been entirely successful in regard to the prevention of radicalisation in the west. The strand ‘prevent’ has particularly been unsuccessful in getting to the core of the issue to why individuals are radicalised and there is a lack of motivation to get to the root of the problem (Brady,2020). Brady (2020) also further states ‘prevent’ is a voluntary option, individuals are reported and those who fly under the radar are often missed, leaving more opportunity for individuals to join Islamic state. In contrast to this view, the Home Office (2019) states that ‘310,000 pieces of illegal terrorist material have been removed from the internet’ since February 210.The Home Office (2019) also state that since 2011 and with preventative measures put in place he help of the Channel programme it has allowed agencies such as the educational system and other organisations to identify and refer individuals who are displaying behaviour linked to radicalisation, which is a successful outcome of the strategy. On the other hand Gardner (2015) suggests that there are issues within the CONTEST strategy that may hinder its effort to put a stop to radicalisation. For example, Gardner (2015) suggests the strategy is ‘counter-productive’ and has placed a split between the Muslim community and the ‘British’. Gardner (2015) suggests that the scheme may reflect some discriminatory factors which he describes as ‘a major risk’ for future efforts. An Inspection by Her Majesty’s Inspectorate Constabulary and Fire Service (HMICFRS) (2020) has identified how police forces in the UK have adapted to the Government scheme CONTEST. Findings from the HMICFRS (2020) conclude that most forces are capable of managing the risk of radicalisation through funding for trained officers that specialise in counter terrorism, ensuring that funding for new positions are available for new roles that could help with the ‘prevent duty’ strategy, satisfactory ICT facilities to help with preventing and reporting online radicalisation. In support of this the National Counter Terrorism Security Office (2015) states that the police have taken down around 38.889 pieces of incriminating IS propaganda from working in close partnership with the counter-terrorism internet referral unit.  Although forces seem to be coping well with the strategy HMICFRS (2020) highlights several criticisms. The first is that forces tend to overlook the vulnerabilities within radicalisation, the study found ‘inconsistencies in the links between safeguarding teams and prevent officers’ (HMICFRS, 2020). The HMICFS (2020) also identified some communication errors in regards to the ‘counter terrorism local profile’ between forces. For example, gaps in knowledge have been identified in some forces to strategic training of online radicalisation awareness. In order to combat this the HMICFS (2020) states that the College of Policing should ensure training packages are developed at the same level for each force and as well as ensuring training designed for certain roles are accommodated for those who deal with different departments of counter terrorism.
In conclusion, research has shown that the internet plays a vital part in radicalisation however, with the continuing efforts of counter terrorism strategies such as CONTEST these issues are being dealt with overtime.
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