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Abstract 

This report delivers a comprehensive cybersecurity and data governance architecture for SteelForm Manufacturing Ltd (SFM) following its transition to Industry 4.0 technologies. Driven by smart manufacturing integrations, including IoT sensors and cloud-based systems, SFM faces an expanded threat landscape spanning ransomware-as-a-service (RaaS), AI-powered social engineering, and insider espionage. By evaluating corporate vulnerabilities against the NIST CSF and ISO/IEC 27001 standards, this paper proposes a Zero Trust Architecture (ZTA) integrated with the Purdue Enterprise Reference Model. Addressing the limitations of legacy SIEM/SOAR tools, the study synthesises a proactive defence system leveraging the open-source ZenGuard framework. ZenGuard utilises advanced machine learning anomaly detection (Isolation Forest, One-Class SVM) to protect intellectual property and eliminate operational downtime, fostering a resilient organisational culture.
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[bookmark: _Toc235178105]Introduction
In the contemporary global landscape, industrial enterprises face a shifting paradigm of highly sophisticated cyber exploits. The proliferation of Artificial Intelligence (AI) has weaponised automated vulnerability scans and generated flawless social engineering campaigns. Statistical data indicates that ransomware and advanced phishing constitute most of the modern operational technology (OT) and information technology (IT) breaches. To protect SteelForm Manufacturing Ltd (SFM), this report establishes a threat-informed, compliance-aligned security architecture rooted in industry best practices and standards such as NIST SP 800-207 and IEC 62443
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To construct a resilient defence architecture, SFM’s vulnerabilities must be categorised into internal and external vectors.

[bookmark: _Toc235178108]Internal Threats

1.Credential Compromise & Hybrid Work Risks:
Remote administrative access over insecure residential networks allow session hijacking and token harvesting. Compromised credentials bypass basic perimeter defences, facilitating unauthorised lateral movement into the production environment.
2. Insider Threat & Industrial Espionage:
Hostile or negligent insiders pose critical threats to SFM’s proprietary CAD designs for the aerospace and automotive sectors. Negligent staff utilising unauthorised cloud applications (Shadow IT) risk exposing intellectual property (IP) to public repositories.
3. Shadow IoT & Firmware Neglect:
Unmanaged personal IoT devices connected to the corporate Wi-Fi create insecure network entry points. Outdated firmware and default credentials on these devices allow attackers to establish internal staging grounds.
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1.Ransomware-as-a-Service (RaaS):
 Lowering technical barriers, RaaS threat actors target OT and Industrial Control Systems (ICS). Malicious payloads can encrypt Programmable Logic Controllers (PLCs) and SCADA systems, inducing catastrophic downtime. Double-extortion tactics threaten to leak proprietary designs if ransom demands are unmet.
2. AI-Powered Social Engineering:
 Generative AI tools synthesise highly convincing, context-aware phishing emails targeting procurement teams. Spear-phishing and voice cloning (vishing) impersonate executives, manipulating staff to bypass financial controls.
3. Supply Chain & API Vulnerabilities: 
Cybercriminals exploit software vulnerabilities in trusted suppliers to pivot into SFM's cloud-based production systems. Unsecured APIs linking factory-floor IoT sensors to ERP platforms expose manufacturing parameters to manipulation [1].

[bookmark: _Toc235178110]2.2 Modern Security Policies

SFM must transition to a Zero Trust Architecture (ZTA) aligned with NIST SP 800-207 and ISO/IEC 27001:2022.
1. Identity and Access Management (ICAM) Policy (ISO 27001 A.5.15): 
Enforce the Principle of Least Privilege (PoLP). Access to cloud-based systems and proprietary CAD specifications must require continuous, context-aware authentication analysing device health and behavioural indicators.
2. Network Segmentation Policy (IEC 62443):
 Decouple corporate IT from the physical OT environment using the Purdue Model. Establish a hardened Demilitarized Zone (DMZ) to ensure that compromise in the email environment cannot logically transition to the manufacturing floor.
3. Vulnerability Management Policy (CISA KEV Integration): 
Patching workflows must prioritise vulnerabilities listed in the CISA Known Exploited Vulnerabilities (KEV) catalogue. Critical exploits affecting active OT/IT infrastructure must be mitigated within 72 hours.
4. Data Cryptographic Policy:
 Classify data into Public, Internal, and Confidential tiers. All automotive and aerospace specifications fall under the Confidential tier and must use AES-256 encryption at rest and in transit, supplemented by Data Loss Prevention (DLP) controls.

CIA Triad Evaluation of Proposed Controls
To ensure the relevance and practical viability of the proposed security policies within SFM, their operational implications are systematically mapped against the three pillars of the CIA Triad:
Confidentiality:
This principle prevents the unauthorised disclosure of SFM’s highly sensitive aerospace and automotive component designs to industrial competitors or external threat actors. It is enforced through the strict application of the Principle of Least Privilege (PoLP), AES-256 cryptographic encryption for data at rest and in transit, and rigid data classification controls that restrict access exclusively to verified, authenticated personnel [2].
Integrity:
This control safeguards physical manufacturing processes, smart IoT sensor telemetry, and PLC firmware configurations from unauthorised manipulation or malicious data poisoning. Integrity is maintained through continuous cryptographic verification within the Zero Trust Architecture (ZTA) and by restricting write-access parameters, ensuring that custom-engineered components are manufactured precisely to specification without tampering.
Availability:
This aspect minimises critical operational downtime and production pauses caused by sudden ransomware infections or unauthorised network disruptions. It is guaranteed through Purdue-aligned network segmentation and the threat-informed CISA KEV patch prioritisation, which isolate corporate IT threats and prevent them from cascading onto the automated production floor.

[bookmark: _Toc235178111]2.3 Technical Mitigation Measures

To prevent operational downtime, SFM’s technical defence implements a three-phase incident response lifecycle bridging IT and OT security:
Containment & Micro-segmentation
Detection & Identification

Eradication & Recovery






1.Detection and Identification: 
Deploy anomaly-based monitoring across the network. Security events on PLCs and physical assembly lines are prioritised over IT events to mitigate physical production risks.
2. Containment (Isolation): 
Upon threat verification, automated micro-segmentation isolates infected hosts. This containment ensures that corporate-level malware does not disrupt shop-floor operations.
3. Eradication and Recovery: 
Purge malicious files and restore compromised systems using secure, offline backups to re-establish the manufacturing baseline.
To eliminate vulnerabilities, SFM implements mutual cryptographic authentication across all IoT sensors. Isolated sandboxes are established for testing patches before live deployment. Proactive firewalls ingest real-time threat intelligence feeds to block malicious IPs, utilising Deep Packet Inspection (DPI) for suspicious inbound payloads.
Signature-based filtering deployed on industrial routers drops malicious payloads. Deception mechanisms - including digital watermarks, canary files, and honeypots- are deployed to trace and de-anonymise intellectual property thieves [3]. Finally, Multi-Factor Authentication (MFA) protects all access portals, while Cloud Security Posture Management (CSPM) monitors ERP cloud settings for misconfigurations [4], and a centralised Security Information and Event Management (SIEM) aggregates security logs to minimise the Mean Time to Respond (MTTR) [5].
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To demonstrate the practical viability of ZenGuard within SFM’s operations, consider a scenario where an external adversary compromises the VPN credentials of a remote CAD design engineer.

1. Detection Phase: 
Under normal operations, the engineer accesses specific aerospace component designs between 09:00 and 17:00 from a UK-based IP address. If the compromised credentials are used at 02:00 from an anomalous external IP to download bulk CAD files, the One-Class SVM model immediately flags this as a critical deviation from the established baseline. Simultaneously, the Isolation Forest algorithm detects high-volume API requests connecting the cloud-based production system to an unverified endpoint.
2. Evaluation Phase:
 	ZenGuard’s UEBA module aggregates these anomalies and dynamically elevates the user’s risk score to "Critical". It flags the event not as a simple login, but as potential industrial espionage.
3. Automated Containment (SOAR Execution): 
Rather than waiting for a manual SOC analyst review which could take hours and allow the data to be fully exfiltrated - ZenGuard's automated playbook triggers immediate containment steps:
Session Revocation: The active VPN session is immediately terminated, and the engineer's active directory account is temporarily locked.
Network Micro-segmentation: The target server containing the aerospace CAD blueprints is dynamically isolated at the network layer, preventing any potential lateral movement into the physical OT production floor or PLC controllers.
Adaptive Step-Up Authentication: If the user attempts to reconnect, they are met with a mandatory FIDO2 hardware token MFA challenge.
4. Eradication and Recovery: 
The SOC team is notified with a complete root-cause visual graph showing the anomalous IP, the targeted files, and the triggered block. After confirming the compromise, the security team purges the compromised session tokens, verifies that no physical OT systems were touched, and safely restores normal access parameters.
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Human error remains SFM's primary vulnerability. The devastating consequences of inadequate training are highlighted by the 2019 LockerGoga ransomware attack on Norsk Hydro, where a single employee interacting with a malicious email halted global operations, costing over £45 million [7]. To mitigate such human-centric threats, SFM will transition from passive, annual compliance videos to a dynamic, threat-informed programme aligned with the NIST NICE Framework (SP 800-181) [8] and modern behavioural change methodologies.

Rather than generic briefings, training will feature continuous, role-specific simulations:
CAD Engineers: Targeted spear-phishing mimicking blueprint theft to prevent industrial espionage.
OT Operators: Physical security exercises focusing on USB baiting and HMI tailgating near automated machinery.
Executives: Business Email Compromise (BEC) and vishing (voice phishing) simulations.
This programme integrates directly with the ZenGuard framework. When ZenGuard detects an employee error during a simulation, it automatically triggers a 2-minute micro-learning module (just-in-time training). By tracking metrics like Phishing Fail Rates (target <3%) and active reporting rates via a "Phish Alarm" button, SFM ensures the training effectively builds behavioural muscle memory, transforming passive staff into a resilient human firewall.
[bookmark: _Toc235178114]Conclusion 

This report demonstrates that transitioning SteelForm Manufacturing Ltd (SFM) to Industry 4.0 significantly expands its digital attack surface. Implementing a Zero Trust Architecture (ZTA) aligned with NIST SP 800-207 and the Purdue Model successfully mitigates these modern threat vectors.
Recommendations: Immediately deploy the machine learning-based ZenGuard framework for real-time anomaly detection and enforce strict, Purdue-aligned network isolation between IT and OT environments.
Future Work: Future initiatives should focus on expanding ZenGuard's compatibility with legacy, non-IP-based OT protocols and proactively integrating post-quantum cryptographic standards to counter emerging decryption capabilities
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