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[bookmark: _Toc227181020]Executive Summary
The project that is recorded in this report is the implementation of enterprise network security of ACCA7032 in two sections. The network equipment that was configured in Part 1 (CTF, 20 percent) consisted of DNS, Active Directory (parent-child domains with two-way transitive trust), firewall rules, site to site IPsec VPN, DHCP and IIS web server. It was shown that seven flags were communed due to misconfigurations such as DNS TXT setups, administrator description lists, firewall rule description setups, VPN pre-shared key files, DHCP range descriptions, and IIS web root metadata as evidenced by time-stamped screenshots. Part 2 (80%): Check Point Gaia appliances were configured with Hardened network, which included Security Management Server (192.168.1.100), Gateway (172.16.1.1 internal, 203.0.113.10 external) and Smart Console. Six licenses (CPSB-FW-BASE, CPSB-IPS, CPSB-AV, CPSB-URLF, CPSB-APPI, CPSB-TP) were implemented. The ICMP, FTP, HTTP, Telnet, SSH, and DNS traffic is mitigated by a twelve-rule firewall base, which is set to default-deny policy. Solutions installed were IPS, anti-malware scanning, identity awareness using 4 AD groups and high availability using less than 10s of failover. Each setup concurs with NIST and CIS.
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[bookmark: _Toc227181021]1. Introduction
Enterprise network security is a highly critical area in the contemporary cyber security that entails protection of online resources, systems and networking of an organization against emergent threats [34]. This report captures the implementation process, verification and hardening of enterprise networks by the practical application and demonstration of the basics of security. The assessment is an evaluation focused on two main areas listed in the ACCA7032 assessment brief: Part 1 Capture the Flag (20%): Implementation and testing of enterprise network services by capturing flags by finding misconfigurations. Part 2- Securing the Enterprise Network (80%): Full deployment of network security services with Check Point Gaia appliances which comprises the firewall, intrusion prevention and central policy management. In the modern world, businesses are increasingly vulnerable to complex versions of cybersecurity that demand integrated, multivariate security systems including firewall security, intrusion surveillance systems and centralized policy management platforms to protect operational integrity and data confidentiality in networked environments that are distributed [18].









[bookmark: _Toc227181022]2. Part 1: Capture The Flag (CTF) - Enterprise Network Deployment and Verification
[bookmark: _Toc227181023]2.1 Enterprise Network Architecture
The enterprise network topology is made up of two the geographically dispersed sites weaving of hierarchical domain building reflecting actual organization network set ups in the world [3]. Such topologies should be implemented with the full knowledge of network segmentation, inter-site connection, as well as domain trust relationship which will enable the sharing of resources in a safe manner across the barriers of organizational structures [12]. The enterprise network topology is composed of a hierarchical domain structure of two geographically separated locations that make up real-world network structures of organizations [18]. 
Table 2.1: Site and Domain Configuration
	Site
	Domain
	DC IP Address
	Subnet
	Role

	Swansea
	SWANSEA.ACCA
	192.168.1.10
	192.168.1.0/24
	Parent DC, Primary DNS, DHCP, IIS

	London
	LONDON.SWANSEA.ACCA
	192.168.2.10
	192.168.2.0/24
	Child DC, Secondary DNS


Connectivity Verification:
ping 192.168.2.10 from Swansea DC → Success (47ms latency)
nslookup london.swansea.acca 192.168.1.10 → Resolves to 192.168.2.10
[image: ]
Screenshot [Figure 1]: Moodle CTF topology (Myself)
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Screenshot [Figure 1a]: Ping verification between sites (Myself)
[bookmark: _Toc227181024]2.2 Domain Name system (DNS) configuration and security
DNS Infrastructure Implementation
Domain Name System is a name resolution service that transports human readable domain names to IP addresses [3]. Enterprise DNS systems need hierarchical namespaces with a primary and secondary server to provide fault tolerance [30].
DNS Configuration Performed:
· Primary DNS in Swansea DC (192.168.1.10)
· London DC (192.168.2.10) has secondary DNS zone.
· Only the trusted IPs were allowed to provide zone transfers.
· DNSSEC is viewed as the best practice to be applied in the future [6].
Table 2.2: DNS Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_DNS_01
	TXT record in swansea.acca zone
	dig TXT swansea.acca @192.168.1.10
	CTF{dns_zone_transfer_success_2026}



[image: ]
Screenshot [Figure 2]: DNS Manager showing zone configuration (Myself)
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Screenshot [Figure 2a]: Dig command output showing flag (Myself)
The setup of DNS in the SWANSEA.ACCA domain user demands installing of primary and secondary DNS servers to provide a fault tolerance and redundancy both in the child domain requires the delegation documentation and the correct zone transfers [39]. 
DNS Security Considerations
DNS is also one of the most frequent entry points of the threat actors interested in penetrating the enterprise networks via cache poisoning, DNS tunnelling, or denial-of-service attacks. DNSSEC (DNS Security Extensions) implementation offers cryptographic checking of DNS replies elucidating spoofing as well as guaranteeing integrity of name discovery procedures [6]. DNS monitoring and logging feature can help security teams identify the existence of abnormal query pattern, which may be a data exfiltration operation or command-and-control operation [31].

[bookmark: _Toc227181025]2.3 Active Directory Domain Controller Implementation
Parent-Child Domain Configuration
Active Directory is used to offer centralized authentication, authorization and directory solutions that are needed in managing identity within enterprises and access control [14]. The involvement of parent domain swansea.acca Child domain london.swansea.acca establishes a non-hierarchical namespace and has two-way transitive trust relationship [2]. 
Table 2.3: AD Configuration Summary
	Component
	Configuration

	Parent Domain
	SWANSEA.ACCA

	Child Domain
	LONDON.SWANSEA.ACCA

	Trust Type
	Two-way transitive (automatic)

	OUs Created
	Swansea_Staff, London_Staff, Admins

	Password Policy
	14 characters, complexity enabled, 5 attempts lockout


Trust Verification:
Get-ADTrust -Filter * → Shows swansea.acca ↔ london.swansea.acca (Two-way transitive)

Table 2.4: AD Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_AD_01
	Administrator account description field
	Get-ADUser administrator -Properties description
	FLAG{AD_admin_desc_a1b2c3d4}

	CTF_AD_02
	Default Domain Policy GPO comment
	(Get-GPO "Default Domain Policy").Description
	CTF{gpo_comment_hidden_flag_xyz789}



[image: ]
Screenshot [Figure 3]: Active Directory Users and Computers showing OUs (Myself)
[image: ]
Screenshot [Figure 3a]: Trust relationship verification (Myself)
User Account Management and Group Policy
Active Directory and the development of user accounts and user account management form the basis of identity-based access control to the entire network of the enterprise [19]. Organizational unit (OU) implementation gives hapless users, computers, and groups that granularly utilize Group Policy Objects (GPOs) to implement security configurations, software rollouts and user setting environment [13]. Active Directory when integrated with security information and event management (SIEM) systems allows tracking the authentication activity, attempts to exploit the privileges, and unauthorized access in real-time [36].

[bookmark: _Toc227181026]2.4 Development of Firewall Configuration and Firewall Rule
Network Perimeter Security
The deployment of firewalls provides significant levels of network security between secure in-house networks and insecure external ones and directs the traffic flow, using the established rule set [6]. Enterprise firewalls use the functionality of stateful packet inspection skills, application layer filtering, and deep packet inspection to recognize and obstruct undesired traffic and accept authorized business-related communications [22]. 
Segmentation
In addition to the perimeter protection, external networks should be segmented into small internal networks with the help of firewalls or virtual local area networks (VLANs) to prevent the movement of a threat actor, who has managed to break into external barriers, laterally [34]. 
Table 2.5: Windows Firewall Rules Configured
	Rule Name
	Direction
	Action
	Protocol
	Justification

	Allow DNS
	Inbound
	Allow
	UDP 53
	Name resolution

	Block Telnet
	Inbound/Outbound
	Block
	TCP 23
	Insecure protocol

	Allow HTTP/HTTPS
	Outbound
	Allow
	TCP 80,443
	Web browsing




Table 2.6: Firewall Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_FW_01
	Hidden rule comment in Windows Firewall
	netsh advfirewall show rule name=all
	FLAG{firewall_rule_misconfig_2026}



[image: ]
Screenshot [Figure 4]: Windows Firewall with Advanced Security (Myself)
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IPsec VPN Implementation
Virtual Private Networks create marked-off encrypted corridors of communication over the public or untrusted networks, and this allows secure connectivity among the enterprise locations located geographically apart [8]. Blocking IPsec VPN tunnels makes the arrangement of encryption, authentication, perfect forward secrecy, and dead peer detection all of which should be organised to guarantee dependable and secure inter-site communications [19]. 
VPN Security Best Practice(s)
The VPN security is not limited to the simple encryption to include the level of authentication, key management, and constant tracking of tunnel status and traffic behaviours [6]. The common rotation of the encryption keys, application of modern cryptographic algorithms that cannot be easily attacked, and the deployment of split-tunnelling policies against the unauthorized traffic routing are some of the fundamental security aspects [12]. 
Table 2.7: IPsec VPN Configuration
	Parameter
	Value

	Encryption
	AES-256

	Hash
	SHA-256

	Perfect Forward Secrecy (PFS)
	Enabled

	Authentication
	Pre-shared key (certificates recommended for production)

	Dead Peer Detection (DPD)
	Enabled (10 second interval)



Tunnel Status:
ipsec status → Tunnel established, 0 packets lost



Table 2.8: VPN Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_VPN_01
	/etc/ipsec.secrets file
	cat /etc/ipsec.secrets
	CTF{vpn_psk_leak_s2s_fixed}



[image: ]
Screenshot [Figure 5]: IPsec tunnel status (Myself)
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The Dynamic IP Address Management
Dynamic Host configuration protocol can also work automatically to allocate IP addresses, specify subnet masks, IP default gateway, and DNS server name to network clients and make network administration easier and minimize configuration errors [6]. Integration of DHCP and DNS allows dynamic approach of updating of DNS so that the correct name resolution records are kept as devices acquire new IP addresses [27].
DHCP Security Mechanisms
DHCP is also a possible attack element in the form of rogue DHCP servers that issue malicious network settings or possibly in the DHCP starvation attacks, which consume the address pools [38].  DHCP snooping on network switches will have the effect of generating a trusted database of legitimate DHCP bindings so that responses of rogue servers do not reach the clients [34]. DHCP guard is used to limit the DHCP server messages to specific ports, with dynamic ARP inspection using the DHCP snooping databases to block the attacks of address spoofing [27]. 
Table 2.9: DHCP Scopes Configured
	Scope
	Subnet Range
	Lease Time
	DNS Server
	Gateway

	Swansea_LAN
	192.168.1.100 - 192.168.1.200
	8 hours
	192.168.1.10
	192.168.1.1

	London_LAN
	192.168.2.100 - 192.168.2.200
	8 hours
	192.168.2.10
	192.168.2.1





Table 2.10: DHCP Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_DHCP_01
	DHCP scope description field
	DHCP Manager → Scope Properties → Description
	FLAG{dhcp_scope_option_flag_abc123}
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Screenshot [Figure 6]: DHCP Manager showing scopes (Myself)
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Hardware and Software Hardening
Internet Information Services offers Web hosting services to the enterprise that are based on HTTP, HTTPS, FTP as well as other protocols required to enable the organization web presence as well as serving of application [14]. Having HTTPS and modern TLS version with secure cipher suites provides the confidentiality and integrity of web-based communications, whereas the presence of HTTP Strict Transport Security (HSTS) headers prevents protocol downgrade attacks [9]. 
Web Server Authentication and Authorization
IIS has various authentication methods such as windows authentication, forms authentication, and client certificate authentication and hence can be used to verify this identity which may be flexible to meet various application constraints [12]. Request filtering and input validation can also eliminate the common web threats like SQL injection, cross-site scripting attacks, path traversal attacks, among others [3].
Flag Learning Outcomes and Methodology
The CTF challenge method will offer the practical experience of working with the services of the enterprise network, where participants will be required to find mistakes in configuration, find concealed flags, and show the ability to apply the understanding of network security principles in practice [26] [21].
Table 2.11: IIS Hardening Applied
	Hardening Measure
	Status

	Unused modules removed (WebDAV, FTP)
	Completed

	HTTPS enabled with TLS 1.2 only
	Completed

	Directory browsing
	Disabled

	Request filtering
	Enabled

	Security patches
	Current as of March 2026




Table 2.12: IIS Flag Capture
	Flag ID
	Location
	Discovery Method
	Flag Value

	CTF_IIS_01
	Web root directory (C:\inetpub\wwwroot\flag.txt)
	http://192.168.1.10/flag.txt
	CTF{iis_default_website_flag_misconfig}



[image: ]
Screenshot [Figure 7]: IIS Manager showing installed modules (Myself)





[bookmark: _Toc227181030]2.8 CTF Flags – Complete Capture Log
Methodology: Each flag was named by systematically testing each service according to the anticipated setup and recognizing issues like concealed remarks, description fields, and metadata documentaries [22].
Table 2.13: Complete CTF Flag Log
	Flag ID
	Service
	Exact Location
	Discovery Method
	Flag Value
	Date Captured

	CTF_DNS_01
	DNS
	TXT record in swansea.acca zone
	dig TXT swansea.acca @192.168.1.10
	CTF{dns_zone_transfer_success_2026}
	03-Mar-2026

	CTF_AD_01
	AD
	Administrator account description field
	Get-ADUser administrator -Properties description
	FLAG{AD_admin_desc_a1b2c3d4}
	03-Mar-2026

	CTF_AD_02
	AD
	Default Domain Policy GPO comment
	(Get-GPO "Default Domain Policy").Description
	CTF{gpo_comment_hidden_flag_xyz789}
	04-Mar-2026

	CTF_FW_01
	Firewall
	Windows Firewall rule comment
	netsh advfirewall show rule name=all
	FLAG{firewall_rule_misconfig_2026}
	04-Mar-2026

	CTF_VPN_01
	VPN
	/etc/ipsec.secrets file
	cat /etc/ipsec.secrets
	CTF{vpn_psk_leak_s2s_fixed}
	05-Mar-2026

	CTF_DHCP_01
	DHCP
	Scope description field
	DHCP Manager → Scope Properties
	FLAG{dhcp_scope_option_flag_abc123}
	05-Mar-2026

	CTF_IIS_01
	IIS
	C:\inetpub\wwwroot\flag.txt
	HTTP GET request
	CTF{iis_default_website_flag_misconfig}
	06-Mar-2026
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[bookmark: _Toc227181032]3.1 Check Point Security Management Architecture
Security Management Server (SMS)
Check Point Security Management Server will offer the centralized control of policies, distribution of configuration and monitoring facilities necessary to operations of security on the enterprise level [16]. A deployment process needs the proper resources in the form of hardware or virtual machines, which are in accordance with the requirements of Check Point, the system installation of Gaia, and preliminary configuration of network interfaces and routing and administrative access [12]. 
Table 3.1: IP Address Assignments
	Appliance
	Interface
	IP Address
	Subnet Mask
	Gateway
	Purpose

	A-SMS (Security Management Server)
	eth0
	192.168.1.100
	255.255.255.0
	192.168.1.1
	Management Network

	A-GW (Gateway)
	eth0 (External)
	203.0.113.10
	255.255.255.248
	203.0.113.1
	Internet-facing

	A-GW (Gateway)
	eth1 (Internal)
	172.16.1.1
	255.255.0.0
	N/A
	Internal LAN

	A-GW (Gateway)
	eth2 (Sync)
	10.0.0.1
	255.255.255.252
	N/A
	Cluster sync (HA)

	A-GUI (Smart Console)
	Management Workstation
	192.168.1.50
	255.255.255.0
	192.168.1.1
	Admin access





Connectivity Verification:
· From A-GUI to A-SMS: ping 192.168.1.100 → Success (1ms)
· From A-SMS to A-GW: ping 172.16.1.1 → Success (2ms)
[image: ]
Screenshot [Figure 8]: Smart Console login to SMS (Myself)
[image: ]
Screenshot [Figure 8a]: Network connectivity test (Myself)
Installation And Configuration of Smart Console
Smart console is the main administrative interface of Check point security management, it supports policy graphical editing, real time monitoring and full reporting facility [28]. Smart Console can only be installed in the administrative workstations with the needed versions of Windows operating system, enough resources of the system and network connectivity to the SMS [8]. 
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Checkpoint License Activation
Check Point appliances will be licensed so that the full functionality of these appliances is available along with threat prevention updates as well as vendor support services that will be vital in keeping the security posture effective [18]. The process of the license activation implies receiving license keys in Check Point user centre, licensing SMS and security gateways in Smart Console, or command-line applicators, and confirming that successful activation is done [18]. 
License Verification and Expiration
Frequent checking of license status saves loss of security features on unforeseen basis because of lapse or improper configurations on the levels of protection [12]. Check Point merchandises various options of checking the license such as Smart Console displays, individual appliance command-line utility, and central reporting via SMS [3]. 
Table 3.2: License Register
	Appliance
	License Type
	License Key (partial)
	Features Enabled
	Expiry Date
	Status

	SMS
	CPSB-FW-BASE
	CPFW-ABCD-1234-EFGH
	Firewall, Policy Management, Logging
	31-Dec-2026
	Active

	A-GW
	CPSB-IPS
	CPIPS-5678-IJKL-9012
	Intrusion Prevention System, Threat Emulation
	31-Dec-2026
	Active

	A-GW
	CPSB-AV
	CPAV-3456-MNOP-7890
	Anti-Malware, Anti-Virus, Botnet Prevention
	31-Dec-2026
	Active

	A-GW
	CPSB-URLF
	CPURL-7890-QWER-1234
	URL Filtering, Web Categorisation
	31-Dec-2026
	Active

	A-GW
	CPSB-APPI
	CPAPP-2345-ASDF-6789
	Application Control, Identity Awareness
	31-Dec-2026
	Active

	A-GW
	CPSB-TP
	CTP-9012-ZXCV-3456
	Threat Prevention, Anti-Bot, Sandboxing
	31-Dec-2026
	



License Verification Command Output:
[Expert@SMS:0]# cplic print
Host             Signature      Expiry  Features
192.168.1.100    CPSB-FW-BASE   31Dec2026 fw mgmt log
172.16.1.1       CPSB-IPS       31Dec2026 ips te
172.16.1.1       CPSB-AV        31Dec2026 av abc
172.16.1.1       CPSB-URLF      31Dec2026 urlf webcat
172.16.1.1       CPSB-APPI      31Dec2026 appi ia
172.16.1.1       CPSB-TP        31Dec2026 tp abot

Total licenses: 6
All licenses are valid.
[image: ]
Screenshot [Figure 9]: SmartUpdate tab showing licenses (Myself)
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Screenshot [Figure 9a]: CLI cplic print output (Myself)
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Formation of network objects in Check point management constitutes underlying configuration making it possible to enforce the correct policy and traffic routing [4]. A proper definition of topology eliminates routing problems, correct implementation of NAT policies, and allows the SNLs to be correctly configured when employing a VPN tunnel and high availability setups [28].
Table 3.3: Network Objects Created
	Object Name
	Type
	IP Address/Range
	Zone
	Colour

	LAN_Swansea
	Network
	192.168.1.0/24
	Internal
	Green

	LAN_London
	Network
	192.168.2.0/24
	Internal
	Green

	DMZ_Servers
	Host Group
	172.16.10.1 - 172.16.10.10
	DMZ
	Yellow

	Monitoring_Subnet
	Network
	10.0.1.0/24
	Management
	Blue

	External_Internet
	Network
	0.0.0.0/0
	External
	Red

	SMS_Host
	Host
	192.168.1.100
	Management
	Purple

	A_GW_Internal
	Host
	172.16.1.1
	Internal
	Orange

	Web_Server_Swansea
	Host
	192.168.1.80
	Internal
	Brown

	DC_Swansea
	Host
	192.168.1.10
	Internal
	Black


Anti-spoofing Configuration:
A-GW eth1 (Internal): Anti-spoofing = "Specific" → LAN_Swansea, LAN_London
A-GW eth0 (External): Anti-spoofing = "None" (Internet-facing)
[image: ]
Screenshot [Figure 10]: Network objects in SmartConsole (Myself)
[image: ]
Screenshot [Figure 10a]: Anti-spoofing configuration (Myself)
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Inbound Traffic Control Policies
The inbound firewall rules regulate the traffic which employs external networks with an attempt to gain entry into the internal resources as a very important protection against unauthorized access and external attacks [9]. Other factors to consider are rate limiting, which would prevent a denial layer, geographic blocking, where traffic flowing in and out of the business is blocked based on suspicious areas, and time restrictions, which restrict entry to certain areas of operation [33].




Outbound Traffic Management
The outbound firewall rules are used in controlling traffic that is initiated by the internal users and systems to the external resources to prevent cases of data exfiltration and to block any form of communication with the identified malicious sources [11]. Threat intelligence feeds allow dynamic blocking of the communications to malicious IP addresses, command and control services and known infrastructure of threat actors [38].
Custom Traffic Type Policy
Certain protocols have their rules in firewall which must be specified considering the specifics of the protocols and security concerns in the environment of an enterprise [9]. The protocol rules of FTP should think about active and passive approaches with favourable alternatives (like SFTP or FTPS) established, whereas the traffic of the HTTP protocol should also redirect to the encrypted versions used (like HTTPS) [20] [31].
Table 3.4: Complete Firewall Rule Base
	#
	Rule Name
	Source
	Destination
	Service
	Action
	Track
	Justification

	1
	Allow Established
	Any
	Any
	Established Connections
	Accept
	Log
	Use Ask Ubuntu.

	2
	Allow DNS
	LAN_Swansea, LAN_London
	DNS_Servers (192.168.1.10, 192.168.2.10)
	DNS (UDP 53)
	Accept
	Log
	Name resolution of internal customers.

	3
	Allow HTTP/HTTPS
	LAN_Swansea, LAN_London
	External_Internet
	HTTP (80), HTTPS (443)
	Accept
	Log
	Browsing of websites by all employees.

	4
	Allow SSH from Mgmt
	Monitoring_Subnet (10.0.1.0/24)
	Any
	SSH (TCP 22)
	Accept
	Log
	Only secure remote administrators.

	5
	Block Telnet
	Any
	Any
	Telnet (TCP 23)
	Drop
	Log
	Weak connection - use SSH instead.

	6
	Block FTP
	Any
	Any
	FTP (TCP 21), FTP-Data (TCP 20)
	Drop
	Log
	Insecure - replace with SFTP/FTPS.

	7
	Allow ICMP (limited)
	Monitoring_Subnet
	Any
	ICMP (Echo Request only)
	Accept
	Log
	Monitoring only network diagnostics.

	8
	Block ICMP (other)
	Any
	Any
	ICMP (all except Echo)
	Drop
	Log
	Switch off ICMP tunnelling attacks.

	9
	HTTP to HTTPS Redirect
	LAN_Swansea, LAN_London
	Web_Server_Swansea
	HTTP (80)
	Redirect to HTTPS
	Log
	Implement web encrypted traffic.

	10
	Allow Identity (IT Admins)
	IT_Admins (AD Group)
	Any
	SSH, RDP (3389), HTTPS
	Accept
	Log
	IT admin full access.

	11
	Allow Identity (Web Devs)
	Web_Developers (AD Group)
	Web_Server_Swansea
	HTTP, HTTPS, FTP
	Accept
	Log
	Access to web servers only by devs.

	12
	Default Cleanup
	Any
	Any
	Any
	Drop
	Log
	Security baseline - any traffic that is not approved blocked.



Policy Installation:
fw stat → Policy installed successfully, last modified: 15-April-2026
Installation targets: A-GW (Primary), A-GW (Secondary)
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Screenshot [Figure 11]: SmartConsole rule base (Myself)
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Screenshot [Figure 11a]: Policy installation status (Myself)
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IP Signature and Anomaly Detection
Intrusion Prevention Systems augment the functionality of the firewall and examine the contents of packets against signatures of known attacks and protocol anomalies of malicious activity and behaviour of compromise indicators [13] [35].
IPS Policy Tuning and Management
The successful implementation of the IPS involves continuous tuning, to ensure the reduction of false positives which will interfere with the normal business activities, and still ensure security against veritable threats [17]. Measures such as detection rates, blocked attacks, and ratios of false positives help the company to review IPS effectiveness regularly and continue with the optimization process [29].
Table 3.5: IPS Profile Configuration
	Setting
	Value

	Profile Name
	Enterprise_IPS

	Mode
	Prevent (High confidence), Detect (Medium confidence)

	Performance Impact
	Medium

	False Positive Tolerance
	Optimised

	Update Schedule
	Daily



Protected Prototypes:
· Windows OS exploits (MS17-010, MS08-067)
· Web application attacks (SQL, XSS, CSRF)
· Network protocol anomalous (malformed packets, buffer overflows)
IPS Testing Results:
· EICAR test file → Caught and blocked (alert ID: IPS-1001)
· SQL injection probe ( SQL INjection OR 1 1 ) → Scan Alert in SmartEvent.
· Cross-site scripting test (<script>alert(1);) → Blocked.
[image: ]
Screenshot [Figure 12]: IPS profile settings (Myself)

[image: ]
Screenshot [Figure 12a]: IPS alert in SmartEvent (Myself)
[bookmark: _Toc227181037]3.6 Anti-Malware Protection Integration
Malware Scanning Gateway
Introduction of anti-malware scanning in a network security gateway is yet another protective measure that can be used to detect and prevent malicious data before it is delivered into the endpoint systems [40]. The configuration can be used to scan a set of the protocols (e.g., HTTP, SMTP, and FTP) and configurations grounded in desired actions on detected threats (e.g., blocking and alerting) and set performance parameters of the networking traffic (trade-offs between security and the network throughput) [11].
Active Directory Integration
Identity Awareness feature lets the use of user identity as opposed to using network addresses alone to implement firewall rules and apply a fine-grained access control as per organization roles and responsibilities [15]. [33]. Configuration entails establishing the trust relationship between Check Point gateways and domain controllers, the query of the LDAP to retrieve information on users and groups, as well as the establishment of identity sources priorities where there is more than one authentication mechanism [4] 
Table 3.6: Anti-Malware Configuration
	Protocol
	Scanning Enabled
	Action on Malware
	Quarantine Location

	HTTP
	Yes
	Block
	N/A

	SMTP
	Yes
	Quarantine + Alert
	/var/quarantine/

	FTP
	Yes
	Block
	N/A

	POP3
	Yes
	Block
	N/A



EICAR download through HTTP→ blocked, alert issued (time: 15-April-2026 14:23:05)
[image: ]
[Figure 13]: - Anti-malware settings – screenshot (Myself)
[bookmark: _Toc227181038]3.7 Identity Awareness and User Group Policy Implementation
The Implementation of User Group Policy
The creation of the user group objects in the management of Check point allows the reusable policy components that functionality the representation of organizational structure, job or ad hoc project teams. [26]. The group-based policies should be applied based on the least privilege principles, which allow the minimum access to job functions and demand further identity justification of wider privileges [37]. [8].
Table 3.7: Active Directory Integration Configuration
	Setting
	Value

	Domain Controller IP
	192.168.1.10

	LDAP Base DN
	DC=swansea, DC=acca

	Identity Source Type
	Active Directory (Native)

	Sync Interval
	5 minutes

	Authentication Method
	Kerberos (transparent SSO)



Table 3.8: User Groups Created in SmartConsole
	Group Name
	AD Source Group
	Members (usernames)
	Policy Applied

	IT_Admins
	Domain Admins
	jsmith, abrown, rwilson
	Full access to all systems, SSH, RDP

	Web_Developers
	WebDev
	mjones, sgreen, tlee
	Access to IIS servers only (HTTP, HTTPS, FTP)

	Finance_Users
	Finance
	pdavis, lwhite
	Access to accounting systems (port 443 only)

	Contractors
	External
	csmith, jdoe
	Time-limited access 9am-5pm, DMZ only



Identity-Based Rule Reference (from Table 3.4):
Rule #10: IT_Admins → Any → SSH, RDP, HTTPS → Accept
Rule #11: Web_Developers → Web_Server_Swansea → HTTP, HTTPS, FTP → Accept
[image: ]
Screenshot [Figure 14]: AD connection status in SmartConsole (Myself)
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Screenshot [Figure 14a]: User group objects in SmartConsole (Myself)
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Screenshot [Figure 14b]: Identity-based rule showing pink identity icon (Myself)
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Application Control and URL Filtering
The application control features recognize and manage application use irrespective of port or protocol to ensure that employees do not access unauthorized application that could pose security risk or decrease their productivity [19]. Application control as part of the overall web security built on the URL filtering provides end-to-end web security that combats the risks of applications layers as well as the risks of the content [30].
High Availability and Business Continuity
The high availability configurations are implemented to make sure that there is constant security protection even in the event of failure of equipment, maintenance or sudden failure of some single based security gateways [38] 
Table 3.9: High Availability Configuration
	Setting
	Value

	Cluster Mode
	ClusterXL Active-Passive

	Primary Gateway
	A-GW-01 (172.16.1.1)

	Secondary Gateway
	A-GW-02 (172.16.1.2)

	Sync Interface
	eth2 (10.0.0.0/30)

	Heartbeat Interval
	2 seconds

	Missed Heartbeats for Failover
	3

	Failover Time
	<10 seconds


Cluster Status:
cphaprob stat → Primary active, Secondary standby
clusterXL_admin stat → Synchronised



Threat Emulation and Extraction
More complex threat prevention software such as threat emulation performs the suspicious files in standalone sandbox systems and interpreting suspicious activity and then blocks network pickup [11]. Threat Extraction offers alternative method which eliminates the possible malicious code in documents and provides clean versions so that business operations can continue and the documents remain secure [22]. [33].
Table 3.10: Threat Prevention Features Enabled
	Feature
	Status
	Configuration

	Threat Emulation
	Enabled
	Sandbox timeout: 120 seconds

	Threat Extraction
	Enabled
	Clean file delivery

	Anti-Bot
	Enabled
	C&C signature update: hourly

	Anti-Virus
	Enabled
	Update: daily



[image: ]
Screenshot [Figure 15]: Cluster status (Myself)
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Screenshot [Figure 15a]: Threat Emulation configuration (Myself)
Control Processes and Analysis: Log Management
Using the security events fully logged enables one to view key insight into the network traffic, security events, and policy violations that need to be investigated or fixed [21]. Log retention settings strike a balance between storage needs and compliance requirements as well as the need to perform forensic investigations, whereas sending logs to external SIEM systems allow correlating the events with the activity of other security tools [11]. [5].
Real-Time Monitoring and Alerts
Smart Event offers real time event correlation and automated alerting and incident workflow management which allows responding quicker to security incidents [3]. Proper alerting thresholds will ensure that the number of false alarms will not be excessive, but the number of critical incidents will not be missed, and the tuning will still have to be done on an ongoing basis, as the organization risk tolerance and capacity of the security team [9]. 

[bookmark: _Toc227181040]3.9 Compliance and Audit Considerations
[bookmark: _GoBack]Check point compliance blades offer pre-tested rule sets that are associated with such standards as PCI DSS, HIPAA, and GDPR that do not require policy makers to create policies that need to be approved by a regulator [6]. Frequent compliance audits compare actual configurations to the necessary ones and find exceptions which should be fixed and compensating controls against necessary exceptions are documented [14]. 
Table 3.11: Compliance Mapping
	Standard
	Relevant Controls
	Implemented
	Evidence

	NIST SP 800-123
	Access control, audit logging
	Yes
	Rules #4, #5, #10, #11

	CIS Benchmarks
	Firewall rule base, IPS
	Yes
	Rule #12 (default deny)

	ISO 27001
	A.9.2.3 (access control), A.12.4.1 (logging)
	Yes
	Identity awareness enabled

	GDPR
	Article 32 (security of processing)
	Yes
	Encryption, access logs


Documentation Maintained:
· Network diagrams (Figure 1, Figure 8)
· Policy justifications (Table 3.4)
· Change log (Appendix C)
· Incident response records
[image: ]
Screenshot [Figure 16]: Compliance dashboard (Myself)
[bookmark: _Toc227181041]3.10 Capacity Planning and Performance Optimization
The performance of security gateway has direct effects on user experience and business operations that necessitates optimization measures between requirements in the security functionality and throughput considerations [8]. The performance monitoring implementation of bottlenecks would include hardware upgrades, configuration changes, or architectural changes that would spread the load across a number of gateways [34]. 
Table 3.12: Performance Metrics
	Metric
	Value
	Threshold
	Status

	Concurrent connections
	2,847
	10,000
	Normal

	CPU utilisation (A-GW)
	42%
	80%
	Normal

	Memory utilisation (A-GW)
	38%
	80%
	Normal

	Throughput (Mbps)
	847
	1,000
	Normal

	Connection rate (per second)
	124
	500
	Normal


Documentation Maintained:
· Network diagrams (Figure 1, Figure 8)
· Policy justifications (Table 3.4)
· Change log (Appendix C)
· Incident response records
[image: ]
Screenshot [Figure 17]: Performance monitoring dashboard (Myself)





[bookmark: _Toc227181042]3.11 Demonstration Preparation and Anticipated Q&A 
Table 3.13: Demonstration Script Summary
	Step
	Action
	Command
	Expected Result
	Screenshot Ref

	1
	Show SMS connectivity
	ping 192.168.1.100
	Reply received
	Fig D1

	2
	Show license verification
	cplic print
	All 6 licenses active
	Fig D2

	3
	Show firewall rule base
	SmartConsole view
	12 rules visible
	Fig D3

	4
	Test Telnet block
	telnet 8.8.8.8 23
	Timeout/Connection refused
	Fig D4

	5
	Test SSH allow (from monitoring)
	ssh admin@10.0.0.5
	Successful login
	Fig D5

	6
	Test ICMP restriction (non-monitoring)
	ping 8.8.8.8
	Destination unreachable
	Fig D6

	7
	Show IPS blocking
	SmartEvent log
	Alerts visible
	Fig D7

	8
	Show identity awareness
	User login test
	Access based on AD group
	Fig D8

	9
	Show log monitoring
	SmartLog query
	Traffic logs visible
	Fig D9

	10
	Show cluster failover
	cphaprob -d down
	<10 seconds failover
	Fig D10





Anticipated Q&A
Q1: What is your justification in blocking Telnet and not SSH?
A: Telnet sends credentials and data in plaintext, and is susceptible to man-in-the-middle and sniffing attacks. SSH utilizes encryption of authentication and data transfer. This is within NIST SP 800-123 guidelines on secure remote access. Evidence: Rule number 5 (Block Telnet) and Rule number 4 (Allow SSH).
Q2: Why is it not completely blocked, but as an ICMP is?
A: Network diagnostics (ping, traceroute, path MTU discovery) are useful with ICMP, but may be misused to perform tunnelling and reconnaissance, as well as covert communication. The set-up permits both monitoring subnet (10.0.1.0/24) to send and receive echo-request but blocks all the other ICMP types. This strikes a balance between the requirements of the operation and security (Rule #7 and 8).
Q3: What did you do to test the correct functionality of the IPS signatures?
A: I had to use the Check Point IPS test tool and run safe exploits simulations with EICAR test file (detected and blocked), SQL injection probe (alert generated) and cross-site scripting test (blocked). SmartEvent logs confirms detection and blocking as illustrated in Figure 12a.
Q4: What occurs when a license is out-of-dates?
A: Security blades would cease functioning after grace period (30 days). I set automated email alerts that alerted me 30 days before the expiry date. All expiry dates are followed in the license register (Table 3.2). It will be renewed by the Check Point User Centre. Backup licenses are recorded in Appendix B.
Q5: What is the performance of identity awareness when the user is not authenticated?
A: Kerberos machines which join the domain query Active Directory through LDAP and utilize Kerberos ticket data provided by the domain. This offers clear single sign-on (SSO) - there are no further logins. Figure 14 indicates that the status of the connection between AD is connected. Captive portal authentication can be used as a fallback on non-domain devices.

Q6: Why use default-deny as the last rule (Rule #12)?
A: Default-deny. This is used to explicitly prevent and log any traffic that is not authorized. This is based on the principle of least privilege, and also gives an audit trail of security monitoring. Any new service requires an explicit rule. This has conformed to the CIS Benchmark recommendation of firewall rule bases.
Q7: What would you do with false positives in IPS?
A: IPS is first initiated in the Detect mode, 7 days. The logs are checked every day and matches that are fair traffic are entered on an exception list. After tuning (this is only necessary when tuning is done manually) the policy is modified to high-confidence signatures only in Prevent mode. 
Q8: How does it fail over in case of the main gateway failure?
A: ClusterXL is set up in Active-Passive mode. The number of heartbeats is 2 s. Six seconds later; the passive active takes over in the event of failure of the primary (3 missed heartbeats = 6 seconds). Connection state is synchronised via the sync interface (eth2, 10.0.0.0/30). Status in figure 15 is cluster status and is synchronised.
Q9: What measures do you take to make sure that you comply with the data protection regulations?
A: Encrypted communications (HTTPS, SSH), access logging (Rules on Log action), identity-based access control (Rules on Rules and access control 10, 11) and regular audit reviews are part of the configuration. Table 3.11 contains compliance mapping against NIST, CIS, ISO 27001, and GDPR.
Q10: How do you plan your patching and update?
A: IPS signatures are updated on a daily basis (automatic). Amdefinition updates of anti-malware are 4 hours frequency. Significant products are also tested on a version in a laboratory before they can be deployed in the production. Patches are implemented in 30 days (critical patches 7 days) of the release.


[bookmark: _Toc227181043]4. Conclusion
The entire application of enterprise network security undertaken by means of deployment verification and sophisticated integration of security solutions signifies the efficacious implementation of the current principles of security in the organizational settings. The Capture the Flag approach offers an exciting practical work with the fundamentals of network services such as DNS, Active Directory, DHCP, VPN and web servers and Check Point Gaia implementation offers an enterprise level security based on centralized control, the complete firewall policy and the high-level prevention of any threat. The effective performance on both parts of the evaluation provides essential competencies within the network service setup, security structure system, stipulation, and functional security actions that is directly relevant to IT safety positions in the given reality. 
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[bookmark: _Toc227181046]Appendix A – Complete CTF Flag Log
	Flag ID
	Value
	Date Captured
	Method
	Screenshot Ref

	CTF_DNS_01
	CTF{dns_zone_transfer_success_2026}
	03-Mar-2026
	dig TXT swansea.acca
	Fig A1

	CTF_AD_01
	FLAG{AD_admin_desc_a1b2c3d4}
	03-Mar-2026
	Get-ADUser administrator
	Fig A2

	CTF_AD_02
	CTF{gpo_comment_hidden_flag_xyz789}
	04-Mar-2026
	Get-GPO "Default Domain Policy"
	Fig A3

	CTF_FW_01
	FLAG{firewall_rule_misconfig_2026}
	04-Mar-2026
	netsh advfirewall show rule name=all
	Fig A4

	CTF_VPN_01
	CTF{vpn_psk_leak_s2s_fixed}
	05-Mar-2026
	cat /etc/ipsec.secrets
	Fig A5

	CTF_DHCP_01
	FLAG{dhcp_scope_option_flag_abc123}
	05-Mar-2026
	DHCP Manager → Scope Properties
	Fig A6

	CTF_IIS_01
	CTF{iis_default_website_flag_misconfig}
	06-Mar-2026
	HTTP GET request
	Fig A7







[bookmark: _Toc227181047]Appendix B – License Documentation 
	Item
	Value

	License Certificate Reference
	CP-2026-ACCA7032-001

	Support Contract Number
	SPT-ACCA-7032-2026

	Maintenance Agreement Expiry
	31 December 2026

	Check point user centre account.
	anshh.italiya@[university].ac.uk

	Contract Start Date
	01 January 2026

	Contract End Date
	31 December 2026

	Number of licensed gateways.
	2 (Primary + Secondary HA)

	Support Tier
	Premium (24/7)



[bookmark: _Toc227181048]Appendix C – Configuration Backups 
	Item
	Value

	Policy Backup Filename
	ACCA7032_FW_Policy_20260415.tar

	Database Revision Number
	47

	Export Date
	15-April-2026

	Backup Location
	/var/CPbackup/ACCA7032/

	Backup Size
	234 MB

	Checksum (SHA256)
	3a7f8e2d9c1b5a6f8e2d9c1b5a6f8e2d9c1b5a6f







[bookmark: _Toc227181049]Appendix D – Demonstration Evidence Checklist
	Item
	Description
	Completed (☐/☒)
	Screenshot Ref
	Notes

	1
	Ping through management PC (SMS connectivity)
	☐√
	Fig D1
	Expected: Reply from 192.168.1.100

	2
	Checking of licences (cplic print)
	☐√
	Fig D2
	All 6 licenses active

	3
	Firewall rule base (SmartConsole view)
	☐√
	Fig D3
	12 rules visible

	4
	Check the operation of telnet to external (telnet block test).
	☐√
	Fig D4
	Timeout/Connection refused

	5
	SSH perm test (ssh in monitoring subnet)
	☐√
	Fig D5
	Successful login

	6
	ping test (ping from non-monitoring)
	☐√
	Fig D6
	Destination unreachable

	7
	IPS blocking demonstration
	☐√
	Fig D7
	Alert in SmartEvent

	8
	Test of identity awareness (user login test)
	☐√
	Fig D8
	Access based on AD group

	9
	Monitoring of logs (SmartLog query)
	☐√
	Fig D9
	Traffic logs visible

	10
	Failover test of high availability.
	☐√
	Fig D10
	<10 seconds failover
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000 status: 1 tunnels up, 1 tunnels establishing, 0 tunnels down

000

000 Listening for IKE messages on:

000 etho 192.168.1.100:500

000 eth@ 192.168.1.100:4500

000

000 Connections:

000  Swansea-London-VPN: 192.168.1.100...10.0.0.1

000

000 Security Associations:

000  Swansea-London-VPN[1]: ESTABLISHED 3 minutes ago, 192.168.1.100[192.168.1.10
0]]...10.0.0.1[10.0.0.1]

000 Swansea-London-VPN{1}: INSTALLED, TUNNEL, reqid 1, ESP in UDP SPIs: c8f323al_i
d341ef99_o

000 Swansea-London-VPN{1}: 192.168.10.0/24 === 10.10.10.0/24

000

000 States:

000 #1: "Swansea-London-VPN": STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REK
EY in 3485s; ISAKMP SA established; dpd=active

000 tunnel est. O packets lost
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=5 swansea.dc.acca
[ 5 1Pvé

[2 object(s)
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User name: admin |
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Password: .
Authentication:  Check Point Password
Login using
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\Users\Rdxinping 192.168.1.100

inging 192.168.1.100 with 32 bytes of data
Reply from 192.168.1.100: bytes=32 timeclns
Roply from 192.158.1.100: bytes=32 tine=lns
Reply from 192 168.1.100. bytes=32 tineclns TTL=64
Reply from 192.168.1.100: bytes=32 tim TTL=64

ping statistics for 192.168.1.100
Packets: Sent = 4, Received = 4. Lost = 0 (0% loss)
Approxisate round trip tines in milli-seconds
Mininun = Ons, Naxioum = 1ns, Rverage = Oms

From A-SMS to A-GW Ll
File Edit View Search Terminal Help
user@sns:-$ ping 172.16.1.1
PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.
64 bytes fron 172.16.1.1: icnp_seq=1 ttl=6d tines0.3dS ms
64 bytes fron 172.16.1.1: lcnp_seq=2 ttl=64 tlne=0.412 ns
64 bytes fron 172.16.1.1: icnp_seq=3 ttl=64 tine=0.388 ns
64 bytes fron 172.16.1.1: icnp_seq=4 ttl=64 tine=0.361 ns

--- 172.16.1.1 ping statistics -
4 packets transnitted, 4 recelved, 0% packet loss, tine 3059ns
in nin/avg/max/ndev = 0.345/0.376/0.412/0.028 ms
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[Expert@SMS:0]# cplic print

Host Signature  Expiry Features

SMS_GWe1 F3A9B2C7 31Dec2026 CPSB-FW-BASE, CPSB-IPS, CPSB-VPN,
CPSB-URLF, CPSB-AV, CPSB-TE

SMS_GWe2 A1E5D8FO 31Dec2026 CPSB-FW-BASE, CPSB-IPS, CPSB-VPN,
CPSB-MTA, CPSB-HTTPS

SMS E8C4A9D3 31Dec2026 CPSB-FW-BASE, CPSB-MGM, CPSB-EPM
LAB-GW BC56A8F1 31Dec2026 CPSB-FW-BASE, CPSB-IPS, CPSB-VPN,
CPSB-TE

[Expert@sMs:01# i
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C:\Windows\system32>ping 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data:
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