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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


Report

IPv6 is a layer-3 internet protocol first drafted in 1998 and introduced as an internet standard in 2017 by the internet engineering taskforce (IETF). The standard was developed largely to address the issues with the IPv4 protocol, particularly with the depleting number of addresses available (1). IPv6 resolved this with the use of a 128-bit address (as opposed to 32-bit used in IPv4), introducing approximately 340 undecillion IPv6 addresses. (2) These are not the only features improved on from IPv6, rather there are many innovations introduced which was aided by the requirement that IPv6 be built from scratch (with no backward compatibility with IPv4).	



Structure

An IPv6 IP address looks nothing like a standard IPv4 address. It has eight sections separated by colons, with each section represented by four hexadecimal digits. There are two main components in an IPv6 address: the network, which is used for routing and is represented in the first half (64 bits) of the address, and the Node which is used to recognize the interfaces address (derived from the MAC address). The node can use the remaining 64 bit, or be split into blocks of 48 bits (for global network addressing) and 16 bit (internet subnets). As IPv6 addresses don’t use all of their available bits -  there are often many zeros padding out the string, however this can be abbreviated - as in IPTv6 leading 0’s can be omitted. Further any sections which contain all 0 eg: :0000: can be replaced by a double colon ‘::’(3). IPv6 also provides a more simplified header, by moving a lot of the less important IPv4 information to the end of the header, also despite the address being 4 times longer, the header is only two times bigger than in IPv6.


Address Types

Interfaces can be assigned to multiple address types in IPv6, of which, they can be categorized into three different types: Unicast - single interface (packet is sent to individual interface). Anycast - a set of interfaces (packet will get sent to all interfaces in the set). Multicast – a group of interfaces (packet will get sent to all interfaces in the group) (4). There are a number of new address types introduced in IPv6, moreover, the IPv6 uses a prefix to identify address types, in contrast to the IP addresses in IPv4. For example IPv6 uses the prefix ::/128 for an unspecified address type, this is in contrast to IPv4 which uses the address type 0.0.0.0. Moreover, IPv6 uses the prefix ::1/128 for loopback addresses (when the host talks to itself) whereas the IPv4 equivalent uses the address 127.0.0.1(5). There are also some new address types introduced in IPv6 which do not have an equivalent in IPv4, an example of this can be seen with the introduction of the experimental address type ‘Orchid’  (prefix: 2001:0010::/28.) (6)


Advanced functionalities



IPv6 introduced and improved on a number of features over what is available in IPv4. Some of these features are discussed below: Increased host-to-host connectivity -  this will be facilitated by IPv6 as every computer system will eventually have its own IP, this will effectively remove the requirement to use network address translation (NAT) which is commonly used with IPv4. Auto-configuration - IPv6 supports auto-configuration in both stateless and tasteful configuration settings (7). IPv6 supports enhanced mobility features, which allows a host device to physically travel to different geographical locations while being connected to the same IP (8). IPv6 also uses an extendable header – allowing for more information to be included in the options segment up to the size of packet. This is a significant increase over the 40-bytes allowed under IPv6.



Security


IPv6 uses IPSec, which unlike with IPv4, is mandatory. The Security Association (SA) is fundamental to IPSec. The SA describes how two entities will use parameters such as the Security Parameters Index field, destination address and security protocol in order to communicate securely.

[bookmark: _GoBack] IPSec protocols provide for authentication through the extension Authentication (AH) header, increasing the data security. If a packet is received by an endpoint, the authentication protocols ensure that the IP address was from the specific source address. The Sequence Number field prevents replay attacks by increasing by 1 when data is sent or received every time and discarding duplicate packets, a feature not present in IPv4. The Integrity Check Value (ICV) in the Authentication Data field of the AH is calculated from the algorithm and specified key in the SA. 

IPv6 Protocols also allow for confidentiality through the extension header Encapsulating Security Payload (ESP). The packets cannot be intercepted and read for content by even the receiver whilst in transit. Like the AH, ESP also contains a Sequence Number field to prevent replay attacks and an ICV in the Authentication Data field.

IPv6 contains large addressing space to prevent port scanning. As the addressing space is 64bit rather than 8bit (as in IPv4), it would require scanning an enormous number of hosts, which is unfeasible.







1. https://ipv6.org.nz/
2. https://help.uis.cam.ac.uk/service/network-services/ip/ipv6-at-cambridge
3. https://docs.oracle.com/cd/E19253-01/816-4554/ipv6-overview-24/index.html
4. https://docs.oracle.com/cd/E19455-01/806-0916/6ja8539be/index.html
5. https://www.ripe.net/participate/member-support/lir-basics/ipv6_reference_card.pdf
6. https://tools.ietf.org/html/rfc4843
7. https://docs.oracle.com/cd/E19683-01/817-0573/chapter1-42/index.html
8. https://docs.oracle.com/cd/E19683-01/817-0573/chapter1-44/index.html



Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1m
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.0.0
	255.255.248.0	
	172.16.0.1
	172.16.7.254
	172.16.7.255

	D
	172.16.8.0
	255.255.254.0	
	172.16.8.1
	172.16.9.254
	172.16.9.255

	F
	172.16.10.0	
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	E
	172.16.11.0	
	255.255.255.192	
	172.16.11.1
	172.16.11.62
	172.16.11.63

	A
	172.16.11.64	
	255.255.255.224	
	172.16.11.65
	172.16.11.94
	172.16.11.95

	C
	172.16.11.96
	255.255.255.248	
	172.16.11.97
	172.16.11.102
	172.16.11.103
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