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[bookmark: PointTmp]Abstract – Making sure your website is secure is very important in order to simply keep a trusted relationship with existing and potential clients and customers. This is why businesses should ensure that Vulnerability Assessments (VA) are done in order to seek out vulnerabilities and fix them before it is exploited by an attacker. “Security Holes” [1] are on the rise, with frequent updates needing to be done, sometimes businesses cannot keep up to date. In this report, expected to find are various tools supplied by the Kali Linux package, used to find these vulnerabilities for a business’s website called Tevelcyber. In order to maintain safety, this report discusses many of these different tests that can be used in order to find vulnerabilities before attackers exploit them for probable damage. 	Comment by Carlene Campbell: 
Do not reference in abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
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[bookmark: _Toc536104615]Introduction
After being appointed a role as trainee security consultant by a company called Tevelcyber, the task is to conduct a range of tests using many tools supplied in order to seek vulnerabilities at https://tevelcyber.com. There initiative has been. “Since its inception, the company has developed strong competencies in the verticals Knowledge Management, Information Technology and Consulting, specializing in Cyber Security.” [2] 

Before the tests could be started, Tevelcyber stated that there are rules and guidelines to follow in order to keep the tests safe. Originally the task was to penetrate test the website to its fullest, and exploit it. However, it seems the rules were changed in order stay ethical. This meant that the only tools that could be used without breaking the rules were analysis tools that could supply basic information and vulnerabilities. Despite the use of some basic analysis tools, caution still needed to be taken due to some these analysis tools can in fact penetrate through brute force to retrieve relevant information.

Through this report, it can be seen the various steps that take place in order to do the necessary recon for Tevelcyber, these basic tests can be applied to any website in order to search for vulnerabilities, which can then be reported and then fixed before further possibilities, such as attacks could be conducted by a third party. Once the vulnerabilities are reviewed, this report aims to produce possible scenarios and outcomes that could further strive the business to fix any issues. Furthermore, ample research on potential solutions to fix these vulnerabilities will be discussed. 

The importance of doing a Vulnerability Assessment, slightly differing from a pentest is rather vital. Opposed to a vulnerability assessment a pentest aims to not only test for these flaws, but also exploit them in order to gain, or potentially breach and gain access to internal systems. Whereas the task here is to test without exploiting for which could break the rules/guidelines. Doing these tests are vital because it “involves simulating real attacks to assess the risk associated with potential security breaches.” [3]	Comment by Carlene Campbell: 
The key guideline was not to change, modify or remove content if you gain access to the internal network.  You were not prevented to gain access.

There are two methods that can aid in fixing vulnerabilities, the fundamental solution or the mitigation measure. Either or, both being methods vulnerability assessors can use to fix flaws, however unlike the fundamental solution, mitigation measures “are different from fundamental solutions because they do not eliminate the cause of vulnerability,” [4] rather than simply reduce the chance of being attacked. The ideal method would be to implement a fundamental solution from the beginning, because this then means the assessor is eliminating the cause of the vulnerability. In relation to this scenario the type of method used with Tevelcyber would be a Mitigation Measure because of the rules and guidelines, this would make removing the vulnerabilities purpose difficult without being able to further exploit the vulnerability.
[bookmark: _Toc536104616]Framework
Firstly, before being able to implement any tools, a framework must be chosen in order to complete the tests that will help to protect the future of Tevelcyber. A framework in this respect, is simply the operating system used, this being Kali Linux OP (Operating System) on a VM (Virtual Machine) called Oracle VirtualBox as seen in Fig 1.
	
Oracle Box is a form of Hypervisor, also known as a Virtual Machine Monitor (VMM). “Hypervisor enables communication between hardware and a virtual machine so that the virtualization accomplishes with this abstraction layer (hypervisor).” [5] There are two types of hypervisor, type 1 and type 2, both differing from one another.

Type 1 Hypervisor, also known as a native or bare metal hypervisor because it is carried out on the host systems hardware. Whereas like Oracle Box, type 2 hypervisors allow the host to manipulate the VM with a guest OP built in to the system as a whole. These could be, Kali Linux, VMware or KVM another form of Linux OP. [6] [7]

[image: ]
Figure 1. Using Oracle Box VM.

	As it can be seen in fig 1, a Kali Linux Machine is setup on Oracle Box. Once powered up, this version of Linux has a large array of tools are its disposal as discussed in the next section of this report. Kali is not just a collection of security tools, pre-installed on the OP in order to assess vulnerabilities, this OP can be used for more advance techniques including exploitation of the vulnerabilities found within it. [8]
[bookmark: _Toc536104617]Tools Used
Kali Linux offers a range of different tools that could be used in various different methods. A lot of these tools do the same thing, however with slight differences of how in depth the scans are. In this report, the only type of tools used as seen in figures 2, 3 and 4 are information gathering, vulnerability analysis and web application analysis tools.

[image: ]
Figure 2. Showing the list of tools under Information Gathering. The tools used in this list are Nmap and Zenmap.

[image: ]
Figure 3. Showing the list of tools under Vulnerability Analysis. The tools used in this list are Nmap and Sparta.


[image: ]
Figure 3. Showing the list of tools under Web Application Analysis. The only tool used in this list is WPscan.

As previously mentioned, there are a lot more tools that could be used out of the range of different tools listed above. However due to the rules and guidelines it was made clear that these tools could not be used, as such the Password Attacks to Forensic tools would result in the website being attacked, for example certain tools in the passwords attacks section could cause the website to be DoS’d (Denial of Service) resulting in loss of service due to the number of requests sent to the webserver. DoS attacks are the result of sending extra unnecessary packets, which prevents legitimate network users from being able to use services and resources used by the business. [9] Opposed to DDoS (Distributed Denial of Service) where the only difference is that an attacker would do this using more than one computer in order to DoS the website.
[bookmark: _Toc536104618]Vulnerabilities / Testing
In order to start the attacks, the process of DNS (Domain Name System) had to be reversed. By converting the domain name of the website back into an IP address. This can simply be done as seen in figure 4. DNS is essentially defined as the phone book of the internet, “It stores all the IP addresses (phone numbers) and domain names (people, places, and businesses).” [10]

[image: ]
Figure 4. Pinging www.tevelcyber.com in order to find out with the simplest method, the IP address. Displaying an IP address of 192.185.39.52, this IP address can now be used along aside the tools in Kali Linux.
[bookmark: _Toc536104619]Nmap
Nmap also known as Network Mapper, is a useful tool for scanning an IP address as part of ethical hacking in Kali Linux. [11] As seen in figure 5, many ports are displayed. However, none that should be a cause of concern as a lot of these ports need to stay open in order for the website to be used. For example, port 443 and 80 are both open for HTTPS and HTTP. 
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Figure 5. Using the command nmap -v -A -sV 192.185.39.52 in order to scan the network for open ports. In order to understand the command, it must be broken down, (Please see Appendix to compare terms on Nmap). For instance. -v stands for increase verbosity level / -A stands for enable OS detection, version detecting, script scanning and traceroute / -sV then pushes the terminal to show the open ports with “service version detection” [11] info. 
[bookmark: _Toc536104620]Zenmap
As it can be seen in figure 6, there is not much difference from the results between the Nmap scan and this Zenmap scan. However, despite Zenmap only being a GUI (Graphical User Interface) version of Nmap, it has displayed some cause for concern. This concern being that it is displaying an open SSH (Secure Shell) port, this being port 22. In theory, unless the port for SSH has being used, there is no reason port 22 should be open. SSH “is a protocol that provides authentication, encryption and data integrity to secure network communications.” [12]

	This theory could be that this port at the time of the scan was being used by an employee accessing remotely to the webserver, which enabled the port to appear open during the scan. According to a white paper by GoToMyPC. Further more than just being able to secure network communications, “Secure Shell (SSH) supports authenticated and encrypted remote log-in access by the NOC staff.” [13] (Network Operations Center). Which would explain and back up this theory, and that is why it appeared “filtered” rather than fully open.
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Figure 6. Showing open ports while scanning the Tevelcyber website for open ports.
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WPscan, also known as a WordPress scanner, is a scan that can be implemented within Kali Linux in order to find the state of the template system that WordPress provides for users, that look to build a dynamic website. WordPress is an open source CMS (Content Management System) based on MySQL, that also includes plugin architecture. [14]
WPscan Online Scan
[image: ]
Figure 7. Showing the statement by WordPress that Tevelcyber is vulnerably to an attack. See figure 8. 
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Figure 8. The reason why WordPress have stated that Tevelcyber is indeed vulnerable is due to the fact that there is an out of date plugin. This plugin, created by Yoast [15], is a very out of date plugin. Since this plugin there have been many enchantments, bug fixes and security fixes as seen on GitHub [16]. 

WordPress suggest updating this plugin due to a security update including Authenticated Race Condition, which means it could lead to command execution through the users on site with manager roles. It is believed that no matter how small, if a website has a security hole, it becomes a target to bots crawling the internet for the latest out of date plugin to exploit.
Kali Linux Scan
Opposed to the online version, a second test was done to seek more evidence that the online version of the scan was accurate enough. As seen in figure 10, the image shows clearly that the online version of WPscan is an accurate scan compared to figure 8. 
[image: ]
Figure 9. Showing the command used to start the scan. In order to understand it, it must be broken down. (Please see Appendix to compare terms on WPscan). For instance, -e stands for enumeration, by then typing in -ap this then lists all the plugins that are vulnerable. –ignore-main-redirect had to be used because it stops the program from re-directing and scans the selected target. –wp-content dir is selecting the WordPress content directory, and /wp-login is the WordPress login page.
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Figure 10. Showing the vulnerability that the WPscan identified, Yoast SEO v7.8 rather than v9.2. 
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Sparta is another tool in the Kali Linux application inventory, which is a python GUI application which penetrate tests by aiding the tester in the enumeration and scanning phase. With the use of a GUI like Zenmap, it allows the user to have the point and click access, rather than having to research a long list of possibly commands compared to WPscan and Nmap. [17]

[image: ]
Figure 11. A screenshot taken from Kali Linux while using Sparta, displaying the open ports. Sparta using multiple applications within its self, for example it uses Nmap and Nikto. Nikto is a WSS (Web Server Scanner) that tests servers for dangerous CGI’s (Common Gateway Interfaces) along with outdated server software and many other issues. Sadly, a screenshot of Nikto’s results was not procured because the application kept crashing at certain points of the Sparta scan, results were not displayed in full until Nmap would finish as seen above in figure 11. 
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SQL Injection is a method of exploitation, a tool using to exploit web applications that use data in SQL queries.  [18] “SQL is Structured Query Language” [19], meaning there is a large number of systems connected online that are very vulnerable to this type of attack. 
[image: ]
Figure 12. Showing the first step of the SQL Injection online at Pentest-tools.com. [20]  
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Figure 13. Showing the results after the website finished its scan of Tevelcyber.com. It can be seen by the screenshot, there a lot of the links displayed in the summary of the SQL Injection scan. These query links use GET scripting for the query String. [21] The query string is part of the URL (uniform resource locator), which confers with a web application database, they are needed due to HTTP being a stateless protocol.
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This is a scan that was taken online by a company called CX Security. The type of scan is a WordPress scan that has showed more vulnerabilities than the previous WordPress scans. In this scan, see figure 14. It can be seen there is an XSS (cross-site scripting) vulnerability. This vulnerability would allow attackers to “inject client-side script into Web pages viewed by other users.” [22]
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Figure 14. Online vulnerability scan at CX Security results, showing an XSS vulnerability. [23]
[bookmark: _Toc536104625]Outcomes / Solutions 
[bookmark: _Toc536104626]Possible Outcomes if Attacked
There are many possible outcomes that could come literal if attacked, some rather extreme and some barely noticeable. In example to an SQL Injection attack, if this was taken further the outcome of this pentest could relate to some serious scenarios. For instance, an injection attack is designed to gain access to all the information it can gather from a user in the webservers database, without needing to know users’ names or passwords. This furthermore, could result in an attacker gaining unauthorized access, which the attacker could then deface the website, steal or delete confidential data.	Comment by Carlene Campbell: 
Instead of spending time say what could have, it would be more productive if you critically analyses what you have done and draw your inferences.

Ultimately, worst case scenario of this attack could be amount of downtime an attack could cause for Tevelcyber. If Tevelcyber.com was to go down, it could stunt growth, productivity or even as simple as the social presence on the internet. Without an online presence, businesses can quickly disappear due to the amount of competitive businesses on the rise. 

As seen in figure 14. It was identified that there was an XSS vulnerability. The outcome if this was attacked could be potentially serious, as it ranges from session hijacking to data leakage. 
[bookmark: _Toc536104627]Solutions to Fix the Vulnerabilities
There are simple solutions to these vulnerabilities found throughout the scans in this report. For example:

· WordPress (Plugin Out of Date) – Essentially any plugin can be simply fixed by downloading the latest plugin, in the case of this vulnerability. The patch in order to update the plugin WordPress picked up is a Yoast SEO v9.2 plugin upgrade rather than the v7.8. 

· SQL Injection – According to eSecurity Planet [24] there are many fixes to these vulnerabilities in the queries. For example, it is recommended by eSecurity Planet to switch from dynamic SQL. Other recommendations could also be considered, like considering installing a software based WAF (web application firewall) to help filter out malicious data.

· XSS – Fixing this can be rather complex, by implementing PHP (Hypertext Preprocessor) this would result in the cleanup of the HTML tags, which then makes it impossible to inject the code. Fixing the vulnerability. [25]

[bookmark: _Toc536104628]Conclusion
Throughout the task of finding vulnerabilities for Tevelcyber, it can be concluded that there are vulnerable parts of Tevelcyber’s website. Clearly seen in the previous tests, they are not major cause for concerns that could result in a high chance of being attacked. However, despite this low chance if an attacker decided to do one of these vulnerability tests and exploit the security holes further. Tevelcyber could be looking at a few issues, including session hijacking and data leakage from an XSS vulnerability. It can be concluded, to avoid or fix most of the vulnerabilities found in this exercise, it can be done quite simply through the installation of updates and software such as WAF. 

With many resources at the disposal, any company should be able to use these simple methods in order to find vulnerabilities on a network. It is recommended if this was done again. To go further and attempt to exploit the vulnerability in order to capture how the vulnerability could affect the business further, in order to expose it fully before an attacker does. “One way to secure IT assets, maintain an awareness of the vulnerabilities in an environment and respond quickly to mitigate potential threats is through regular vulnerability assessment (VA)” [26]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Quite a number of websites.  More engagement with a wider research informed literature sources would be good. (Grade mark: 50.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]It was more of stating what the tools are rather than explain them in a more meaningul way. You need to demonstrate more your growing mastery of the concepts, principles, current challenges, innovation and insights associated with the given area.  (Grade mark: 55.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]5.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]The written report is more about moaning what could have done with the limitations given.  It would be a much better report if you had critically analyses what you have done. (Grade mark: 57.14%)
	[bookmark: totalANA]35
	[bookmark: markANA]20

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Results of the actual test was provided but require detailed discussions as mention above. Nature of how it was done, application used and protocol involved was highlighted.    (Grade mark: 57.14%)
	[bookmark: totalPAD]35
	[bookmark: markPAD]20

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate in a suitable format with room for improvement.  The report require formatting especially justify alignment.   A very disappointed report. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]55.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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Users\s146741>ping www. tevelcyber, cin
Ping request could not find host www.tevelcyber,cin. Please check the name and try again.

:\Users\s146741>ping waw. tevelcyber .com

Pinging tevelcyber.com [192.185.39.52] with 32 bytes of data:
Reply from 192.185.39.52: bytes=32 time=123ms
Reply from 192.185.39.52: bytes=32 time=123ms
Reply from 192.185.39.52: bytes=32 time=123ms
Reply from 192.185.30.52: bytes=32 time=123ms

Ping statistics for 192.185.39.52:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 123ms, Maximum = 123ms, Average = 123ms

C:\Users\s146741>
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root@kali:~# nmap -v -A -sV 192.185.39.52

Starting Nmap 7.70 ( https://nmap.org ) at 2018-12-12 17:29 UTC

NSE: Loaded 148 scripts for scanning

NSE: Script Pre-scanning

Initiating NSE at 17:29

Completed NSE at 17:29, 0.00s elapsed

Initiating NSE at 17:29

Completed NSE at 17:29, 0.00s elapsed

Initiating Ping Scan at 17:29

Scanning 192.185.39.52 [4 ports]

Completed Ping Scan at 17:29, ©.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 17:29

Completed Parallel DNS resolution of 1 host. at 17:29, 6.50s elapsed
Initiating SYN Stealth Scan at 17:29

Scanning ns8202.hostgator.com (192.185.39.52) [1000 ports]

Discovered open port 25/tcp on 192.185.39.52

Discovered open port 116/tcp on 192.185.39.52

Discovered open port 80/tcp on 192.185.39.52

Discovered open port 21/tcp on 192.185.39.52

Discovered open port 8080/tcp on 192.185.39.52

Discovered open port 993/tcp on 192.185.39.52

Discovered open port 587/tcp on 192.185.39.52

Discovered open port 995/tcp on 192.185.39.52

Discovered open port 53/tcp on 192.185.39.52

Discovered open port 143/tcp on 192.185.39.52

Discovered open port 3366/tcp on 192.185.39.52

Discovered open port 443/tcp on 192.185.39.52

Discovered open port 8010/tcp on 192.185.39.52

Discovered open port 8008/tcp on 192.185.39.52

Discovered open port 26/tcp on 192.185.39.52

Discovered open port 5060/tcp on 192.185.39.52

Discovered open port 8443/tcp on 192.185.39.52

Discovered open port 2000/tcp on 192.185.39.52

Discovered open port 465/tcp on 192.185.39.52

Discovered open port 2222/tcp on 192.185.39.52

Completed SYN Stealth Scan at 17:30, 33.77s elapsed (1000 total ports)
Initiating Service scan at 17:30

Scanning 20 services on ns8202.hostgator.com (192.185.39.52)
Completed Service scan at 17:32, 151.11s elapsed (20 services on 1 host
Initiating 0S5 detection (try #1) against ns8262.hostgator.com (192.185.39.52
Retrying 0S detection (try #2) against ns8202.hostgator.com (192.185.39.52)
Initiating Traceroute at 17:33

Completed Traceroute at 17:33, 0.02s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 17:33

Completed Parallel DNS resolution of 2 hosts. at 17:33, 6.51s elapsed
NSE: Script scanning 192.185.39.52.

Initiating NSE at 17:33

Completed NSE at 17:33, 46.62s elapsed

Initiating NSE at 17:33
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Zenmap o0
Scan Tools Profile Help

Target: [19218539.52 | v | profle: [intense scan [ v ] [scan] [Cancel

Command: [nmap -T4 -A -v192.185.39.52

[THosts || services |  Nmap Output | Ports / Hosts | Topology  Host Details | Scans
Port Protocol State  Service  Version

A open  fip Pure-FTPd

2 filtered ssh

PERY open smtp  Eximsmtpd4.91

Host

% tp open smtp  Eximsmtpd4.91
53 top open  domain  ISCBIND 9.8.2rcl (RedHat Enterprise Linux 6)
80 tep open  http ngine1.14.1

tep open  pop3 Dovecot pop3d

tep open imap  Dovecotimapd

tep open  http ngine1.14.1

tep open smtp  Eximsmtpd4.91

tep open smtp  Eximsmtpd4.91

tep open imap  Dovecotimapd

tep open  pop3 Dovecot pop3d

tep filtered - h323q931

tep open  cisco-sccp

tep open  ssh OpenSSH 5.3 (protocol 2.0)

tep open mysgl  MySQLS5.6.41-84.1

tep open sip

tep open  http

tep open  http-proxy FortiGate Web Filtering Service

tep open  http ngine1.14.1

0000000000000 00000008Q(0

tep open  http ngine1.14.1

Filter Hosts
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v

WORDPRESS VULNERABILITY REPORT

YYour WordPress website is vulnerable to attack
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HOME  FEATURES  SPECIFICATIONS  BENEFITS  PLANS SIGNUP

PLUGINS & THEMES

We have identified several plugins and themes in your WordPress
installation. Always keep them up to date.

INFORMATION LEAKAGE

While leaking information is not a direct threat to security, it can facilitate
an attacker to gain access to your systems. Therefore, it is recommended to
review the following leaked info to see if it contains sensitive data.
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root@kali:~# wpscan --url http://tevelcyber.com/ -e ap --ignore-main-redirect --force --wp-content-dir /
wp-login

A\ 77 _
N
\\/ N/
N A 7
72/

wWordPress Security Scanner by the WPScan Team
Vversion 3.3.1
Sponsored by Sucuri - https://sucuri.net
@ WpScan_, @ethicalhack3r, @erwan_lr, @ FireFart_

[+] URL: http://tevelcyber.com/
[+] Effective URL: https://tevelcyber.com/
[+] started: Mon Jan 21 12:13:33 2019

Interesting Finding(s):

[+] https://tevelcyber.con/
| Interesting Entries:

| - Server: nginx/1.14.1

| - X-Acc-Exp: ©

| - X-Proxy-Cache: BYPASS tevelcyber.com
| Found By: Headers (Passive Detection)

| confidence: 100%

[+] http://tevelcyber.com/robots. txt
| Interesting Entries:

| - /wp-admin/

| - /wp-admin/admin-ajax.php

| Found By: Robots Txt (Aggressive Detection)
| confidence: 100%

[+] https://tevelcyber.com/xmlrpc.php

| Found By: Link Tag (Passive Detection)

| Confidence: 100%

| Confirmed By: Direct Access (Aggressive Detection), 100% confidence

| References:

| - http://codex.wordpress.org/XML-RPC_Pingback APT

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos
|
|

- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress _xmlrpc_login
- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access




image11.png
+] http://tevelcyber.com/readme. html
| Found By: Direct Access (Aggressive Detection)
| confidence: 100%

+] WordPress version 4.9.9 identified.

| Detected By: Rss Generator (Passive Detection)

| - https://tevelcyber.com/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

- https://tevelcyber.con/comments/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

[i] The main theme could not be detected

+] Enumerating ALl Plugins
+] Checking Plugin Versions

(1] Plugin(s) Identified:

+] wordpress-seo
Location: http://tevelcyber.com/wp-login/plugins/wordpress-seo/
Last Updated: 2019-01-08T09:18:00.000Z
[!] The version is out of date, the latest version is 9.4

Detected By: Comment (Passive Detection)
0 1 vulnerability identified

|
|
|
|
|
|
|
|
| ' Title: Yoast SEO <= 9.1 - Authenticated Race Condition
| Fixed in: 9.2

| Reference:
| - https://wpvulndb.com/vulnerabilities/9150

| - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-19370

| - https://plugins.trac.wordpress.org/changeset/1977260/wordpress-seo
|

|

|

1

|

|

|

|

- https://www.youtube. com/watch?v=nL141dcDGCY
/packetstormsecurity.com/files/150497/
//github.com/Yoast/wordpress-seo/pull/11502/commits/3bfa70al43f5ea3ee1934f3a1703bb5caf13

offa

Version: 7.8 (60% confidence)
Detected By: Comment (Passive Detection)
- https://tevelcyber.com/, Match: 'optimized with the Yoast SEO plugin v7.8 -

Finished: Mon Jan 21 1:
Requests Done: 27

+] Memory used: 58.914 MB
+] Elapsed time: 00:00:50

+ 3 2019
%

[
[
[
[
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File Help

Scan | Brute |

SPARTA 1.0.3 (BETA) - untitled - /root/

screenshot (808

NI nikto (8080)/tcp)
BTN ftp-default (21/tcp)
OITTE— map (stage 4)
BN mysql-default (3306/tcp)
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21Jan 2019 12:49:57
21Jan 2019 12:59:19
21Jan 2019 12:50:16

21Jan 2019 12:49:45
21 Jan 2019 12:49:46

Finished
Finished
Finished
Running
Finished
Finished

Hosts | Services | Tools | Services [ Scripts Information Notes | nikto (80/tcp) 09 nikto (443/tcp) B screenshot (80/tcp) 09 smtp-enum-vify (25/tcp) & mysql-default (3306tcp) = ftp-default (21/tcp) 09 nikto (8080/tcp) B screenshot (8080/tcp) 09

05 Host Port Protocol State Name Version
o 2 tep open ftp Pure-FTPd
® 25 tep open smtp Exim smtpd 4.91
® 80 tep open http nginx114.1
® 110 tep open pop3 Dovecot pop3d
® 443 open http nginx114.1
® 3306 top open mysql MySQL5.6.41-84.1

- @ 8080 tp open http nginx1.14.1
Log
Progress Tool Host. Start time End time Status. -

Activate Win

35 Seffings o activar
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CHSECURITY Home Bugtrag~ CVEMAP ~ Search~ RSS~ More ~ Submit

Exploit Title: WordPress WebARX Website Firewall - Stored XSS and firewall bypass.

Type: WordPress Plugin

Date: 2018-09-27

Exploit Author: ed@x21son

Vendor Homepage: https://www.webarxsecurity.com

Software Link: http://update.webarxsecurity.com/wp-update-server/?action=download&slug=webarx
Version: 1.3.0

Category: WebApps, WordPress

* # ¥ ¥ # o o R

Tested on: WordPress 4.9.8

[Vulnerabilities]

#1: Unauthenticated stored XSS:

curl -I -H 'X-Forwarded-For: <script>alert("U-H4V3-B33N-PWN3D")</script>’' 'http://localhost/?xss=<script>alert(/pwn3d/)</script>"’

Go to Wordpress dashboard and view WebARX logs: pwnd!

#2: Firewall bypass:

U can bypass all firewall security and rules if u add "cc=1" to the Post or Get payload.

Blocked by firewall:
curl 'http://localhost/?xss=<script>alert(/pwn3d/)</script>"

Not blocked by firewall:
curl 'http://localhost/?xss=<script>alert(/pwn3d/)</script>&cc=1"
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-f; --mtu <val>: fragment packets (optionally w/given MTU
-D <decoyl,decoy2[,ME], ...>: Cloak a scan with decoys
-5 <IP Address>: Spoof source address
-e <iface>: Use specified interface
-g/--source-port <portnum>: Use given port number
--proxies <urll,[url2],...>: Relay connections through HTTP/SOCKS4 proxies
--data <hex string>: Append a custom payload to sent packets
--data-string <string>: Append a custom ASCII string to sent packets
--data-length <num>: Append random data to sent packets
--ip-options <options>: Send packets with specified ip options
--ttl <val>: Set IP time-to-live field
--spoof-mac <mac address/prefix/vendor name>: Spoof your MAC address
--badsum: Send packets with a bogus TCP/UDP/SCTP checksum

OUTPUT:
-0N/-0X/-05/-0G <file>: Output scan in normal, XML, s|<rIpt kIddi3,

and Grepable format, respectively, to the given filename

-0A <basename>: Output in the three major formats at once
-v: Increase verbosity level (use -vv or more for greater effect)
-d: Increase debugging level (use -dd or more for greater effect)
--reason: Display the reason a port is in a particular state
--open: Only show open (or possibly open) ports
--packet-trace: Show all packets sent and received
--iflist: Print host interfaces and routes (for debugging)
- -mppend-output: Append Lo rather than clubber s M
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--resume <filename>: Resume an aborted scan
--stylesheet <path/URL>: XSL stylesheet to transform XML output to HTML
--webxml: Reference stylesheet from Nmap.Org for more portable XML
--no-stylesheet: Prevent associating of XSL stylesheet w/XHL output

MISC:
-6: Enable IPV6 scanning
-A: Enable 05 detection, version detection, script scanning, and traceroute
--datadir <dirname>: Specify custom Nmap data file location
--send-eth/--send-ip: Send using raw ethernet frames or IP packets
--privileged: Assume that the user is fully privileged
--unprivileged: Assume the user lacks raw socket privileges
-V: Print version number
-h: Print this help summary page

EXAMPLES :
nmap -v -A scanme.nmap.org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn -p 80

SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES
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--scanTlags <tlags>: Customize ICP scan Tlags
-sI <zombie host[:probeport]>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -pl-65535; -p U:53,111,137,T:21-25,80,139,8080,5:9
--exclude-ports <port ranges>: Exclude the specified ports from scanning
Fast mode - Scan fewer ports than the default scan
Scan ports consecutively - don't randomize
--top-ports <number>: Scan <number> most common ports
--port-ratio <ratio>: Scan ports more common than <ratio>
SERVICE/VERSION DETECTION:
-sV: Probe open ports to determine service/version info
--version-intensity <level>: Set from © (light) to 9 (try all probes)
--version-light: Limit to most likely probes (intensity 2)
--version-all: Try every single probe (intensity 9
--version-trace: Show detailed version scan activity (for debugging
SCRIPT SCAN:
-sC: equivalent to --script=default
--script=<Lua scripts>: <Lua scripts> is a comma separated list of
directories, script-files or script-categories
--script-args=<nl=vl, [n2=v2,...]>: provide arguments to scripts





image19.png
enumerate [OPTS] Enumeration Process
Available Choices:
vp  Vulnerable plugins
ap Al plugins
P Plugins
vt  Vulnerable themes
at ALl themes
t Themes
Tt Timthumbs
cb  Config backups
dbe Db exports
u User IDs range. e.g: ul-5
Range separator to use: '-'
Value if no argument supplied: 1-10
m Media IDs range. e.g ml-15
Range separator to use: '-'
value if no argument supplied
Separator to use between the values:
Default: ALl Plugins, Config Backups
value if no argument supplied: vp,vt,tt,cb,dbe,u,m
Incompatible choices (only one of each group/s can be used)
- vp, ap, p
- vt, at, t





