Steven Moore
Networks and Cybersecurity Essentials (ACCA4024) Lab3
using windows calculator:
1.Show which numbers are still active in different calculator modes:
	Decimal Mode
	DEC
	0, 1, 2, 3, 4, 5, 6, 7

	Binary
	BIN
	0 and 1

	Hexadecimal
	HEX
	0 to 9 and A to F

	Octal
	OCT
	0 to 7



2. Why are some numbers greyed out?
They are not allowed to be used in other modes.

3. What happens when you enter 86 into Decimal mode?
[image: ]
It converts it into all the other modes.

4. What is the binary equivalent of 150?
150 = 1001 0110

5. Convert 1000 1010 into decimal.
1000 1010 = 138.

6. Convert these decimals to binary numbers:
	Decimal
	Binary

	52
	11 0100

	78
	100 1110

	129
	1000 0001

	242
	1111 0010



7. Convert these binary numbers to decimals:
	Binary
	Decimal

	1100 0010
	192

	0011 1111
	62

	1011 0011
	179

	1011 1001
	185




8. Convert the host IP addresses:
	Binary
	Decimal

	11000000.10101000.00000001 .00001010
	192.168.1.10

	11000000.10101000.00000001 .00001011
	192.168.1.11



9. Convert subnet masks:
	Notation
	Network
	Host
	Binary

	/24
	24
	8
	11111111.11111111.11111111.00000000 255.255.255.0




	Decimal
	Binary

	0
	0000 0000

	129
	1000 0001

	192
	1100 0000

	224
	1110 0000

	240
	1111 0000

	248
	1111 1000

	252
	1111 1100

	254
	1111 1110

	255
	1111 1111



	Binary
	Decimal

	11111111
	255

	11111111
	255

	11111111
	255

	00000000
	0














Using scientific calculator to calculate number of hosts:
Manipulate powers of 2 to determine the number of hosts on a network Binary numbers use two digits, 0 and 1. When you calculate how many hosts can be on a subnetwork, you use powers of two because binary is being used. As an example, we have a subnet mask that leaves six bits in the host portion of the IP address. In this case, the number of hosts on that network is 2 to the 6th power minus 2 (because you need a number to represent the network and a number that can be used to reach all the hosts—the broadcast address). The number 2 is always used because we are working in binary. The number 6 is the number of bits that are used for the host bits. Change the calculator view to scientific mode. Input the number 2. Select the xy key on the calculator, the key which raises a number to a power. Input the number 6. To compete the operation, click on the = key, press Enter on the keyboard, or press the = key on the keyboard. The number 64 appears in the output. To subtract two, click on the minus (-) key and then the 2 key followed by the = key. The number 62 appears in the output. This means 62 hosts could be utilized. Using the previously described process, determine the number of hosts if the following number of bits are used for host bits.

	No of bits used for host
	Number of hosts

	3
	6

	8
	254

	12
	4,094

	17
	131,070



Use the above techniques and covert the below values to a readable IP address and Subnet mask
	PC-A
NIC
	IP address
	Subnet 

	
	11000000.10101000.00000001 .00001010
	/24

	
	192.168.1.10
	255.255.255.0

	PC-B
NIC
	11000000.10101000.00000001 .00001011
	/24

	
	192.168.1.11
	255.255.255.0



[image: ][image: ]Use the above to configure IP addresses and subnet masks in packet tracer and use the Ping command.









	
Task 2: Configure Wireless Router to the network with DHCP, basic security
and remote access.
Add a laptop and a wireless router to your existing topology (For this lab, we are using WRT300 N Wireless Router) 

Adding and configuring wireless router:
[image: ]
[image: ]
Adding and configuring laptop:
[image: ]

What is the IP address, subnet mask and default gateway?
[image: ]
Ping from laptop to wireless router:
[image: ]

Convert PC-B to a wireless connection.
[image: ]
Task 3: Observe the conversion of URL to an IP Address.
Domain Name System (DNS) is invoked when you type a Uniform Resource Locator (URL), such as http://www.cisco.com, into a web browser. The first part of the URL describes which protocol is being used. Common protocols are HTTP (Hypertext Transfer Protocol), HTTPS (Hypertext Transfer Protocol over Secure Socket Layer), and FTP (File Transfer Protocol). DNS uses the second part of the URL, which in this example is www.cisco.com. DNS translates the domain name (like www.cisco.com) to an IP address to allow the source host to reach the destination host. 
Use your PC/Laptop with Internet Connection for this task Right-click Start and select Command Prompt. 
At the command prompt, type ping google.com and press enter. 
The computer needs to translate google.com into an IP address so it knows where to send the Internet Control Message Protocol (ICMP) packets.
 Ping is a type of ICMP packet. The first line of the output shows google.com converted to an IP address by DNS. You should be able to see the effect of DNS even if your school has a firewall that prevents pinging, or if google has prevented people from pinging their web server. Then, type ping cisco.com and press enter. The computer needs to translate cisco.com into an IP address so it knows where to send the Internet Control Message Protocol (ICMP) packets. Ping is a type of ICMP packet. The first line of the output shows cisco.com converted to an IP address by DNS. You should be able to see the effect of DNS even if your school has a firewall that prevents pinging, or if Cisco has prevented people from pinging their web server

Which IP address is shown on your screen?
[image: ]
[image: ]
At the command prompt, type the nslookup command and press enter. What is your default server listed as?
[image: ]
Type google.com at the nslookup prompt.

What is the translated IP address? 
216.58.213.110

Is it IPv4 or 6?
It gave both IPv4 and 6

Is it the same address shown in the ping command?
Yes. Same IPv6 address.

Why is a DNS useful?
A DNS is useful as it allows us to use names such as google.com and cisco.com to automatically convert those domain names into IP addresses.
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Ping statistics for 152.168.0.1:
Packets: Sent = 4, Received Tost = 0 (08 loss),
Approximate round trip times in milli-seconds
Minimm = Sms, Maximm = 35ms, Average = 19ms
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B:\Users\steve>ping cisco.com

Pinging cisco.com [2001:420:1101:1::185] with 32 bytes of data:
Reply from 2601:426:1161 i

Reply from
Reply from 2001:426:1161:1::
Reply from 2601:426:1161

Ping statistics for 2001:420:1161:1::185:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds
Minimun = 11ems, Maximum = 11ims, Average

110ms
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Users\steve>ping google.com

pinging google.com [2200:1450:4609:801: :200e] with 32 bytes of data:
Reply from 2200:1456:4609:801

Reply from 2200:1450:4609:801
Reply from ::200e: time=7ms
Reply from 2200:1450:4609:801 : time=7ms

Ping statistics for 2a00:1450:4609:801: :200e:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 7ms, Maximum = 8ms, Average = 7ms
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:\Users\steve>nslookup
Jefault Server: bthub.home
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Packet Tracer PC Command Line 1.0
C-\>ping 152 165 111

Pinging 152 168111 with 32 bytes of data

Reply from 152.163.1.11: byces
Reply from 152163 111- byces
Reply from 152163 111- byces
Reply from 152 168.1.11: byres=:

Ping scaciscics for 152163 111
Packets: Sent = 3, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds
Minimum = Oms, Maximm = 2ms, Average = Oms
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