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Abstract—Zero Trust Architecture (ZTA) has become a widely used security approach in modern cybersecurity, mainly because of the rise of cloud computing, remote working, mobile devices, and more advanced cyber-attacks. Rather than trusting users based on their network location, Zero Trust follows the idea of “never trust, always verify” for every access request. This paper gives a practical overview of Zero Trust, focusing on how organisations aim to prevent attacks, protect systems, detect threats, and respond automatically in distributed and hybrid IT environments. It discusses some of the real challenges of using Zero Trust, as well as its benefits and limitations, and explains how it can help reduce the attack surface, improve threat detection, and support automated response processes. Zero Trust is not a single tool or product, but instead involves combining identity management, device security, network segmentation, monitoring, and automation to build an effective security model. Overall, the paper suggests that Zero Trust is a practical and useful approach for organisations looking to improve their resilience against modern cyber threats.
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I. Introduction

Traditional perimeter-based security models were based on the idea that most threats came from outside the organisation, while users and devices inside the network could be trusted. However, as organisations started using cloud services, mobile devices, Software-as-a-Service (SaaS), and hybrid working arrangements, this way of thinking became less effective. Today, attackers often gain access by using valid user accounts, trusted devices, or poorly configured cloud services rather than breaking in from the outside.

Zero Trust Architecture (ZTA) has emerged as a response to these changes. Its main principle, “never trust, always verify,” removes automatic trust and requires continuous checks on users, devices, and connections. Instead of depending on traditional network boundaries, Zero Trust places more emphasis on identity, user context, device security, and limiting access to only what is necessary.

This paper looks at how organisations apply Zero Trust to identify threats earlier, reduce security weaknesses, detect incidents more quickly, and automate parts of their response. The focus is not on theory alone, but on how Zero Trust works in real-world environments and the difficulties organisations may face when implementing it. The discussion reflects current organisational conditions, such as increased cloud usage, hybrid working practices, and growing regulatory and compliance demands. [1]
II. Background on Zero Trust Architecture
A. Limitations of Traditional Security
The perimeter model placed firewalls, intrusion-prevention systems, and access controls at the network edge. Once an attacker gained internal access, lateral movement was typically easy because internal systems trusted each other by default. Insider threats, credential theft, and compromised endpoints exposed a major weakness: trust was granted too broadly.
B. Core Principles of Zero Trust
Zero Trust shifts from location-based trust to identity- and context-based trust. Common principles include:

1. Continuous verification
Authentication is not a one-time event. Access decisions are reassessed throughout the session and based on contextual signals such as behaviour, device posture, geolocation, and risk scores.

2. Least-privilege access
Users and applications receive only the minimum access required to perform tasks. Lateral movement is limited by micro-segmentation and strict policy controls.

3. Assume breach
Zero Trust frameworks operate as though attackers may already be inside the environment. Defensive designs focus on limiting blast radius and detecting abnormal behaviour.

4. Micro-segmentation
Instead of broad network zones, environments are broken into smaller, isolated components. A compromise in one segment does not automatically provide access to others.

5. Identity as the new perimeter
Identity and device posture become the main decision points. Technologies such as Multi-Factor Authentication (MFA), strong Identity and Access Management (IAM), and Zero Trust Network Access (ZTNA) enforce this logic. [2]
C. Enabling Technologie
Although Zero Trust is not a single product, it is supported by a range of technologies that work together. Zero Trust Network Access solutions are often used to replace traditional VPNs by providing access to specific applications based on a user’s identity rather than network location. Endpoint Detection and Response (EDR) tools are used to monitor devices, improve visibility, and automatically contain threats when suspicious activity is detected.

Security Information and Event Management (SIEM) systems, along with behaviour analytics, help organisations identify unusual activity by analysing and correlating security events from different sources. Cloud Security Posture Management (CSPM) tools are used to reduce risks caused by misconfigured cloud services, which are a common security issue. Identity governance platforms also play an important role by enforcing least-privilege access and ensuring users only have the permissions they need.

Together, these technologies support Zero Trust by creating an ongoing process of verification, monitoring, and response rather than relying on one-time access decisions. [3]
III. Zero Trust Architecture Compared to Traditional Security Models
Traditional perimeter-based security architectures rely on the assumption that once users or systems are authenticated inside the network boundary, they can be broadly trusted. This model evolved during a period when corporate assets were largely hosted on-premises, employees worked from fixed locations, and network traffic followed predictable patterns. In contrast, modern enterprise environments are highly distributed, with assets spread across multiple cloud platforms, SaaS providers, and remote endpoints.

Zero Trust Architecture fundamentally changes this trust model by eliminating implicit trust altogether. Unlike traditional approaches, Zero Trust does not rely on network location as a primary indicator of legitimacy. Instead, it evaluates every access request based on identity, device posture, context, and risk. This makes Zero Trust more resilient to modern attack techniques such as credential theft, insider threats, and supply chain compromise. [4]
Another key difference lies in how access is granted. Traditional models often rely on broad network access, where users gain connectivity to large segments of the internal network. Zero Trust, by contrast, uses application-level access controls, granting users access only to specific services rather than entire networks. This significantly limits lateral movement and reduces the potential impact of a successful breach.

However, Zero Trust also introduces operational complexity that traditional models do not. Identity systems, policy engines, monitoring tools, and automation platforms must be tightly integrated to function effectively. While perimeter models are simpler to understand and deploy, they struggle to scale securely in modern environments. Zero Trust therefore represents a strategic trade-off between simplicity and resilience, favouring long-term security over short-term convenience.

IV. Challenges and Drivers for Zero Trust Adoption
A. Hybrid and Remote Workforces

The COVID-19 era accelerated remote work, and many organisations continue to operate hybrid models. Employees now access corporate data from home networks, personal laptops, and various geographical locations. Traditional VPN-centric models are difficult to scale and often provide overly broad access. ZTNA offers more granular and adaptive control by validating user identity and device status before granting access to specific applications.

B. Increasing Cloud Adoption
Cloud platforms introduce new risks, especially misconfigurations and weak identity controls. Attackers frequently exploit overly permissive IAM roles, unsecured API keys, or exposed storage buckets. Zero Trust aligns well with cloud environments by using identity-driven access and enforcing verification across distributed services.

C. Sophisticated Attack Techniques
Modern threats such as ransomware, supply chain compromise, credential theft, and AI-driven attacks often bypass perimeter defences. Zero Trust helps organisations anticipate these attacks by reducing implicit trust and relying more heavily on behavioural detection and continuous monitoring. 
D. Regulatory and Compliance Pressures
Regulations such as GDPR, DORA, NIS2, and sector-specific mandates emphasise strong access control, incident reporting, and operational resilience. Zero Trust supports several of these requirements by formalising least privilege, improving auditability, and providing structured monitoring data. [5]
V. Anticipating Threats Using Zero Trust Principles
Zero Trust helps organisations anticipate attacks by identifying where trust assumptions previously existed and removing them.
A. Attack Surface Reduction
By isolating systems and enforcing explicit policies, Zero Trust reduces the number of pathways an attacker can exploit. Micro-segmentation prevents broad lateral movement, while identity-based access restricts what a compromised account can reach.
B. Enhanced Visibility and Telemetry
Continuous monitoring of identities, devices, network flows, and application behaviours allows organisations to identify early signs of compromise. This supports proactive threat hunting and risk assessments.
C. Adaptive Risk Assessment
Modern Zero Trust platforms calculate risk in real time. Factors include login anomalies, device compliance, privilege escalations, and behavioural deviations. Access policies can automatically adjust to increased risk — for example by requiring further authentication or blocking access entirely. [6]
D. Supply Chain and Dependency Awareness
Zero Trust encourages verification of every system and service, including third-party software. This helps organisations anticipate risks such as poisoned software dependencies, vulnerable packages, or compromised AI models.
VI. Protecting Assets Through Zero Trust Controls

A. Identity-Centric Access Control
Strong IAM practices underpin Zero Trust. Organisations commonly adopt:

· MFA (especially phishing-resistant MFA)

· Conditional access policies

· Privileged Access Management (PAM)

· Just-in-time (JIT) permissions

· Access reviews and role optimisation

These controls significantly reduce attackers’ ability to use stolen or weak credentials.

B. Device Health and Compliance Enforcement
Before granting access, Zero Trust checks device posture (OS version, antivirus status, encryption, etc.). Compromised or unmanaged devices can be blocked or placed in restricted modes.

C. Network Micro-Segmentation
Segmenting workloads and departments limits an attacker’s movement. Even if one system is breached, others remain protected because access requires separate verification.

D.  Secure Access to Cloud and SaaS Services
Zero Trust integrates with SaaS applications through identity federation. Policies can be applied consistently across on-premises, cloud, and hybrid environments. Tools such as CSPM further ensure cloud configurations are secure.
VII. Detecting Threats in a Zero Trust Environment
A. Behaviour-Based Analytics

User and Entity Behaviour Analytics (UEBA) detect unusual activities, such as abnormal login times, data exfiltration patterns, or privilege escalation. These behavioural models often identify threats that signature-based tools miss.
B.  Endpoint Detection and Response (EDR)
Endpoints serve as a critical detection point. EDR solutions monitor for malware, exploitation attempts, suspicious processes, and persistence mechanisms. When linked with Zero Trust policies, EDR findings can automatically influence access decisions.

C.  SIEM Integration
A SIEM aggregates logs from identity services, endpoints, cloud platforms, and network devices to identify coordinated attacks. Zero Trust strengthens SIEM effectiveness by enriching events with identity and device context.

D.  Cloud-Native Monitoring
Cloud platforms provide native telemetry, such as CloudTrail, Azure Activity Logs, or GCP Audit Logs. Zero Trust incorporates these into its detection pipeline to identify anomalous access patterns or misconfigurations. [2]
VIII. Organisational and Human Factors in Zero Trust Adoption
Although Zero Trust is usually explained in technical terms, its effectiveness depends a lot on organisational and human factors. One of the main difficulties organisations face when adopting Zero Trust is resistance from staff. Employees may see tighter access controls, repeated authentication requests, or device checks as annoying or overly restrictive. If these changes are not explained properly, users may become frustrated and try to work around security controls.
For this reason, successful Zero Trust adoption requires clear support from management and good communication. Security teams need to explain why new controls are being introduced and how they help protect both the organisation and individual users. Training is also important, as it helps employees understand topics such as identity-based access, phishing threats, and the need for secure and well-maintained devices.
Another challenge is related to organisational capability and technical maturity. Zero Trust relies heavily on identity management, security policies, and automation. Organisations with weak identity systems or limited security skills may find it difficult to implement these controls effectively. In these situations, a gradual approach is often more realistic, starting with basic measures like MFA, conditional access, and logging, and then moving towards more advanced controls such as micro-segmentation and automated responses.

Finally, cooperation between security teams, IT staff, and business departments is essential. Zero Trust directly affects how users access systems and data, so security policies must support everyday business processes. If implemented without wider collaboration, Zero Trust controls can become too restrictive or fail to meet the organisation’s actual needs. [6]
IX. Automated Threat Response in Zero Trust ModeL

Automation is a key advantage of Zero Trust. By integrating SIEM, EDR, identity services, and orchestration tools, organisations can automate several incident response tasks.
A. Adaptive Access Controls
If a user’s risk score rises (e.g., impossible travel, suspicious behaviour), access can be automatically reduced or blocked.
B. Automated Device Isolation
EDR solutions can automatically quarantine compromised endpoints, restricting them to remediation servers only.

C. Credential Reset and Privilege Revocation
Identity systems can automatically reset tokens, revoke session keys, or block authentication attempts when compromise is suspected.

D. SOAR Workflows
Security Orchestration, Automation, and Response (SOAR) tools coordinate actions across systems, such as:

· Creating incident tickets

· Updating firewall and ZTNA rules

· Triggering forensic data collection

· Alerting security teams

Automation reduces response time and helps limit attack impact.

X. Zero Trust as a Foundation for Operational Resilience
Beyond simply preventing security breaches, Zero Trust also supports wider organisational resilience. Operational resilience refers to an organisation’s ability to continue providing important services during and after disruptive events such as cyber-attacks, system outages, or data loss. Zero Trust helps achieve this by limiting how far and how seriously a security incident can spread.

Through the use of least-privilege access and micro-segmentation, Zero Trust reduces the potential impact of attacks such as ransomware. Even if an attacker manages to compromise part of the system, their access to sensitive data, backups, or critical services is restricted. This containment helps organisations recover more quickly and reduces overall downtime.

Zero Trust also improves how organisations handle security incidents. Continuous monitoring, detailed security data, and automated responses make it easier to detect threats early and react faster. This approach aligns well with modern regulatory expectations, which place increasing importance on quick detection, reporting, and response to cyber incidents.

In highly regulated industries, Zero Trust can also support compliance with resilience-focused standards and regulations. While Zero Trust on its own does not ensure compliance, it provides technical controls that help meet requirements around access control, monitoring, and incident response. As a result, many organisations see Zero Trust not just as a security strategy, but as a way to support long-term operational stability. [4]
XI. Critical Evaluation of Zero Trust
A. Strengths
  Strong defence against credential theft and lateral movement

  Highly compatible with cloud and remote work

  Reduces reliance on network boundaries

  Provides better visibility and telemetry

  Supports automated, risk-driven decisions
B. Weaknesses and Limitations
  Implementation can be complex without proper planning

  Legacy systems may not support modern identity standards

  Cultural resistance may occur due to increased restrictions

  Requires high-quality identity governance and device management

  Automation must be carefully tuned to avoid false positives

C. Practical Considerations

Many organisations adopt Zero Trust gradually, starting with identity, MFA, and conditional access. Full micro-segmentation and automated response typically come later. A phased approach is more realistic for most environments

XII. Conclusion

Zero Trust Architecture provides a practical and effective security approach for organisations working in distributed, cloud-based environments with hybrid workforces. By removing automatic trust and requiring continuous verification, Zero Trust reduces the opportunities attackers commonly exploit, while also improving threat detection and supporting faster, more automated responses. Although implementing Zero Trust can be challenging, the benefits are significant, and the approach fits well with modern regulatory expectations around resilience, least-privilege access, and incident management. Overall, for organisations looking to improve their security posture, Zero Trust offers a flexible framework that is suited to both current and future security needs.
TASK 2

Zero-Trust-Aligned Security Programme for ResilientIntellect Ltd
2.1 Context and Overall Approach

ResilientIntellect Ltd is a fast-growing threat intelligence and consultancy company that develops its own AI-powered threat analysis software and operates with a fully hybrid workforce. The organisation supports external clients with cybersecurity, compliance, and resilience-related services, while also managing its own sensitive data, intellectual property, and cloud-based systems. As the company expands into the European Union, it becomes subject to regulatory frameworks such as the Digital Operational Resilience Act (DORA) and the NIS2 Directive, both of which place strong emphasis on resilience, governance, and incident management.

This task proposes a Zero Trust–aligned security programme for the company’s new EU unit. The design is based on the assumption that no user, device, or system should be trusted by default, even if they are already inside the organisation’s environment. Instead, access decisions are continuously verified, risks are monitored, and the impact of security incidents is deliberately limited. The approach is forward-looking but realistic, and it builds directly on the Zero Trust concepts discussed in Task 1 rather than introducing unnecessary complexity.

2.2 Organisational Structure

A clear organisational structure is essential for implementing and maintaining a Zero Trust security programme. Overall responsibility for security should sit with a Chief Information Security Officer (CISO), who is accountable for aligning security strategy with business objectives and regulatory requirements. This role ensures that security is treated as a core business concern rather than a purely technical function.

Within this structure, a Cloud Security Architect plays a key role in designing and maintaining secure cloud environments. This includes defining identity-based access controls, ensuring secure default configurations, and applying segmentation across cloud services and workloads. Given ResilientIntellect’s reliance on cloud platforms and AI systems, this role is critical to reducing exposure to misconfiguration-related risks.

Alongside this, a DevSecOps Lead is responsible for embedding security controls into the software development lifecycle. This includes protecting source code repositories, managing third-party dependencies, and ensuring that AI models and training data are handled securely. By integrating security into development processes, the organisation reduces the likelihood of vulnerabilities being introduced during rapid growth.

Security operations staff support these roles by monitoring systems, investigating alerts, and responding to incidents. A compliance and risk function ensures that regulatory obligations under DORA and NIS2 are understood, documented, and met. Together, this structure supports accountability while encouraging collaboration between technical, security, and business teams.

2.3 Policies and Procedures

Policies provide the practical foundation for a Zero Trust programme, translating high-level principles into everyday behaviour. For ResilientIntellect, three areas are particularly important: AI usage, SaaS security, and bring-your-own-device (BYOD) working.

An AI Usage Policy defines how AI models, training data, and outputs are accessed and managed. Access to AI training datasets and model repositories should be restricted according to least-privilege principles, ensuring that only authorised staff can view or modify them. Changes to models or datasets should be logged and reviewed to maintain accountability. This helps reduce the risk of unauthorised access, accidental misuse, or deliberate tampering with AI assets.

A Secure SaaS Configuration Policy ensures that cloud and SaaS platforms are configured consistently across the organisation. All SaaS services should integrate with central identity management systems, with multi-factor authentication enforced for all users. Access permissions should be reviewed regularly to ensure they remain appropriate. This approach reduces the risk of misconfigurations, which are a common cause of cloud-related security incidents.

A BYOD Policy supports the organisation’s hybrid workforce while maintaining security standards. Employees may use personal devices for work purposes, provided those devices meet basic security requirements such as up-to-date operating systems and endpoint protection. Access from personal devices is controlled using Zero Trust Network Access, which allows users to connect only to approved applications rather than the wider internal network. [3]
2.4 Compliance with DORA and NIS2

The proposed Zero Trust–aligned security programme supports compliance with both DORA and NIS2 by addressing their core themes in a practical way. DORA focuses on digital operational resilience, particularly the ability of organisations to withstand, respond to, and recover from ICT-related disruptions. Zero Trust contributes to this by limiting the impact of incidents through segmentation and least-privilege access. Continuous monitoring and clearly defined response and recovery processes also support DORA’s emphasis on resilience and continuity of critical services.

NIS2 requires organisations to implement appropriate technical and organisational measures and to report significant incidents within defined timeframes. Centralised monitoring and logging enable ResilientIntellect to detect incidents early, while clear escalation and incident-handling procedures support timely reporting. The emphasis on governance and accountability within the security programme aligns with NIS2’s requirement for senior management involvement in cybersecurity oversight. [5]
2.5 Governance and Strategy Using NIST CSF 2.0

Governance of the security programme is based on the NIST Cybersecurity Framework (CSF) 2.0, which provides a structured approach to managing cybersecurity risk while remaining flexible enough for a growing organisation.

Within this framework, the organisation first identifies its critical assets, including AI models, training data, cloud services, and customer-facing systems. Risks associated with these assets are assessed, taking into account both technical and organisational factors. Protective measures focus on identity-centric access control, secure development practices, and consistent configuration management.

Detection capabilities are supported through monitoring of endpoints, identities, and cloud activity, allowing suspicious behaviour to be identified early. Response and recovery processes ensure that incidents are handled consistently and that lessons learned are used to improve controls over time. By aligning these activities with business goals, the organisation ensures that security supports growth rather than obstructing it. [1]
2.6 Risk Management

Several key risk areas are particularly relevant to ResilientIntellect. These include risks related to AI supply chains, such as compromised training data or vulnerable third-party components, as well as risks arising from cloud misconfigurations and compromised user credentials.

Rather than attempting to eliminate all risk, the Zero Trust approach focuses on reducing exposure and limiting impact. Access restrictions, continuous monitoring, and automated enforcement help ensure that failures in one area do not lead to widespread compromise. This risk-based approach is more realistic for a fast-growing organisation operating in a complex threat landscape. [7]
2.7 Contingency Planning and Disaster Recovery

In the event of a ransomware attack encrypting AI training data or source code repositories, the organisation must be able to respond quickly to minimise disruption. Affected systems would be isolated to prevent further spread, and compromised credentials would be revoked. Recovery would involve restoring data from secure backups and verifying the integrity of restored systems before they are returned to production.

Once normal operations are restored, a post-incident review would be conducted to understand the root causes of the incident and identify areas for improvement. This process supports continuous improvement and aligns with DORA’s emphasis on resilience and recovery. [1]
2.8 Protection Mechanisms

The Zero Trust programme is supported by modern security controls that provide visibility and enable automated response. These controls monitor endpoints, cloud environments, and access activity, allowing the organisation to detect abnormal behaviour and respond consistently. The focus is on integration between tools so that risk signals from one area can influence access decisions in another, rather than relying on isolated controls.

2.9 Conclusion

The proposed Zero Trust–aligned security programme provides ResilientIntellect Ltd with a clear and practical approach to securing its new EU operations. By focusing on identity, governance, and resilience, the organisation can support its hybrid workforce, protect AI-driven services, and meet regulatory expectations under DORA and NIS2. The design avoids unnecessary complexity while establishing a strong foundation for long-term security and operational stability.
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