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Hypervisors enable virtualisation by utilising physical hardware to create multiple virtual machines. Two hypervisor models exist: Type 1 and Type 2. Type 1 hypervisors such as Microsoft Hyper-V and VMware ESXi, run purely off the systems hardware and are commonly used in data centres due to their performance and security advantages. [1] In contrast to type 1, type 2 hypervisors such as VMware Workstation and Oracle VirtualBox, operate on top of a host operating system, relying on it for hardware access and resource management.
The proposed topology features Windows Server 2022 and a Debian Server on two separate networks. A type 1 hypervisor would be best suited for this project due to its high stability, availability and strong isolation. But due to the constraints of working in a lab within an academic environment, a type 2 hypervisor would be the most appropriate. Platforms such as VMware Workstation or VirtualBox allow virtualisation without requiring dedicate hardware. This is very beneficial where hardware resources are limited, that includes RAM, storage and CPU cores. 

[bookmark: _Toc223428923]IP Addressing
Data transmission across the internet depends on packet switching. When a device sends data, it is encapsulated into packets that contains a source and a destination IP address. Router then forward those packets based on the routing table, which ensure that packets get sent to the correct destination across interconnected networks. IP Addressing uniquely identifies devices and enables logical routing which is independent of the physical topology. 
IPV4 is a widely used addressing system that uses a 32-bit address format, which divided into network and host portions. [3]
[image: ] [9]
 But since its release in 1983, there has been a huge IPv4 depletion that has been anticipated since the late 80s. This depletion is known as the IPv4 address exhaustion. This has been happening since the release of IPv4 since the first original version of the Internet architecture, there was fewer than 4.3 billion addresses available. This depletion is the main reason for the development of IPv6, Ipv4’s successor. IPv6 is the successor to IPv4 which is still an addressing system, but unlike IPv4 it utilises a 128-bit hexadecimal format (E.G., 2001:0DB8::1). Due to this change, the address capacity has been significantly expanded.[4]
Subnetting improves address efficiency by dividing a network into smaller logical segments, reducing broadcast domains and improving on security. For example, splitting 192.168.1.0/24 into two /25 networks would vastly improve address allocation for segmentation. 
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IP addressing enhances scalability, performance and security by enabling hierarchical network design, efficient allocation and controlled broadcast traffic. Effective IP planning is quintessential for improving network reliability and growth.
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Routing determines the best path for packet delivery across networks. Routing protocols dynamically exchange network information between routers to maintain updated routing tables. [2] Static routing involves manually configuring routes, whereas dynamic protocols automatically adjust to the correct topology changes.
Static routing offers simplicity and minimal overhead, making it suitable for small, stable environments. However, it lacks scalability and automatic failover. Dynamic routing protocols use algorithms such as Dijkstra’s shortest path algorithm to compute optimal routers and adapt to link failures and improving resilience. 
In the given topology, the Debian Server functions like a DHCP Relay Agent, routing must ensure that the DHCP broadcast messages are being forwarded to the Windows Server. If the topology remained small then static routing could work, but since there is an enhanced topology, then dynamic routing would be preferable for scalability and adaptability. 
Considering domain connectivity, a sturdy, stable communication between the windows domain controller and the Debian based services is critical. If any change is anticipated, dynamic routing provides the user with enhanced availability and minimum overhead. 
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Modern networks depend on integrated services such as VPN, DHCP, Active Directory Domain Services (AD DS) and Certificate Authorities (CAs). These services provide identity management, secure communication, automated configuration and controlled remote access, which are all critical for the network’s security and scalability.
Virtual Private Network (also known as a VPN) ensures secure remote access through encrypted tunnels by using IPsec or SSL/TLS protocols. VPN technologies help with protecting data confidentiality and integrity over public networks. VPNs can help with strong encryption, MFA and certificate-based authentication which all helps to significantly reduce attacks such as data theft or even man in the middle attacks.[8]
Dynamic Host Configuration Protocol (DHCP) automates IP address allocation, reducing configuration errors and administrative burden. Within segmented networks, DHCP relay agents (such as the Debian server in the topology) forwards broadcast requests across subnets. 
AD DS provides identity and access management across the network providing a safer environment for users and managers. It enforces authentication, authorisation and Group policy management. It works on a hierarchal structure, the higher the user is within a company, the more access they receive.[5]
A Certificate Authority (CA) supports secure communications by issuing digital certificates for authentication, encryption and digital signatures. It is known as the passport control of the digital world. A digital certificate contributes to the authentication of the identity, whether all the credentials meet up with what data the client has. Without these checks and certificates, attackers could pretend to be your server or a trusted user. 
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Based on the prior research report, Oracle VirtualBox was selected as the virtualisation platform. VirtualBox is a Type 2 (hosted) hypervisor that operates on top of a host operating system while providing full virtualisation features and capabilities for multiple guest operating systems. 
The decision was influenced by several technical and practical considerations. VirtualBox is known for its open source and freely available nature, making it financially suitable for this project due to no licensing costs. Secondly, it supports many guest operating systems, including the operating systems that were included within the topology. This support ensures seamless deployment of both domain-based windows services and Linux-based network services within the same virtualised environment. VirtualBox also provides advanced networking capabilities including, Internal Network mode, NAT networking and multiple virtual adapters per VM. These features allow the implementation of segmented networks and enhanced control over communications which will be essential for coursework 2. [7]
Although, Type 1 hypervisors are known for their better performance and isolation capabilities, the amount of hardware resources that would be needed for the hypervisors is too large compared to the resources that are being used with the Type 2 hypervisor. 
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Downloading 
All the following software that was used were downloaded from official and verified sources to ensure authenticity and security:
· Oracle VM VirtualBox Manager: Downloaded from the official VirtualBox website,
· Windows Server 2022 ISO – Downloaded from the official Microsoft Evaluation Centre
· Debian ISO - Downloaded from the official Debian Website
· Windows 10 Client ISO - Downloaded from the official Microsoft Software Download Portal
Downloading from official sources ensure the integrity of the installation files, security against tampered image files and licensing compliance.
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Setup
The virtual machines were created according to the topology given, a Windows Server, Windows Client, Debian Server and a Debian Client.
For the Windows Server and the Windows Client, the installation was completed within a lab environment. There are no screenshots of it available due to time constraints. 
The server was allocated 8192 MB base memory and 4 cores; this was to help with the processing power that is needed to run a server.
The Client was given the same number of cores but less base memory, with only 4096 MB. This is because running a client isn’t as resource consuming as running a server is.
Server setup and name change
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Server Networks
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Client Setup
[image: ]
Debian Server Setup:
The Debian setup was vastly different from the Windows setup. The Debian setup was more complex and customisable. 
Language Setup
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Location Setup
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Setting up user
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Partition disks
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CLI startup screen
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Enabling Sudo and resolving the issue stated in the reflection
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Debian Client and Server in VirtualBox
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IPv4 Configuration Table:
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway
	CIDR
	Notes

	S-DC
	LAN
	192.168.1.1
	255.255.255.0
	N/A
	/24
	Swansea Server

	Client S1
	Gi0/0/0
	192.168.1.10
	255.255.255.0
	192.168.0.1
	/24
	Swansea Client

	S-DC
	WAN
	20.0.0.1
	255.255.255.252
	N/A
	/30
	Link to L-CD

	L-CD
	LAN
	192.168.2.1
	255.255.255.0
	N/A
	/24
	London Server

	Client L1
	Gi0/0/0
	192.168.2.10
	255.255.255.0
	192.168.2.1
	/24
	London Client

	L-CD
	WAN
	20.0.0.2
	255.255.255.252
	N/A
	/30
	Link to S-DC



Network Summary:
	Network
	Subnet Mask
	CIDR
	Usable Host Range
	Broadcast

	192.168.1.0
	255.255.255.0
	/24
	192.168.1.1 – 192.168.1.254
	192.168.1.255

	192.168.2.0
	255.255.255.0
	/24
	192.168.2.1 – 192.168.2.254
	192.168.2.255

	20.0.0.0
	255.255.255.252
	/30
	20.0.0.1 – 20.0.0.2
	20.0.0.3




Finished Windows Server IP configuration
[Screenshot needed]
Finished Windows Client IP configuration
[Screenshot needed]
Finished Debian Server IP configuration
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Debian Server network interfaces
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Finished Debian Client IP configuration
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Pinging within same network tests:
Windows Client pinging server
[image: ]
Windows Server pinging Client
[image: ]
Debian Client pinging Server
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Debian Server pinging Client
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These screenshots show each network being able to ping the devices within each individual networks, proving that the connectivity is successful.
Pinging to different networks did not work, proving that the network segmentation is functioning correctly. 
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During the deployment of the Debian server, an issue occurred while attempting to install Sudo to grant more privileges. The installation failed because the APT package manager could not retrieve the repository information. When attempting to fix the problem, it turned out that the /etc/apt/sources.list file, which contains the repository links such as “ deb http://deb.debian.org/debian”  was empty. 
This file is essential for defining where Debian can get its software packages. Without valid repository entries, important commands such as apt update and apt install cannot function properly. 
This issue occurred during the Debian installation process, specifically at the network mirror configuration stage. The file was manually restored by typing the individual repository links back in using nano. After the correction, Sudo was successfully installed. 
This incident revealed the importance of careful installation configuration and repository settings before proceeding with anything else of importance. 
Another incident occurred when configuring the Windows Server and Client’s Ip addresses. The two devices could not ping each other, but after careful diagnosing, it was the firewall that was preventing the two from communicating with each other. This was simply fixed by temporarily turning off the firewall for them to ping. 
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Due to not having any prior knowledge or experience with Linux, this project ahs really helped the understanding and importance of attention to detail when dealing with a server of this calibre. Although time was lost due to the mishap, resolving the issue independently increased confidence in solving and finding configuration problems.
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Resources used: Windows Server 2022, Windows 10, Debian ISO, Oracle VirtualBox and Windows 10 host machine.
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Subnet Mask Subnet Notation Total Subnets Usable Hosts per Subnet
255.255.255.0 /24 1 254
255.255.255.128 /25 2 126
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