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[bookmark: _Toc235613050]Introduction
In this assignment, I will identify the threats they are facing, I will take the role of IT manager to scope the threats, and their possible consequences can be caused in the company. Also, I will present the polices company must follow to set a guide to rules and steps to train employees to avoid issues in the future and their progress will be monitored and how it is performed. This report will present my knowledge about the threats and policies required and my development of possible solutions many businesses can suffer and how I will be able to prevent harm that can cause in a real-life context scenario within businesses.



[bookmark: _Toc235613051]Scenario
The scenario presents me as IT security manager for SteelForm Manufacturing LTD (SFM), a company that produces components for automotive and aerospace industries. The company has recently adopted smart technologies such as IoT-enabled sensors or automated machinery. However, the company has faced a few security incidents that might put their data and devices at risk. As the company is starting to be concerned about these threats for the data, my job is trying to find solutions by developing a cybersecurity and data policy to enhance protection avoiding any kind of threat that may occur in the future.


[bookmark: _Toc235613052]Identification of threats 
These are a few of threats I found and identified based on the company issue, here are some of external and internal threats the company SFM is concerned about.
[bookmark: _Toc235613053]Internal threats and External threats 
The first threat identified was Malware. The company SFM has reported many attempts to affect their systems by ransomware, if this threat is not prevented, the company can suffer the stealing of financial data or the production network they have recently implemented [1].
Another threat identified is phishing emails which cybercriminals are targeting to the staff. The company has been reporting emails that can cause harm to their systems such as divulging private information [2].
Hacking also is another threat the company SFM has been reporting, the main danger for this company might be compromising or stealing data, disrupting communication or procedures that can cause delays in the production of new components of the company causing a big loss of profit because of these attacks [3].

I also identified Cyber espionage as a threat. The employes might have been afraid of an insider threat, or a person who can convince an employee to share or sell information or access to the system for illegal purposes such as checking the new technology implemented recently [4].
Data exfiltration can be also one of the most harmful threats the company have been facing, as cybercriminal can steal data from the company, as copying, transferring or uploading files from devices or systems to others that can put in risk the company revealing sensitive information such financial records, incomes, unreleased projects, etc [5].

[bookmark: _Toc235613054]Security of policies
[bookmark: _Toc235613055][image: The Definitive Cyber Security Policy Template]As IT manager, I will provide some security policies that must be implemented to prevent any threat in the future to have a secure environment so employees can protect any kind of data that can compromise the confidentiality of SFM.

Email security policy
This policy addresses threats delivered by email to protect any information such financial information, credentials, personal details, etc. This policy prevents compromising the data of company by filtering spam, and threat detection to ensure the integrity of SFM of email communications. SFM must implement it because this can have a huge impact on business operations, customer trust or financial stability. Aligned with ISO/IEC 27001:2022 Controls 5.10 and 6.3 to counter spear-phishing targeting procurement staff [6].
[bookmark: _Toc235613056]Data protection and privacy policy 
This policy prevents data theft and stops any attack the organisation can suffer from a loss of data. SFM company will find this helpful because it will help to store, sharing, retaining or disposing data in a secure way efficiently and properly for employes. It also reduces the possibility of data exposure caused by unauthorized data locations or access to important files that can put at risk the trust of customers or collaborators in the future. It must be structured in alignment with ISO/IEC 27001:2022 control 5.34 and GPRD (General Data Protection Regulation) regarding the security of personal data processing and ensure technical data confidentiality and legal compliance [7].
[bookmark: _Toc235613057]Access control policy 
 This policy will help SFM to enhance the security of the network from hackers ensuring that only authorized devices are allowed to connect. It will integrate ISO/IEC 27001:2022, Controls 5.15 and 8.5 enforcing least privilege and Multi-Factor Authentication (MFA) across cloud and production networks [8].
[bookmark: _Toc235613058]Information security policy 
This will ensure SFM company guide employees to follow when storing, processing or sending confidential information or data. As ISO integration formulated in alignment with ISO/IEC 27001:2022 control 5.1, it will establish management direction and enterprise-wide cybersecurity principles for SFM [9].
[bookmark: _Toc235613059]Acceptable use policy 
This policy sets a workplace policy on how employees or contractors can use and cannot use the devices such IT systems or networks, this will help employees and contractors not to expose sensitive data, or misuse of sources allowed that can affect the relation with clients. Mapped to ISO/IEC 27001:2022 Control 5.10 and GDPR principles, it will ensure employes handle company devices, cloud services, operating systems, and personal data responsibly [10].


[bookmark: _Toc235613060]Mitigation Measures
In this section, I will present the measures and actions that must be taken to prevent cyber attacks in case they can come up in the future, they will be based on threats that were already identified previously.
Mitigation measures for malware 
[image: ]To eliminate active malware and protect Smart Manufacturing IIoT devices, SFM will implement network measures adhering to the Purdue model (ISA/IEC 62443) [11].
OT/IT Network Isolation: Industrial control systems (ICS) and factory sensors will be isolated form the corporate office network using industrial firewalls to protect their systems [11].
[image: What Is Endpoint Detection and Response (EDR)? How Does It Work? | Fortinet]Patch management and EDR: Endpoint protection and Response (EDR) agents will be deployed to all workstations. Security patches will be tested in an environment and deployed during scheduled maintenance windows ensuring systems cannot go downtime unexpectedly [11].

Mitigation measures for Phishing emails
[image: Email Authentication Guide: SPF, DKIM, DMARC, and BIMI]Email authentication protocol: deploy automated Sender policy framework, Domain keys identified email, and Domain-Based Message authentication, reporting and conformance polices to block spoofed domains [12].

[image: Out of band authentication: What it is and how it works]Out-of-Band verification: Mandate a two-person confirmation protocol as phone verification or direct text message prior to updating vendor banking details or releasing procurement funds[12].



Mitigation measures for Hacking
[image: What Is Multi-factor Authentication (MFA) Security? | Akamai]Muti-factor authentication (MFA): enforce hardware-based or push notification MFA for all cloud logins, eliminating single-factor password reliance [13].

 PoLP (Principle of Least privilege): Role-based access control (RBAC) will strictly limit cloud database access permissions based on job roles, revoking administrative rights for standard operational accounts [13].[image: Least Privilege Access | The Least Privilege Policy Explained]
Mitigation measures for Cyber espionage 
[image: What is Encryption? - A Detailed Guide About Encryption]Air-Gapped IP vaults and encryption: CAD drawings, blueprints and proprietary algorithms will be encrypted both in transit and at rest. Sensitive project repositories will require time-bound access keys [14].

Privileged access management (PAM): monitor and record all admin sessions accessing critical manufacturing design databases [14].
[image: What is Privileged Access Management (PAM)? | Definition from TechTarget]

Mitigation measures for Data exfiltration 
Data loss prevention and Endpoint control: Install DLP agent rules on company devices to block the copying of files to unauthorized USB drives or personal cloud services [15].[image: What is Data Loss Prevention (DLP)? How does DLP work]

[image: Prevention of DDoS attacks using Ingree/Egress Filtering | Download  Scientific Diagram]Egress Traffic filtering: Implement intrusion prevention systems (IPS) and SSL/TLS decryption proxies at network boundaries to detect suspicious data transfers or command-and-control (C2) communications [15].

[bookmark: _Toc235613061]Monitoring and Response
To maintain continuous operational resiliency and protect infrastructure of SFM from undetected threats, the company must combine proactive systems oversight with a structured incident framework to ensure mitigation measures are appropriate or work in the systems [16]
Centralized log analysis: deploying a security information and Event management platform to allow real-time aggregation and correlation of events from cloud private services, firewalls, and employee workstations to identify suspicious behaviors [16] [17].
Industrial network oversight (OT/IIoT): specialized detection systems will monitor communication between IIoT sensors and manufacturing equipment, avoiding unauthorized command changes without interfering with the physical processes to develop components or implement new technologies [16] [17].
Also, SFM will adopt a four-stage cycle to manage security breaches properly minimizing unexpected downtime.
Preparation: structure a CSIRT (computer security incident response team), establish clear communication between channels, and maintain offline, encrypted backup files and system databases [16] [17].
Detection and analysis: evaluate security alerts to determine the nature, scope or the potential impact of an attack by distinguishing a phishing attempt or malware attempts [16] [17].
Containment, eradication and recovery: disconnect compromised subnets or IIoT devices immediately to prevent threat spread. Eliminate malicious software or revoke compromised user credentials and apply necessary patches. Restore operational systems from cleaning backups and validate integrity before connecting again to the network [16] [17].
Post-incident activity: steer a root-cause investigation to identify the problem and patch it or document lessons learned by updating security controls accordingly [16] [17].

[bookmark: _Toc235613062]Training and Awareness
As human errors can be consistent when implementing policies or procedures of mitigation measures, IT manager must ensure that employees or contractors have proper training to handle these threats efficiently [18] [19].
Role-based security training: this will be able to train employes with modules for procurement and administrative staff focused on identifying voice fraud, email spoofing and social engineering tactics [18] [19].
Simulated phishing campaigns: unexpected, periodic phishing simulations to measure employee reliance, providing feedback to for staff who click on untrusted links with suspicious targets [18] [19].
Security hygiene and incident reporting: clear guidelines on password management, safe web browsing and a clear protocol for immediately reporting suspected security incidents or compromised credentials to the CSIRT (computer security response team) [18] [19].
[bookmark: _Toc235613063]Conclusion
This report has established a comprehensive cybersecurity strategy and solutions for SFM company addressing threats or vulnerabilities across both infrastructure and OT networks. This report has aligned security policies with international frameworks such as ISO /IEC 27001 or GDPR, As IT manager I established a structure that protects aerospace integrity property. Also, I have implemented methods or techniques to mitigate threats and including a monitoring and response model to check if these measures are suitable for company concerns and safeguarding its operational continuity. Finally, adopting these solutions for training to follow and improve security breaches will ensure regulatory compliance, mitigate financial and reputational damage and secure competitivity advantage of SFM in smart manufacturing.
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SUMMARY AND CONTEXT

•

SFM operates in smart manufacturing, managing cloud infrastructure, IIoT factory sensors and 

aerospace IP.

•

It has been reports about increasing exposure to cyber threats threatening production 

component and intellectual property 

•

As IT manager, our job is present a robust, cybersecurity governance framework to prevent 

these attacks that might put in risk the reliance of company or financial benefits.
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THREATS 

•
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•

External threats: Phishing 

campaigns, ransomware attacks, 

hacking of cloud systems and 

industrial espionage 

•

The impact: production downtime, 

financial losses, regulatory fines 

and reputational damage 
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MITIGATION MEASURES- INFRASTRUCTURE 

Zero Trust Architecture (NIST SP 800-207): Replacing perimeter 

security with continuous identity verification.

Adaptive MFA & RBAC: Enforcing Multi-Factor Authentication and 

Least Privilege access for cloud databases.

OT Network Micro-segmentation (ISA/IEC 62443): Isolating factory 

floor IIoT sensors from corporate IT to prevent malware propagation.


Microsoft_PowerPoint_Slide4.sldx


Mitigation measures- Infrastructure 

















































































Zero Trust Architecture (NIST SP 800-207): Replacing perimeter security with continuous identity verification.





Adaptive MFA & RBAC: Enforcing Multi-Factor Authentication and Least Privilege access for cloud databases.





OT Network Micro-segmentation (ISA/IEC 62443): Isolating factory floor IIoT sensors from corporate IT to prevent malware propagation.





image3.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

 




image4.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

  




image5.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

                          




image2.png









MTIGATION MEASURES- INFRASTRUCTURE






image19.emf
MITIGATION MEASURES-

DATA AND EMAIL 

•

Email Security (NIST SP 800-177): Automated 

SPF, DKIM, and DMARC deployment against 

spear-phishing.

•

IP Protection & Encryption: AES-256 encryption 

for CAD designs at rest and TLS 1.3 in transit.

•

Data Loss Prevention (DLP): Restricting 

unauthorized USB media and cloud uploads to 

prevent exfiltration.
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Email Security (NIST SP 800-177): Automated SPF, DKIM, and DMARC deployment against spear-phishing.

IP Protection & Encryption: AES-256 encryption for CAD designs at rest and TLS 1.3 in transit.

Data Loss Prevention (DLP): Restricting unauthorized USB media and cloud uploads to prevent exfiltration.
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MONITORING 

•

SIEM Integration (NIST SP 800-137):

Centralized real-time log aggregation and 

correlation from cloud and endpoints.

•

OT/IIoT Anomaly Detection: Non-intrusive 

Intrusion Detection Systems (IDS) monitoring 

factory equipment without adding 

operational latency.
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RESPONSE 

•

Framework: Built upon NIST SP 800-61 Rev. 

2.

•

4-Phase Process:

•

Preparation: CSIRT formation & offline CAD 

backups.

•

Detection & Analysis: SIEM triage and threat 

classification.

•

Containment & Recovery: Subnet isolation, 

malware eradication, and backup restoration.

•

Post-Incident: Root-cause analysis within 72 hours.
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TRAINING AND AWARENESS 

ROLE-BASED TRAINING (NIST SP 800-
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SUSCEPTIBILITY.
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Role-Based Training (NIST SP 800-50): Specialized quarterly modules for procurement staff on invoice fraud and domain spoofing.





Simulated Phishing: Empirical evaluations to measure employee susceptibility.





Culture of Safety: Non-punitive reporting policy for rapid incident escalation.
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CONCLUSION 
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Summary: Defense-in-depth approach balancing security with manufacturing business continuity.





Strategic Value: Guarantees regulatory compliance, protects core IP, and ensures operational uptime.





Next Steps: Executive approval for policy adoption and technical control rollout.





image3.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

   




image4.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

        




image5.svg

  
.MsftOfcResponsive_Fill_000000 {
 fill:#000000; 
}

          




image1.jpeg







image2.png









conauwson






