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Summary

The introduction of the Internet protocol version 6 has brought many different improvements to the old Ipv4 rendering it more secure, innovative and solving the big issue of address exhaustion.
 This report aims to examine the characteristics of this new introduced protocol, analysing its composition, improvements and the different types of addressing available.
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1 Introduction	
With the arrive of the Internet, the creation of a communication protocol that could permit the transfer of information between two or more entities was necessary and the introduction in the 1974 of the Internet Protocol permitted to solve this matter. In 1983, after some experimental versions, the Internet Protocol version 4 (IPv4) was launched, a 32-bit addresses protocol that can host a maximum of 4,294,967,296 addresses. The IPv4 was created with the purpose to assign every single device connected to the network an IP, but during the years closer to the new millennium, technology improved and the Internet became a world always more accessible by all the users around the world and the large number of address generated with the Ipv4 soon started to be all occupied. It was just in the 2016, that there were more than 25 billion devices,3 billion users and less than the 98% of the addressing space occupied. With all these increasing number, it became urgent the need of new addresses and on the next year, the Internet Engineering Task Force (IETF) announced the creation of a new internet protocol that would have replaced the old IPV4; it was called IPv6 and it was officially a new Internet Standard. (Apnic, 2015)


2 IPv6
The IPv6 is 128-bit Internet Protocol that can host a maximum of 3.4×1038 addresses, with the incredible number of 340 trillion trillion trillion addresses. Its introduction has brought a different series of improvements in different aspects in comparation with the old IPv4, some of the most relevant are:
	
	IPv4
	IPv6

	Address Space
	Less than 5 billion addresses
	As mentioned before a multitude of trillions of trillions of addresses.

	Address configuration
	It is based on manual and DHCP configuration.
	The Ipv6 network configuration is simplified, an host  can establish it’s own unique address without any pre-configuration

	Security
	Security is based on patchwork of security methods
	The new protocol has been developed with a built-in security protocol called Ipsec

	Checksum field
	Available
	The Ipv6 has been designed for improved transmission efficiency eliminating the redundant Checksum field

	Mobile IP
	Mobile IPv4 is not direct between devices
	Mobile Ipv6 has been improved to create a direct connection between two hosts.

	Encryption and authentication
	Not provided
	Provided


(Bird, 2000)


2.1 Representation

Ipv6 addresses are represented in 8 groups of four hexadecimal digits, named segments, where each group can assume any value between 0 and FFFF and they are all separated by a colon like the following example: 2003:35de:63ab:7100:65a3:0000:0000:3527. In some cases, It is also possible to simplify an addresses through the “Zero Oppression” and Zero Compression”. (IBM, 2017)


2.2 Composition

		2001:0db8:3400:0e00	     :0000:00000:0788              /64						

 				Network		Address		        Prefix

· Network: The address shown above is associated with a network of which the first 64 bits of the address of all the interfaces begin with 2001:0db8:3400:0e00.
· Address: This part of the address indicates the address for devices on that network.	
· Prefix: All addresses in this network share the same first 64 bits. Those bits are called prefix and addresses with the same prefix are part of the same subnet. #citations





3 IPv6 addressing
IPv6 address can belong to three different categories depending the purpose they are assigned. Addresses can be Unicast, Multicast and Anycast; to note that there are no broadcast addresses in IPv6.


	3.1 Unicast, anycast and multicast addresses
	3.1.1 Multicast
- A multicast address is a one-to-many communication with the same functions as an Ipv4 broadcast address, indeed it is used when a single IP Packet is sent to multiple destination at the same time. It is easy to identify because it is depicted by the first 8 bits, all set to 1111 1111, ff in hexadecimal. All the next 8 bits instead, are divided in two parts called respectively Flag and Scope, where Flag can assume the value of 1 is the address is assigned temporally or 0 if it permanently and Scope , that arrange 15 different possibilities, where the most important are 1,2,4,5,8 and E, they indicate Node, link, Admin, Side or organization, or global scope, like shown in the picture below.
[image: ]
Picture from http://www.cisco.com/c/en/us/td/docs/security/fwsm/fwsm40/configuration/guide/fwsm_cfg/ports_f.html#wp1045362

  A typical prefix for amulticast address is ff00::/8 and there are also some well known multicast addresses used for specific devices, for examples:
		-ff02::1: All IPv6 devices										-ff02::2 All IPv6 Routers
(Graziani,2017)


	




3.1.2 Anycast Address
An anycast address is an address, with the same prefix as the unicast addresses as shown next, that is assigned to multiple interfaces from different nodes. When a packet is sent to an anycast address, it is forwarded to the closest devices having the same IP address. Anycast cannot be used as a source address of an Ip Packet and cannot be used by a host, only by devices. Anycast is also available in IPv4 and it was created to be used for services like DNS and HTTP but was never really completed as it was meant to be. (Graziani,2017)


	3.1.3 Unicast Address
· Unicast Addresses are used to uniquely recognize an interface of an Ipv6 device, for this reason a source IPv6 address must be unicast.
 Unicast addresses, for their particularity of being unique, have a different format that the other addresses, in peculiarity the introduction of a new prefix called Global Routing Prefix, as shown in the table below.
	Composition of a typical IPv6 Unicast address

	3 bits
	45 bits
	16 Bits
	64 Bits

	001
	Global Routing Prefix
	Subnet ID
	Interface ID



The global routing prefix is hierarchical created as it moves onward from the IANA (Internet Assigned Numbers Authority) to the Regional Internet Registry (Apnic, Afrinic,Arin, Lacninc, Ripe NCC), then Internet service providers , Local Internet Registry to finally arrive to a customer. At each step a small prefix is added, creating a unique prefix. (Murugesan,2010)

Unicast addresses are divided mainly in 3 vast categories: global unicast, link-local, unique local even if there are 3 small other categories that include: Loopback addresses, Unspecified Addresses and IPv4 Embedded addresses.
An important fact it is that thanks to the myriad of addresses available with IPv6 and it is very likely that virtually every machine attached to the network has at least a unicast address attributed to each interface. (Graziani,2017)


3.1.3.1 Global Unicast Address

Global unicast is synonym of IPv4 Public address, therefore these types of addresses play an important role in the Ipv6 addressing architecture. They are globally routable and accessible in the IPv6 Internet. Its address composition follow the structure above, with the first three bits that assume the binary value of 001, which in hexadecimal digit can become 2or 3, 2000::/3 is a typical address.
A global unicast address can be configured in different way:
· Manually
· Stateless Address autoconfiguration: the host creates its own address.		
· Stateful DHCPv6: the DHCP Server must be configured to obtain addresses.
3.1.3.2 Link Local

Link local addresses are unicast addresses that are used for forwarding packets over the local subnet and in order to do so addresses require to be unique within the same subnet but not beyond the link. 
 An important fact regarding Link local is that a device in order to be Ipv6 enabled must have a link local address, just one for interface. These addresses use the first 10 bits of the 128bits of the prefix, with the binary value of 1111 1110 10, making their prefix fe80::/10

3.1.3.3 Unique Local

Unique local addresses are the comparable to the Ipv4 private addresses. 
They are used for local addressing within a site or a defined number or sites for devices that will never need or have access from the Internet, they are independent of internet and any ISP. They can be used similarly as global unicast addresses through the NAT (Network Address Translation), but they are for private. 
The prefix used for these addresses is within the range FC00::/7 to FDFF::/7.

3.1.3.4 Other Addresses

· Loopback addresses: it is a unicast address represented will all -0s except the last bit which is set to 1. It is used to send IPv6 packets to itself, generally used for testing.
The compressed representation is: ::1 
· Unspecified addresses: it is a unicast address represented with all 0-s, used as source address to specify the absence of a address. It cannot be assigned to a physical interface or used as destination address. 


4 Conclusion

In summary, since its launch, IPv6 has brought improvements in addressing space, security, accommodation of multimedia application etc in an IPv4-world-based. According to the Internet Society, nearly half of a billion people use IPv6 today (Internet Society, 2018) with un unstoppable growth in networks and services that continues dramatically around the world. Currently its implementation continues, and it is likely that in a near future it will replace completely the old IPv4.
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	Ip addressing scheme 
	
	
	

	
	
	
	
	
	
	
	

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask
	
	

	Building A
	172.16.0.0/20
	172.16.0.1
	172.16.15.254
	172.16.15.255
	255.255.255.240
	
	

	Building B
	172.16.16.0/20
	172.16.16.1
	172.16.31.254
	172.16.31.255
	255.255.255.240
	
	

	Building C
	172.16.32.0/20
	172.16.32.1
	172.16.47.254
	172.16.47.255
	255.255.255.240
	
	

	
	
	
	
	
	
	
	


As mentioned in the requirements to, support 2000 users and future growth of the School of Management and Engineering, I have decided to apply a fixed subnet on a private class B address block in order to create a suitable addressing scheme.



Network topology
[image: ]




	Building A
	
	
	
	
	

	
	
	
	
	
	
	

	Lab no
	hosts
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	 
	 
	
	
	
	
	

	OAL
	252
	172.16.0.0/23
	172.16.0.1
	172.16.1.254
	172.16.1.255
	255.255.254.0

	308
	142
	172.16.2.0/24
	172.16.2.1
	172.16.2.254
	172.16.2.255
	255.255.255.0

	301
	62
	172.16.3.0/25
	172.16.3.1
	172.16.3.126
	172.16.3.127
	255.255.255.128

	309
	52
	172.16.3.128/25
	172.16.3.129
	172.16.3.254
	172.16.3.255
	255.255.255.128

	304
	47
	172.16.4.0/25
	172.16.4.1
	172.16.4.126
	172.16.4.127
	255.255.255.128

	306
	42
	172.16.4.128/25
	172.16.4.129
	172.16.4.254
	172.16.4.255
	255.255.255.128

	303
	38
	172.16.5.0/25
	172.16.5.1
	172.16.5.126
	172.16.5.127
	255.255.255.128

	302
	32
	172.16.5.128/25
	172.16.5.129
	172.16.5.254
	172.16.5.255
	255.255.255.128

	TC
	24
	172.16.6.0/26
	172.16.6.1
	172.16.6.62
	172.16.6.63
	255.255.255.192

	Staff
	22
	172.16.6.64/26
	172.16.6.65
	172.16.6.126
	172.16.6.127
	255.255.255.192

	310
	20
	172.16.6.128/26
	172.16.6.129
	172.16.6.190
	172.16.6.191
	255.255.255.192

	Servers
	8
	172.16.6.192/28
	172.16.6.193
	172.16.6.206
	172.16.6.207
	255.255.255.240

	N1
	4
	172.16.6.208/30
	172.16.6.209
	172.16.6.210
	172.16.6.211
	255.255.255.252

	N2
	4
	172.16.6.212/30
	172.16.6.213
	172.16.6.214
	172.16.6.215
	255.255.255.252

	N3
	4
	172.16.6.216/30
	172.16.6.217
	172.16.6.218
	172.16.6.219
	255.255.255.252

	N4
	4
	172.16.6.220/30
	172.16.6.221
	172.16.6.222
	172.16.6.223
	255.255.255.252

	N5
	4
	172.16.6.224/30
	172.16.6.225
	172.16.6.226
	172.16.6.227
	255.255.255.252

	N6
	4
	172.16.6.228/30
	172.16.6.229
	172.16.6.230
	172.16.6.231
	255.255.255.252

	N7
	4
	172.16.6.232/30
	172.16.6.233
	172.16.6.234
	172.16.6.235
	255.255.255.252

	N8
	4
	172.16.6.236/30
	172.16.6.237
	172.16.6.238
	172.16.6.239
	255.255.255.252

	N9
	4
	172.16.6.240/30
	172.16.6.241
	172.16.6.242
	172.16.6.243
	255.255.255.252

	N10
	4
	172.16.6.244/30
	172.16.6.245
	172.16.6.246
	172.16.6.247
	255.255.255.252

	N11
	4
	172.16.6.248/30
	172.16.6.249
	172.16.6.250
	172.16.6.251
	255.255.255.252


	
For the Building A, I have applied the VLSM for assigning at each lab the necessary number address always considering future growth.  I also have assigned addresses to the servers, each switch of the lab and Router
Building B
	
	
	
	
	
	
	

	Lab no
	hosts
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	301
	52
	172.16.16.0/25
	172.16.16.1
	172.16.16.126
	172.16.16.127
	255.255.255.128

	206
	50
	172.16.16.128/25
	172.16.16.129
	172.16.16.254
	172.16.16.255
	255.255.255.128

	205
	42
	172.16.17.0/25
	172.16.17.1
	172.16.17.126
	172.16.17.127
	255.255.255.128

	101
	42
	172.16.17.128/25
	172.16.17.129
	172.16.17.254
	172.16.17.255
	255.255.255.128

	103
	37
	172.16.18.0/25
	172.16.18.1
	172.16.18.126
	172.16.18.127
	255.255.255.128

	102
	27
	172.16.18.128/26
	172.16.18.129
	172.16.18.190
	172.16.18.191
	255.255.255.192

	STAFF
	27
	172.16.18.192/26
	172.16.18.193
	172.16.18.254
	172.16.18.255
	255.255.255.192

	cad
	22
	172.16.19.0/26
	172.16.19.1
	172.16.19.62
	172.16.19.63
	255.255.255.192

	N1
	4
	172.16.19.64/30
	172.16.19.65
	172.16.19.66
	172.16.19.67
	255.255.255.252

	N2
	4
	172.16.19.68/30
	172.16.19.69
	172.16.19.70
	172.16.19.71
	255.255.255.252

	N3
	4
	172.16.19.72/30
	172.16.19.73
	172.16.19.74
	172.16.19.75
	255.255.255.252

	N4
	4
	172.16.19.76/30
	172.16.19.77
	172.16.19.78
	172.16.19.79
	255.255.255.252

	N5
	4
	172.16.19.80/30
	172.16.19.81
	172.16.19.82
	172.16.19.83
	255.255.255.252

	N6
	4
	172.16.19.84/30
	172.16.19.85
	172.16.19.86
	172.16.19.87
	255.255.255.252

	N7
	4
	172.16.19.88/30
	172.16.19.89
	172.16.19.90
	172.16.19.91
	255.255.255.252

	N8
	4
	172.16.19.92/30
	172.16.19.93
	172.16.19.94
	172.16.19.95
	255.255.255.252

	
	
	
	
	
	
	


     
In the building B and C I have also applied the VLSM concept assigning addresses to each lab considering future growth, switches and Routers.
Building C
	
	
	
	
	
	
	

	Lab no
	hosts
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	409
	82
	172.16.32.0/24
	172.16.32.1
	172.16.32.254
	172.16.32.255
	255.255.255.0

	202
	82
	172.16.33.0/24
	172.16.33.1
	172.16.33.254
	172.16.33.255
	255.255.255.0

	203
	67
	172.16.34.0/24
	172.16.34.1
	172.16.34.254
	172.16.34.255
	255.255.255.0

	410
	47
	172.16.35.0/25
	172.16.35.1
	172.16.35.126
	172.16.35.127
	255.255.255.128

	404
	47
	172.16.35.128/25
	172.16.35.129
	172.16.35.254
	172.16.35.255
	255.255.255.128

	408
	30
	172.16.36.0/25
	172.16.36.1
	172.16.36.126
	172.16.36.127
	255.255.255.128

	205
	27
	172.16.36.128/26
	172.16.36.129
	172.16.36.190
	172.16.36.191
	255.255.255.192

	201
	22
	172.16.36.192/26
	172.16.36.193
	172.16.36.254
	172.16.36.255
	255.255.255.192

	Staff
	20
	172.16.37.0/26
	172.16.37.1
	172.16.37.62
	172.16.37.63
	255.255.255.192

	N1
	4
	172.16.37.64/30
	172.16.37.65
	172.16.37.66
	172.16.37.67
	255.255.255.252

	N2
	4
	172.16.37.68/30
	172.16.37.69
	172.16.37.70
	172.16.37.71
	255.255.255.252

	N3
	4
	172.16.37.72/30
	172.16.37.73
	172.16.37.74
	172.16.37.75
	255.255.255.252

	N4
	4
	172.16.37.76/30
	172.16.37.77
	172.16.37.78
	172.16.37.79
	255.255.255.252

	N5
	4
	172.16.37.80/30
	172.16.37.81
	172.16.37.82
	172.16.37.83
	255.255.255.252

	N6
	4
	172.16.37.84/30
	172.16.37.85
	172.16.37.86
	172.16.37.87
	255.255.255.252

	N7
	4
	172.16.37.88/30
	172.16.37.89
	172.16.37.90
	172.16.37.91
	255.255.255.252

	N8
	4
	172.16.37.92/30
	172.16.37.93
	172.16.37.94
	172.16.37.95
	255.255.255.252

	N9
	4
	172.16.37.96/30
	172.16.37.97
	172.16.37.98
	172.16.37.99
	255.255.255.252

	N10
	4
	172.16.37.97/30
	172.16.37.98
	172.16.37.99
	172.16.37.100
	255.255.255.252

	Rc
	4
	172.16.37.101/30
	172.16.37.102
	172.16.37.103
	172.16.37.104
	255.255.255.252









Assigning IPv6 Address to servers

	
	
	Unique Local                                                 
	
	Global Unicast
	

	DNS
	
	fc00: 73:af3a:2ca1::4e
	
	
	  2000::1a06:de79::ed
	

	Email
	
	Fc00: 73:af3a:2ca1::e3a
	
	
	2000:1a:6fae:2f3a:1:2ed::
	

	Finance
	
	Fc00: 73:af3a:2ca1:2a1
	
	
	2000:1a:6fae:2f3a:2:6::
	

	Registry
	
	Fc00: 73:af3a:2ca1:e3a
	
	
	2000:1a:6fae:2f3a:3:ed::
	

	File server
	Fc00: 73:af3a:2ca1:76a
	
	
	2000:1a:6fae:2f3a:4::ed
	

	Print server
	Fc00: 73:af3a:2ca1:a31
	
	
	
	




Considering that Link local Addresses are auto-generated from the devices, and that not all servers require a direct access to the internet (Global Unicast) but they are all reserved for private use(Unique local), I have assigned both addresses to all servers except the Print server.
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