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Introduction
[1] “Dangerous for you and highly profitable for hackers, Ransomware has taken over as today’s no. 1 security threat. Attacks and infection attempts have spiked over the past few years, and will continue to do so as each version seems to get more powerful and more destructive.”
[2]”The first recorded ransomware attack occurred in 1989, when evolutionary biologist Joseph Popp infected floppy disks with the AIDS Trojan and distributed them to fellow researchers. The malware didn’t run immediately, but instead waited until victims booted their PCs 90 times. Finally, it encrypted all system files and asked users to pay $189 to undo the damage. Luckily, experts came up with tools to remove the malware and decrypt infected files.”
This report aims to educate and inform you on the threat, types and prevention of ransomware, in particular crypto wall. At the end of this report a recommendations section will be included so you can find which antivirus software fits your needs. 
What is Ransomware?
Ransomware is essentially malware designed to either lock you out of your computer or encrypt your files, meaning you can’t access them. Either way it wants one thing, your hard earned money. If you want this big bad wolf of a virus to go away you’re going to have to pay a pretty penny. [3]”The earliest variants of ransomware were developed in the late 1980s, and payment was to be sent via snail mail. Today, ransomware authors order that payment be sent via crypto currency or credit card.” There are different types of ransomware all with slightly different purposes. [4]” The most dangerous ransomware attacks are caused by WannaCry, Petya, Cerber, Locky and CryptoLocker ransomware.” Though there are many different types as stated earlier they all have one common purpose, to take your money. Ransomware can evolve and update to resist different security methods






How is it spread?
Ransomware is most commonly sent through emails, [5]” Email is one of the main infection methods. Be wary of unexpected emails, especially if they contain links and/or attachments.”[6]” Malspam uses social engineering in order to trick people into opening attachments or clicking on links by appearing as legitimate—whether that’s by seeming to be from a trusted institution or a friend. Cybercriminals use social engineering in other types of ransomware attacks, such as posing as the FBI in order to scare users into paying them a sum of money to unlock their files.” So be extremely careful when opening email from suspicious sources, especially ones that have attachments.  Other methods include malicious websites and web advertising [7]” Another popular infection method, which reached its peak in 2016, is malvertising. Malvertising, or malicious advertising, is the use of online advertising to distribute malware with little to no user interaction required. While browsing the web, even legitimate sites, users can be directed to criminal servers without ever clicking on an ad. These servers catalogue details about victim computers and their locations, and then select the malware best suited to deliver. Often, that malware is ransomware.” All these methods require you as a user to open them they cannot begin to be installed without some unsuspecting and unintentional input on your part. So stay vigilant and aware as any strange attachments could mean the difference between a healthy computer or an infected one. [8]” The most common ways in which Ransomware Trojans are installed are, Via phishing emails or As a result of visiting a website that contains a malicious program.”

Crypto wall
Cryptowall is very nasty form of ransomware that, once installed, will scan your system for data files and encrypt them. Effectively this prevents you from accessing any of these files which could range from word documents to precious information such as passwords. [9]” When you are first infected with CryptoWall it will scan your computer for data files and "encrypt" them using RSA encryption so they are no longer able to be opened. Once the infection has encrypted the files on your computer drives it will open a Notepad window that contains instructions on how to access the CryptoWall Decryption Service where you can pay a ransom to purchase a decryption program. The ransom cost starts at $500 USD and after 7days goes up to $1,000. This ransom must be paid in Bitcoins and sent to a Bitcoin address that changes per infected user”. Like most other forms Cryptowall is most commonly distributed via emails.

How to prevent attacks
Preventing attacks is somewhat straight forward as most up to date antivirus programs can successfully deal with this malware. The following actions can help a lot with the protection of your data.
1. Backup your data
A wise man once said, “If data doesn’t exist in three places it doesn’t exist at all”. This statement is one to live by especially if you are the owner of a large business or corporation. Simply purchasing a USB drive or an external hard drive can you can easily backup data. Ensuring that if you do get attacked by this malware you have you data safely backed up and ready to be reinstalled, after you’ve cleaned you system of course. [10] “If you have the forethought to properly utilize backups, bully for you! You are the ransomware authors’ worst nightmare. If everyone followed your example, ransomware would be dead by now.”
2. Keep your antivirus software up to date
This one is pretty self-explanatory, by keeping your software up to date you can keep up with the new and evolving forms of ransomware. [11] “The bad guys know about weaknesses in the software on your PC before you do. And they try to use them to get on your machine. It's called exploiting vulnerability. Patching removes the vulnerability. If you’re asked if you want to update your software – Do. It. Now. Waiting only helps the bad guys.
3. Don’t click on email attachments
Now this is a tricky one, obviously if you are a worker in a large company some valuable information or programs may be sent by email to you which you have to use. If you suspect an email attachment isn’t legit check who it’s from. If it’s from a co-worker or a boss who you recognise then it should be ok, however it never hurts to check with them. If it’s from your bank or another company that you have had dealings with then contact them. If they say they haven’t sent an email to you then it’s a hacker posing as that company in which case do NOT click on the attachment. Most companies have a way of wording and laying out emails a fake one should be pretty easy to spot. Also companies will never ask for things like passwords.
4. Don’t pay the ransom straightaway
Think about your options first, look around and see what you can do. Most ransomware can be removed or decrypted for free!

Conclusion and Recommendations
In conclusion the risk of a ransomware threat is an ever growing one, with the advancement of technology and accessibility it has become a bigger problem than ever before. Hopefully this report has educated you about the ins and outs of ransomware. With a careful approach and a vigilant mind you can stay protected from the risk and many other too.
Recommendations: Malwarebytes, Avast, Kaspersky, Norton, AVG, McAfee, Bitdefender
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