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The application was designed to allow users to update records of vehicles, registered keepers, vehicle registrations, tax information, and tax payments. Admin users have access to all operations whilst non-admin users are restricted to specified operations which are provided by a DTO. All requests must be authenticated with an authorization header containing a valid bearer token. 

Bearer tokens can be generated by making a request to the Keycloak server endpoint: http://localhost:8180/auth/realms/RoadTaxManagementService/protocol/openid-connect/token with form encoded key value pairs containing a client_id, username, password, and grant_type. The client_id is found within the Keycloak dashboard in the clients page this is also the name of the realm. The username and password belong to a user created in the users page. The grant_type is set to “password”.

The roles are defined in the roles page, in this application two roles were defined: app-admin, and app-user. The app-admin user was also given role-mappings as the app-user user, this was so that the admin user is able to inherit all permissions given to a non-admin user. The functionality of each role is implemented within the spring boot application. The SecurityConfig.java file overrides the configure method to control access to the url endpoints. All requests besides swagger API documentation must be authenticated, and only the roadtax and payments endpoint is accessible by users with the app-user role. All other endpoints and methods can only be accessed by a user which has the app-admin role. 

[image: Graphical user interface, text, chat or text message

Description automatically generated]


When a request is made to an API endpoint the role of the user is extracted from the token to determine whether the user is allowed to access the resource or not. The below screenshot shows a pre-request script written on Postman which makes a request to the Keycloak server and retrieves and sets the access_token as an environment variable. The access_token can then be used to authenticate any requests to the road tax management service API from within the Postman collection.
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A non-admin user has access to the two endpoints mentioned above. The roadtax endpoint provides information regarding vehicles’ road tax status. When a user makes a request to this endpoint they receive a list of RoadTaxDTOs which are made up of a vehicle’s registration mark, sorn status, and road tax status. 

[image: Text

Description automatically generated]

The RoadTaxDTO gets its information by using the getter methods for the vehicle registration object. The roadTax attribute is determined within the RoadTaxDTOService by calculating the time difference between the registrationExpiry date contained within the vehicle registration and today’s date.

The RoadTaxDTOService also contains a second method to get vehicles by their registration mark and view their tax status. A get request to the dynamic endpoint “roadtax/{reg}” submits a post request for a vehicle with the registration mark extracted from the url path. 
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The vehicle repository is first checked to see if the vehicle exists, and if it does it converts it to a road tax DTO. 
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The Tax Payment DTO combines information from the Tax Bands table, Vehicle Registration table, and Tax Payment Table. When a user makes a get request to this endpoint all tax payments are retrieved from the tax payments repository and is then converted to a TaxPaymentDTO by the TaxPaymentDTOService. A tax payment contains a tax band and a vehicle registration, from which relevant fields are extracted and set within the TaxPaymentDTO. 
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Automated documentation was created using OpenAPI, this can be accessed by all users whether they are authenticated or not and can be reached at the “swagger-ui” endpoint. 

[image: Graphical user interface, text, application

Description automatically generated]


image6.png
o R LUTTgETatiin | =L ey LUTg et imsial
public RoadTaxDTO getVehicle(String vehicleRegistrationMark) {
Boolean vehicleDoesExist = vehicleRegistrationRepository.existsByVehicleRegistrationMark(vehicleRegistrationMark);

if (vehicleDoesExist) {
return convertToRoadTaxDTO(vehicleRegistrationRepository.findByVehicleRegistrationMark(vehicleRegistrationMark));
¥

return null;
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"paymentDate": "2020-01-01",
"vehicleRegistrationMark": "mm1l41lgg",
"taxBandLetter": "c",

"rate": 150
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Api Documentation ®

[ Base URL: localhost:8080/ ]
http://localhost:8080/v2/api-docs
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protected void configure(HttpSecurity http) throws Exception {
http.cors().and().authorizeRequests()

// No authentication for swagger-ui
.antMatchers (AUTH_WHITELIST) . permitAll()
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.anyRequest () .authenticated() .and() . oauth2ResourceServer() . jwt ju
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pm. sendRequest ({
url: pm.environment.get("TokenUrl"),
method: 'POST',
body: {
mode: 'urlencoded',
urlencoded: [
{key: "client_id", value: pm.environment.get("OAUTH_CLIENT_ID"), disabled: false},
{key: "username", value: pm.environment.get("OAUTH_USERNAME"), disabled: false},
{key: "password", value: pm.environment.get("OAUTH_PASSWORD"), disabled: false},
{key: "grant_type", value: pm.environment.get("OAUTH_GRANT_TYPE"), disabled: false},

function (err, res) {
pm.environment.set("AuthToken", res.json().access_token);

if (err) {
pm.environment.set("error", err
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"roadTax": true,
"sorn": true,
"vehicleRegistrationMark": "mm1l41lgg"
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@RequestMapping("/roadtax/{reg}")

public RoadTaxDTO getVehicleByRegistration(@PathVariable("reg")String reg) {
RoadTaxDTO vehicle = roadTaxDTOService.getVehicle(reg);

return vehicle;




