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1.0 [bookmark: _Toc71062320]Worksheet 3 Task 1: Understanding NTFS and Share Permissions. 
[image: ][image: ]This task is started by booting up client 1, logging in, and navigating to the (C:) drive.











[image: ]










A new folder is created named ‘Dept_Important_Docs’.
[image: ]

Within the folder a text box is created named ‘Important_File’. 
[image: ]





Permissions are then set on the folder and file to restrict access to those who require it for their job. This was done by right clicking the folder and choosing properties, then the security tab is clicked. 
[image: ]










[image: ]Access permissions are set which will allow the network admin to have full control permissions, whereas regular users will only be able to read the file without editing it. This is done to protect data. To do this, the advanced button was clicked, then disable inheritance, then remove all inherited permissions from this object.
[image: ]









[image: ]New permissions will now be added to the file to allow the system administrator access. This is done by clicking on edit and then add. The current user account’s username is entered. Full control is then given. 




	



[image: ]This is what it looks like when a user doesn’t have permission to view or edit the file:












As shown below, the user now has editing permissions for the file. 
[image: ]







[image: ]The second user created in worksheet 2 will now be given permissions for this file, albeit more limited permissions. The steps from before are followed except this user is given every permission barring the ability to modify the file.  










[image: ]Using the admin account, KG, modifying the file is possible. 






Using the user account EB, the contents of the file can be viewed and written in but the file itself can’t be modified. 
[image: ]










Share permissions will now be set up via server 1. 
[image: ]Server manager is opened, and a new folder share is created on the server. 










	

[image: ]The share is then set up by selecting the ‘Quick’ option, and then setting a server path.
[image: ]








[image: ]A share name is then specified, this being ‘DeptNetShare$’ as instructed. 














Enable access-based enumeration and Allow caching of share options are enabled on the next page. Access-based enumeration will allow a user to see files they have access to when offline as it saves the files on the local machine. It will also only display files that user has access rights to. 
[image: ]






On the permissions page, the administrator is given full control, and the two created user accounts are given read and execute access. 
[image: ]












[image: ]The share is then finalised and created. 
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On Client 1, This PC is right clicked and ‘Map network drive’ is selected. The default drive letter is accepted and the full file share name is given. 
[image: ]
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[image: ]The share is now fully set up. 








	

2.0 [bookmark: _Toc71062321]Task 2: Utilising Group Policy Management Console to better facilitate network object management.
A network group policy will be configured using server 1. First, an Organizational Unit will be created to create a hierarchical structure of Active Directory. This is done by going into ‘Active Directory Users and Computers’, and right clicking on nwtraders.msft and creating a new organisational unit called ‘Non Admin Users.’
[image: ]
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[image: ]A new user is then created inside. 

















After the new user is created, ‘Group Policy Management Console’ is opened and within GPMC, the domain is expanded, and the group policy is located. 
[image: ]











	

‘Non Admin Users’ is right clicked, and a new group Policy Object is selected. This is named ‘NoCtrlPanAccess’. 
[image: ]




[image: ]This new policy is then edited and ‘Prohibit access to Control Panel and PC settings’ was opened. 











[image: ]The option is then enabled and applied. This is done to prohibit the user from accessing any settings that could compromise security or system efficiency by sabotaging settings and force closing important tasks in the control panel. 













A command was then entered in the command prompt to force refresh the system to test settings without having to reboot. 
[image: ]







Over on Client 1 it was double checked that the control panel couldn’t be opened from the user in the non admin users group, Control panel couldn’t be accessed. 
[image: ]
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Switching back to sever 1, ‘Group Policy Management Console’ was opened again and a new object was created.
[image: ]





The policy was edited, and ‘Prevent Access to the Command Prompt’ was enabled. This is to stop regular users from accessing the command prompt to stop them from circumventing the control panel block, incase they know the commands to edit important things without the need of a GUI. 
[image: ]












The system was once again refreshed from the command prompt to detect new policies and the command prompt was tested on the user who had access to it disabled. It prompted an admin to enter their details to access it.
[image: ]








The third policy is to disable removable media drives to prevent viruses from being transferred from a user to the system, be it on purpose or an accident. The steps from before were followed, creating and enabling a new policy called ‘NoRemDriveAccess’. 
[image: ]













The system was then refreshed and a USB memory stick was tested. This was done by navigating to the bar at the top of the vm, selecting devices, and then the USB. It produced an error so could not be properly tested. 
[image: ]









	





Next, the user was restricted from installing software by using the same process as before to stop them from doing things like playing games when they’re meant to be working, or installing viruses. 
[image: ]










The system was refreshed using command prompt and an install was tested. It required an admin to enter their login details. 
[image: ]


















[image: ]Finally, a policy enforcing passwords was created to enhance the security of the corporation. This applies many factors when creating a password such as minimum length and complexity. This was done by using the GPO and navigating to password policy and setting up the applicable settings. 
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[image: ]A new user account was then tested to attempt to enter a password shorter than 10 characters to test that the policy worked. The policy worked and the minimum password character limit was enforced.




	






[image: ]Here are all of the policies created:












[bookmark: _Toc71062322]3.0: Task 3: Observational Tasks
3 a)
Local permissions (NTFS) allow a local user to manage a local server’s resources based on rights and permissions that are assigned to the account. Whereas file shares and share permissions allow a user to see files on a drive and grants access to them on a user-by-user basis.
3 b)
Group policy management allow a system administrator to set up policies for other users. These can restrict access to functions and programs that a user might use to misbehave on the network, or accidentally install a virus. Policies can be set for multiple different groups depending on their job and position in the business hierarchy. For example, an admin should be able to access the command prompt but a regular user should hardly ever need it and if they do, they can ask a technician to solve their issue.  
3 c)
Microsoft suggests a password is at-least 8 characters long, doesn’t contain any personal information about the user, doesn’t contain a complete word, is different from previous passwords the user might have created, and contains uppercase letters, lowercase letters, numbers, and symbols. [1]









References

[1] 	Microsoft, “How to create a strong password for your Microsoft account,” Microsoft, [Online]. Available: https://support.microsoft.com/en-us/account-billing/how-to-create-a-strong-password-for-your-microsoft-account-f67e4ddd-0dbe-cd75-cebe-0cfda3cf7386. [Accessed 4th May 2021].
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