Artificial Intelligence in Digital Forensics: Opportunities and Limitations
[bookmark: _j3kcplrj6r48]1. Introduction 
[bookmark: _xm75thz03pnt]1.1 Context and Background
Comprehension of the Field.
Digital forensics (DF) is a highly specialised field of Cybersecurity that deals with identifying, preserving, analyzing, and presenting digital evidence in a way that can be utilized by investigators and the legal system. As modern society is rapidly becoming digitised, DF has become a necessity towards resolving cybercrime, fraud, data breach, and other offences inspired by technology. Conventional forensic methods are very manual and thus time consuming and inefficient in dealing with large and complex datasets like system logs, network traffic, and multimedia files.
The development of Artificial Intelligence (AI) and machine learning (ML) has had a major impact on the development of digital forensics [1]. AI methods make it possible to automatize the routine activities, such as evidence triage, classification and detecting anomalies. These functions can enable the investigator to work with large volumes of data more effectively and see concealed patterns that would not have been readily revealed during the time-consuming manual analysis. Consequently, AI is progressively being considered as an essential facilitator of digital forensic practice modernisation.
Current Developments
The recent developments in Artificial Intelligence have profoundly altered digital forensics as they allow studying intricate data on a more massive scale automatically and in bulk. Empirical evidence has shown that deep learning models and in particular convolutional neural networks (CNNs) can have a precision of about 90 92 in image based open tasks that involve forensics and a precision of around 85 88 in text based evidence extraction, showing high-quality results in a variety of data types.
Moreover, the deepfake detection mechanism fuelled by AI has demonstrated more than 90 percent accuracy in a controlled experimental setting, indicating the potential of such mechanisms to detect any type of manipulated digital content [2]. Multi-modal approaches to forensics, incorporating evidence gathered by logs, network, and file systems can be used to enhance the reliability of detection by improving the use of context and minimizing false positives. These innovations enable investigators to prioritize on pertinent evidence in the process of investigating time sensitive cases in a more efficient manner.
Nevertheless, application to real-world data is irregular, and models are falling to 6070 percent accuracy on complex or hidden data, which shows issues with generalisability. Moreover, explainability of advanced AI models and the unavailability of standardised forensic data remain limitations to their trustworthiness and their acceptance in court [3]. These issues provide reasons why AI systems should be developed to be robust, interpretable, and forensic and courtworthy.
[bookmark: _c5j479xxf8ky]1.2 Research Problem
Problem Statement
Digital forensics is experiencing huge potential opportunities in terms of efficiency and accuracy in analysis of evidence through the use of Artificial Intelligence but it is still a disjointed and idea with limited practical use. The existing literature generally concentrates on attention to the isolated forensic activities, e.g., a classification or outlier identification, instead of assessing AI in the entire body of the forensic investigation. This leaves a gap of knowledge of how AI systems can effectively work within a real-world, full-end forensic process [4].
More so, the amount and complexity of digital evidence are on the rise, and they demand scalable and automated solutions, but the current forensic practices cannot adequately address them. The main problem is striking a balance between performance and transparency as most AI models are also black boxes, and their output can hardly be interpreted in a legal setting. Thus, the ultimate issue to be resolved in this study is how to conceive an AI-based digital forensic model that would lead to improved efficiency and accuracy in investigations, but at the same time, be explainable, reliable, and should be admissible in the court of law.
Current Challenges 
Although this has been achieved, there are still a few challenges that can impair the seamless implementation of AI in the digital forensics field. The unavailability of publicly available and standardised forensic datasets is one significant limitation that impacts reproducibility and generalisability of AI models (Digital Forensics literature). The quality of the data and bias also affect the quality of the model, resulting in dissimilar results with different settings (Galante et al., 2023; Casino et al., 2022).
Complex AI models have a lack of explainability which is another critical issue. Research indicates that the black-box character of deep learning systems not only diminishes the trustworthiness of their investigators but their admissibility in a legal court as well (Solanke, 2022; Fähndrich et al., 2023). Also, AI systems can be adversarially manipulated, which casts doubts on the credibility of forensic evidence (Rizvi et al., 2022).
Furthermore, there is some literature based on human AI collaboration; almost no studies indicate that the researchers are at the center of the decision-making process. Lacking built-in systems that would unify robotization with human control is another barrier to its practical implementation. The complexities highlighted by these difficulties underscore the importance of powerful, interpretable, and legally acceptable AI-based forensics solutions.
[bookmark: _sj9jvp139vdg]1.3 Research Aim and Objectives
[bookmark: _e1q3jtd5qa30]Aim
This study is expected to lead to the design, construction and testing of a digital forensic framework that retains efficiency and accuracy in investigations based on AI, and can guarantee explainability, rigor, and legal admissibility of findings [5].
SMART Objective 
	Objective
	Specific
	Measurable
	Achievable
	Relevant
	Time-bound

	To develop a theoretical framework for AI-assisted digital forensics
	Define Data-Model-Decision structure
	Framework completeness
	Based on literature
	Addresses integration gap
	Weeks 1–2

	To construct a multi-modal forensic dataset
	Combine logs, files, network data
	Dataset size & quality metrics
	Using available sources
	Supports model training
	Weeks 2–4

	To implement AI/ML models for forensic tasks
	Apply classification & detection models
	Accuracy, precision, recall
	Using Python/ML tools
	Improves automation
	Weeks 4–8

	To evaluate model performance and robustness
	Test against benchmarks & attacks
	Performance metrics
	Standard evaluation methods
	Ensures reliability
	Weeks 8–10

	To analyse explainability and legal applicability
	Apply XAI techniques
	Interpretability measures
	Existing XAI tools
	Supports admissibility
	Weeks 10–12


[bookmark: _de4ui3s35k3h]1.4 Importance of the Study.
Significance of the Study. 
Artificial Intelligence in digital forensics is also an urgent development step towards the increasingly complex and large digital-investigation presentations. This study is important since it directly addresses weaknesses of contemporary methods of forensics, which is frequently unable to deal with massive amounts of heterogeneous data and is not highly automated. Proposals through the creation of an AI-based system that provides both high performance and interpretable results are important in refining the reliability and disclosure of a forensic analysis [6].As an academic contribution to the field, the study will help to fill the major gaps identified in the literature, especially the absence of an end-to-end assessment of AI systems in digital forensic practices and a lack of standardized approaches to implementing AI into human decision-making. It moves the theoretical mastery forward presenting a conceptualized manner incorporating data healthiness, model execution and the ability to interpret the decision level.
In a socio-cultural perspective, the study has significant implications on the law enforcement, cybersecurity and justice system. More efficient reactions to cybercrime, fraud, and other digital misconduct can be enhanced by improving the accuracy and speed of digital investigations. Moreover, by making AI generated evidence interpretable and admissible in court, one will create trust among investigators, law professionals and the general populace, which, in turn, will enhance overall integrity of the forensic processes.
Potential Applications 
The results of this study have a number of applications in terms of both operational and technical aspects. The given AI-based framework could be applied to primarily automate the evidence triaged in law enforcement and incident response, allowing to find the important digital artifacts during the investigation more quickly [7]. This is capable of saving a great deal of time in investigation and enhancing efficiency in making decisions in time sensitive cases.
The framework can supplement the process of detecting threats and conducting forensic analysis through multi-modal data sources, which results in more effective detection of malicious events in the area of cybersecurity. Also, the integration of explainable AI approaches aids in the creation of more transparent systems that can be relied upon in the court, enhancing the acceptability of digital evidence.
The study can also help advance the creation of the standardised methodologies and tools of AI-driven digital forensics to enable innovation and adoption in the future. These applications in general point to the ability to enhance the technological potential and practical usefulness in the digital forensic setting.
[bookmark: _uxe77y1bck3i]2. Literature Review
[bookmark: _l3zdwjouzwpq]2.1 Literature Review: Introduction.
The current literature review focuses on the use of Artificial Intelligence in digital forensics whereby the goal is to uncover major trends, research methodology, and research gaps. The reviews concentrate on works published within the period between 2022 and 2026 with sub-areas including network forensics, multimedia forensics, and artificial intelligence-based evidence analysis [8].
The literature has been structured thematically to critically analyse four key areas include the role of AI in enhancing forensics efficiency, the necessity of multi-modal integration of AI, the explainability and legal admissibility challenge, as well as the issue of data quality and generalisation. Both qualitative and quantitative research are believed to be used to make comparisons of results using other research situations and methodologies. This method will allow us to grasp the full picture of how AI has improved digital forensic activities and to outline gaps in the perspectives.
[bookmark: _pe3fmohx7ci9]2.2 Theme 1: AI-Driven Efficiency and the Challenge of Evaluation and Reproducibility
The digital forensics of implementing Artificial Intelligence in digital forensics have enhanced rapidity and effectiveness of the investigation procedure. Machine learning and deep learning are artificial intelligence methods that can be used to perform automatic evidence sifting, categorising evidence, and searching anomalies to help save time on massive data sets (Nayak, 2024; Galante et al., 2023). Rizvi et al. (2022) similarly show that AI is superior in the fast processing of network traffic, which is crucial in cyber investigations [9].
Although its advantages are present, a significant shortcoming noted by the literature is the unstandardised evaluation and reproducibility. Fähndrich et al. (2023) complain that different studies employ variable approaches and data sets that complicate comparison of findings. Although quantitative studies are accurate when subjected to controlled conditions, both qualitative studies highlight that real-world settings of forensics introduce variability that may impact performance (Saxena et al., 2023).
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Figure 1: AI in digital forensic 
(Source:https://www.hawkins.biz/insight/ai-digital-forensic-investigations/ )  
Such a juxtaposition indicates that despite the obvious advantages of AI in terms of efficiency, the lack of unified evaluation systems constrains its trustworthiness. Thus, enhancing reproducibility and validation is a key issue to practical application in digital forensic infrastructures.
[bookmark: _9o8xoomfyxne]2.3 Theme 2: Multi-Modal Integration for Comprehensive Digital Forensic Analysis
Contemporary digital forensic investigations include investigations into various data types, such as files, memory dumps, or network traffic, and many research studies have garnered growing interest in multi-modes AI methods. Studies demonstrate that the simultaneous combination with various types of data yields better detection rates and allows gaining deeper contextual insights (Tyagi et al., 2024; Akeiber, 2025). To illustrate, Rawat et al. (2023) reveal that multi-source data helps to increase fraud detection in a complicated environment, whereas Jain (2024) indicates better classification results with combined datasets [10].
[image: ]
Figure 2: The opportunities of AI in digital forensic 
(Sourcehttps://innefu.com/ai-in-digital-forensics-whats-changing/ )  
Nonetheless, though there is consensus on the advantages of multi-modal systems, there are still considerable constraints. According to Dunsin et al. (2022), the complexity of systems, integrating data and computational needs, especially in constrained environments, presents challenges. To add to it, a majority of studies target discrete data modalities, and not complete end-to-end forensics. Casino et al. (2022) highlight that the absence of consistent frameworks restricts the practical use of the multi-modal approaches. What this implies is that although multi-modal integration is a significant prospect in the evolution of digital forensics, more studies are necessary to design scalable and all-encompassing systems that can be used in real-life forensic cases [11].
[bookmark: _g0pnt2bapaxg]2.4 Theme 3: Explainability and User-Centric Evaluation for Legal Admissibility
Explainability is a vital parameter implementing AI in digital forensics especially in legal matters where evidence is required to be understandable and justifiable. As Solanke (2022) emphasizes, black-box has decreased the level of trust and restricted the admissibility of many AI models in court. Likewise, Tiwari et al. (2025) highlight the significance of explainable AI (XAI) in holding accountable and open forensic analysis.
Aman and Winslow (2016) state that user-oriented assessment such as interpretability and usability is crucial in validating AI outputs in the literature and there is strong consent on this matter. Nonetheless, there are variations in strategies suggested to deal with this problem. There is a proposal to follow post-hoc approaches to explanation, as well as to use naturally descriptive models (Fahndrich et al., 2023).
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Figure 3: Digital forensic for cyber  
(Source: researchgate.net/figure/Leveraging-AI-in-Digital-Forensics-to-combat-Cybercrime_fig1_389171610 )  
Moreover, studies indicate that there is a disparity between the technical and legal views. Models with respect to transparency and ethical considerations are more prioritised in legal-centric research, but not as much as model accuracy in technical studies (Parycek et al., 2024). This alienation makes it evident that interdisciplinary schemes are needed to harmonize performance and explainability [12].
In general, the literature suggests that at present, the application of AI to legally sensitive forensic investigations regarding explainability is not fully deployed unless the mechanisms in place are effective.
[bookmark: _hxhibgij7yze]2.5 Theme 4: Data Quality, Bias, and Generalisation Limitations in AI-Based Forensics 
The quality and availability of data are critical aspects that determine the performance of AI models in digital forensics. According to Casino et al. (2022) and Galante et al. (2023), one of the key limitations to reproducibility and benchmarking is the absence of standardised and publicly available datasets. The same researcher, Akeiber (2025) remarks that biased or incomplete datasets may influence the accuracy and reliability of models dramatically.
The quantitative studies tend to present good performance with respect to particular datasets, but it can be unlikely to be the same across settings and various cases of work. Scanlon et al. (2023) emphasize the newly formed risks of using AI-generated data, such as the misinformation and manipulation, which makes the process of forensic analysis even more complicated.
By comparison, a qualitative study focuses on ethical issues, such as bias of data, privacy, and the risks of AI technologies abuse (Ahmed Alaa El-Din, 2022). These results suggest that there is an obvious gap between the controlled experimental settings and real-life usage.
In digital forensics, the absence of multiple and representative datasets curtails the generalizability and a trustworthy AI system. These challenges need to be addressed to create powerful, generalisable, and reliable AI-based forensic solutions [13].
[bookmark: _ko1vx7l512r2]2.6 Theoretical and Technical Frameworks.
The existing research in AI-supported digital forensics is informed by a blend of machine learning concepts, data-driven data modelling and decision-support systems. To complete a task like classification, anomaly detection, and pattern recognition, existing studies emphasise supervised and unsupervised learning models (Rizvi et al., 2022; Jain, 2024). Convolutional neural networks (CNNs) and recurrent neural networks (RNNs) are deep learning methods that when utilized in multimedia and network forensics make complex and high-dimensional data processable (Tyagi et al., 2024).
Yet, these technical methods are frequently not narrative to decision-level process, especially in regards to explainability and legal certification. This study uses a Data-Model-Decision (DMD) framework as a way of handling this limitation, as that offers a methodized way of implementing AI-assisted digital forensics.
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Figure 4: Data–Model–Decision (DMD) framework
(Source: https://nam-info.com )  
· Data layer concerns about the quality of the data, reliability of the source, and privacy concerns, and solves a problem with bias and limitations of the datasets.
· The model layer focuses on explaining, integrating explainable AI (XAI) techniques on accuracy, robustness, and explainability (Solanke, 2022).
· Human verification, ethical considerations, and legal admissibility in decision layer make AI outputs readable and allowed in a court of law [14].
This framework broadens the current models because it clearly associates technical performance and human-centric and legal needs.
[bookmark: _4bc8gj1runsg]2.7 Connection with the Study.
The study expands on the current literature, by answering key gaps observed in the literature, especially the absence of end-to-end frameworks in digital forensics. Although the previous literature concentrates on enhancing the performance of models or a particular forensic activity, the current study uses the holistic view, using multi-modal data analysis, explainable AI, and decision-level validation [15].
This study focuses on the balance of performance, transparency, and legal admissibility unlike the previous work that tend to prioritise accuracy over interpretability. The proposed DMD framework presents a systematic approach that introduces a systematization of the technical process to meet the human and legal needs thus filling the gap between the theoretical study and practical application.
This research and its combination of data quality, model explainability, and decision-making steps provide a new insight into the creation of reliable and trustworthy artificial intelligence to digital forensic investigations.
[bookmark: _hiavzjr8mwsl]2.8 Literature Summary
To conclude, digital forensic investigations have been made more efficient and capable with AI as the literature shows. Nonetheless, issues concerned with evaluation, integration, explainability and data quality do not exist.
Although it appears that the possible advantages of AI are heavily agreed, differences in outcome between quantitative and qualitative results and/or in the context of the various studies are common. These gaps indicate that it is necessary to integrate a single framework that will blend the technical performance with transference and legal adherence. This paper expands on these lessons to create a more pragmatic and holistic approach to AI based digital forensics.
[bookmark: _c4ytx4jk3nrc]3. Methods
[bookmark: _hgv6nyl0gh2u]3.1 Introduction to Research Methods.
This paper will use a mixed-methods research design that incorporates both quantitative and qualitative methods in analyzing the use of Artificial Intelligence in digital forensics. The quantitative element is interested in measuring the performance, efficiency and strength of AI models using statistical measures, the qualitative element is interested in measuring interpretability, usability and legal applicability. This method suits the chosen research topic since digital forensic systems cannot just be highly technical, yielding results, which are easy to read and comprehend during an investigation and the subsequent trial [16]. The purely quantitative method would not reveal problems of explainability and human interaction whereas the purely qualitative method would not offer quantifiable evidence of performance. The combination of both methods, therefore, will guarantee a thorough evaluation according to the aim of the research.
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Figure 5: Mixed method 
(Source: https://methods.sagepub.com/book/mono/mixed-methods-research-a-guide-to-the-field/chpt/three-what-is-mixed-methods-research-considering#_ )
[bookmark: _mnzqh7b9v5cy]3.2 Research Strategy
The paper adheres to a software development/experimental research approach with the aspects of case-based assessment. The software development aspect entails the design and execution of an AI based digital forensic system that can be used to analyse multi-modal data. The experimental part serves to test performance of various machine learning and deep learning models in controlled conditions [17]. The strategy is appropriate since the research tends to create and experiment with a working system as opposed to purely looking at theoretical concepts. Experimental techniques permit objective comparison of models with structured data, whereas case-based testing of the system assures that the system is evaluable in real-life forensic applications. This is an integrated approach that increases the technical validity and practical relevance of the research.
[bookmark: _9iy8zuw670o9]3.3 System Architecture and Design.
To fulfill the research objective, the research deploys a Data-Model-Decision (DMD) architecture that offers a framework to digital forensics that is AI-enabled in a systematic manner. Data layer has the role of gathering, pre-processing and validating multi-modal data such as logs, network traffic and file system artefacts. It is the level where challenges linked with data quality, integration, and ethical adherence are covered. The model layer is centered around creating and implementing machine learning and deep learning methods to classify, detect anomalies and patterns [18]. Both basic models, like Random Forest and Support Vector Manager, and more advanced models, like Convolutional Neural network together with Long Short-Term memory networks are used. The decision layer combines explainable AI methods, human-level verification, and legal to ensure the outputs are human-interpretable and can be used in forensic and judicial applications. This architecture is a direct response to literature gaps by relating technical performance to transparency and decision making needs.
[bookmark: _5b4p2xqb41x9]3.4 Data Analysis and Evaluation Methods
The research utilizes both quantitative and qualitative methods of data analysis and evaluation. To conduct quantitative evaluation, we use the performance metrics of accuracy, precision, recall, F1-score and ROC-AUC, which give us the complete picture of the model efficiency. Generalisability is guaranteed by applying cross-validation methods whilst paired t-tests are used to compare model performance. The interpretation of results is supported with the help of the visualisation techniques such as confusion matrices and ROC curves [19].
Besides the performance evaluation, robustness testing is performed that adds noise and data perturbation to determine how the models will work under a problematic environment. Ablation tests are also conducted to identify the contribution of certain features towards the overall performance. Efficiency is evaluated by processing time analysis, which allows to compare AI-based solutions with traditional ones.
The evaluation of qualitative accent is based on usability and interpretability. Explainable AI methods are used to predict the way decisions are made, making sure that the output can be understood by the investigators. This comes in especially well with the area of digital forensics where it is crucial to ensure transparency and admissibility of evidence in court. With an integration of these two evaluation approaches, the study will balance the evaluation of both technical performance and practical applicability.
[bookmark: _vw8j2ca5at7t]3.5 Materials
[bookmark: _rmpz18dddz9s]3.5.1 Research Data
This paper uses multi-modal digital forensic datasets to capture the nature of real-life investigation. Sources that are publicly available, including the CICIDS dataset, which is devoted to the detection of network intrusion, and the Digital Corpora repository, which includes file and memory artefacts are used. These datasets are common in Digital Forensics studies, and they offer various, labeled data that are applicable to train and test AI models [20]. The data is accessed via the repository and programmed loaded, and subsequently, it is preprocessed with Python-based tools. This involves cleaning of data, normalisation, extraction of features and class imbalance through SMOTE (Synthetic Minority Over-sampling Technique).
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Figure 6: SMOTE (Synthetic Minority Over-sampling Technique)
(Source: https://www.researchgate.net/figure/llustration-of-synthetic-minority-oversampling-technique_fig2_343326638 )
These datasets are selected in a fitting manner since they encompass various data types such as network traffic, logs and file artefacts, relative to the aim of constructing a multi-modal forensic framework. They can be reproduced by anyone and compared with other existing literature since they are publicly available. Pandas and NumPy tools allow manipulating and transforming large data sets effectively and help perform quality feature engineering.
Anonymised, publicly available data is used to minimise the need to be exposed to sensitive or personal information, addressing the ethical considerations. The research adheres to principles of data privacy, data confidentiality, and reasonable use, but also considers and addresses the possible data bias by adhering to balanced sampling and providing transparent reporting.
[bookmark: _9sc3uqbin6wo]3.5.2 Software
It is implemented with Python as a main programming language because of its flexibility and a wide range of support to develop AI. This is with some of the major libraries such as TensorFlow and Keras involving deep learning models and Scikit-learn involving baseline machine learning algorithms like random forest and support vector machine [21]. Pandas and NumPy are leveraged to carry out the data processing step, and Matplotlib and Seaborn are leveraged to present performance graphs and analytical information as visualisation tools. In order to confirm the reliability of results, the statistical testing is performed with the help of SciPy.
The study itself is being done in the Google Colab environment which is also an integrated coding, experimenting and documentation platform. This atmosphere helps to make reproducibility, transparency, and accessibility better because it is possible to store and share experiments in notebooks.
[bookmark: _iz2a5z63mm]3.5.3 Hardware Requirements
The analysis uses the cloud based computing infrastructure as opposed to specific local infrastructure. Colab makes both the GPU and TPU acceleration available, which is critical when training computationally expensive deep learning models in a cost-effective manner. This is a scalable and inexpensive solution and it is able to process large datasets without involving the use of specialised hardware.
data sets with no need of specialised hardware.
Although preprocessing can be run on local systems, most model training and evaluation systems are run through resources provided by cloud computing [22]. This guarantees consistency, scalability, and efficient performance, aligning with the overall research aims of creating a strong and reproducible AI-based digital forensic framework.
[bookmark: _4nk3j77imzie]4. Expected Outcome
[bookmark: _hx3fnkxdjser]4.1 Anticipated Results
In spite of the fact that this research is at the proposal phase, it can be expected that a number of outcomes can be determined, as based on the literature reviewed, and the suggested methodology. One would anticipate that embedding Artificial Intelligence in an organized Data–Model-Decision (DMD) platform will witness enhanced efficiency and accuracy of digital forensic inquiries in contrast to traditional analysis.
In particular (when used on multi-modal forensic data), AI-based models like Random Forest, Support Vector Machine, and deep learning structures (CNN/LSTM) should be able to classify evidence with a higher degree of accuracy and can more quickly triage evidence. It is expected that multi-modal data integration will result in a better understanding of the context and increase detection reliability and decrease false positives [23].
Additionally, the explanation AI (XAI) tools are likely to generate interpretable results, allowing investigators to interpret and confirm model findings. This is especially noteworthy in forensic situations where legal admissibility necessitates transparency. It is also believed that robustness testing and ablation studies would reveal the most meaningful features in determining model performance towards more trusted and improved forensic systems.
[bookmark: _rdump4gk7wun]4.2 Implications
This study has theoretical implications and practical implications relating to expected findings. In theoretical terms, the study will probably lead to the creation of comprehensive strategies of data processing, model performance and/or decision making procedures in digital forensics. We believe that the proposed DMD architecture will contribute to the future of knowledge combining technical models of AI with human-oriented forensic decision-making [24].
In practical terms, the research can enhance the process of digital investigation in various areas, including cybersecurity, law enforcement, and incident response. Greater automation and quicker evidence processing can help timely detect cyber threats and digital crime, whereas more accurate results may minimise the error rate of the investigation. Combined with the explainability, integration builds the admissibility of the law and makes the work of investigators and judicial officials more trustworthy.
Also, because public datasets and reproducible experimental methods were utilised in the research, this is likely to impact the community of research by enhancing standardisation and comparability in AI-based digital forensic research. This can stimulate additional benchmark and common structures advancement.
[bookmark: _54ecagyq91x8]4.3 Limitations
Although there are expected contributions, there are various shortcomings that are likely to be experienced. A significant limitation is associated with data appropriateness and quality because data released publicly might not capture in dependency all the intricacies of a real forensic situation. This can have an impact on the generalisability of the findings [25].
The other constriction regards the trade-off of the model accuracy and explainability. Although sophisticated models can achieve greater levels of performance, they can also decrease interpretability, which can be problematic to accept in courts. Besides, scaling of some deep learning methods might be limited by computational limitations, even with cloud-based resources. Recreating real-world forensic conditions might additionally be difficult because laboratory conditions cannot completely reflect the variability and uncertainty of real investigations. Lastly, the scope and applicability of the research might be affected by ethical and legal considerations, such as data privacy and bias.
All in all, these constraints can outline future research opportunities and also support the necessity to create strong, transparent, and viable AI-driven digital forensic solutions.
[bookmark: _7ispnjit8g3c]5. Timeline (Project Plan and Milestones)
The project will be accomplished within 12 weeks and well defined phases that will include data preparation, model development, evaluation, and final reporting. The schedule provides a logical flow of activities in line with the research objectives and process.
	Weeks
	Phase
	Key Activities
	Expected Milestones

	Weeks 1–2
	Data Collection & Ethics Approval
	Collection of multi-modal digital forensic datasets, data preprocessing planning, and obtaining ethical approval and compliance clearance
	Approved datasets and ethical clearance secured

	Weeks 3–5
	Baseline Model Development
	Feature extraction, implementation of baseline models (Random Forest, SVM), initial training and testing
	Baseline models developed with preliminary results

	Weeks 6–8
	Advanced Model Development & Explainability
	Development of deep learning models (CNN/LSTM), integration of explainable AI (XAI) techniques, model optimisation
	Advanced models implemented with interpretability features

	Weeks 9–10
	Evaluation & Validation
	Performance evaluation using accuracy, precision, recall, F1-score, robustness testing, and human-in-the-loop validation
	Validated model performance and user evaluation results

	Weeks 11–12
	Analysis & Final Presentation
	Synthesis of results, formulation of recommendations, report writing, and preparation of final presentation
	Final report and presentation completed


Project Resources
To effectively carry out this project, it is necessary to have a blend of technical, data and human resources:
· Hardware: GPU/TPU-enabled cloud systems to train deep learning models available and enough storage on cloud systems.
· Software: Python, machine learning models (TensorFlow and PyTorch), data scrutinizing applications, data annotation applications.
· Data: Access to curated digital forensic data, under the correct licensing and ethical permission.
· Human Resources: Advice provided by a scholarly supervisor and the use of knowledge by the professionals in digital forensics.
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