Assignment Title:   Innovation & Research

Student Name: Muhammad Ameer Faisal

 Student ID number:2335795

 Programme: BSc Applied Computing 
 
Module: Changemakers: Creativity and Value Creation Module 
Code: ACCA5033

 Lecturer: Dr. Fahad Ahmad 

 Word count: 2500
 Submission deadline: Friday, 28th November 2025
 













Ideation & Mind Map (~600 Words)
In the rapidly evolving field of cybersecurity, innovation is essential—not only to keep pace with emerging threats, but also to build tools that creatively anticipate and neutralize them. My project centers on developing an AI-assisted network threat-detection tool, exploring how creativity and technical innovation combine to produce real-world value.
1. Innovation & Society
Technological innovation drives profound change in society. Breakthroughs in automation, machine learning, and real-time analytics fuel new economic opportunities, reshape security systems, and improve efficiency in areas like healthcare and communications. As Schilling (2020) argues, such innovations enable large-scale “automation and optimisation” that were unimaginable just a decade ago. Alongside technological innovation, social innovation reminds us of the ethical and sustainable dimension: building tools that protect individuals and communities, address digital risks, and promote responsible usage. Creative problem-solving underpins both: embracing divergent thinking, lateral thinking, and, increasingly, human–AI co-creation. Creativity is not just a spark; it is the foundation of meaningful innovation (Sawyer, 2019).
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2. Innovation & the Self
On a personal level, working on this project supports future employability in computing: as cyber-threats grow, the ability to design AI-powered defence systems has become a highly valuable skill. Through this work, I will grow in digital literacy, critical thinking, and coding ability, while deepening my understanding of emerging technologies. The motivations behind my innovation stem from curiosity about AI, frustration with existing threat-detection tools, and a personal interest in building something that matters.
3. Key Computing Areas
Four major areas of computing inform the project:
· Cybersecurity: I focus on threat detection, network monitoring, and leveraging intrusion-detection frameworks.
· Artificial Intelligence: Techniques like neural networks, unsupervised anomaly detection, and supervised learning are central to detecting suspicious behavior.
· Software Development: Building the GUI and dashboard requires solid full-stack design, UI/UX planning, and DevOps practices.
· Networking: To detect anomalies, I need a foundation in packet inspection, flow analysis, and understanding network traffic characteristics.
4. Personal Interest Areas
My personal interests align closely with the project’s goals. I am fascinated by how AI improves digital security, especially through automation of repetitive or tedious tasks (e.g., scanning logs). I enjoy working with real-time data, which is critical for early threat detection. Above all, I want to build a practical tool that could be used by organizations—rather than just a theoretical model.
5. Project Ideas
From this intersection of innovation, personal motivation, and technical domains, several project ideas emerged:
· An AI-based phishing email classifier.
· A cyber-risk scoring dashboard that visualizes vulnerabilities.
· A blockchain-based identity verification system.
· A secure authentication tool using biometrics.
· A gamified cybersecurity training app.
· A password-strength visualisation tool.
· AI-driven network anomaly detection — this is the project I selected.
6. Selected Project: AI-Assisted Network Threat-Detection
The core of my project is an AI-assisted network threat detection tool. It will:
· Use machine learning (e.g., clustering, autoencoders) to identify anomalous network traffic.
· Provide real-time alerts to security teams when suspected malicious behavior arises.
· Render a visual dashboard to show threat trends, anomalies over time, and statistical summaries.
· Potentially integrate with existing security infrastructure (e.g., SIEM systems) to enhance its practicality.
This project addresses a pressing challenge: cyber threats are becoming more sophisticated. Traditional signature-based systems often miss novel or zero-day attacks, but AI can help catch anomalies that don’t fit known patterns (Scarfone & Mell, 2021). I am motivated to build this project because of its real-world relevance, its alignment with my interests in AI, and its potential to make a meaningful impact in cybersecurity.
7. Diagram / Mind-Map  
To visually map out this project and all its ideation branches, you can use an existing mind-map template. A useful and related diagram is the NIST Cybersecurity Framework mind map, which can serve as a foundation or inspiration. 






















NIST CYBERSECURITY FRAMEWORK
                                   (CSF 1.1)
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      ┏━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┻━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┓

 IDENTIFY                          PROTECT                         DETECT
 ───────────                       ───────────                     ───────────
 • Asset Management                • Access Control                • Anomalies & Events
 • Business Environment            • Awareness & Training          • Security Continuous Monitoring
 • Governance                      • Data Security                 • Detection Processes
 • Risk Assessment                 • Info Protection Processes
 • Risk Management Strategy        • Maintenance
 • Supply Chain Risk Management    • Protective Technology

      ┗━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┳━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┛
                                        ┃
      ┏━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┻━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━┓

 RESPOND                          RECOVER
 ───────────                      ───────────
 • Response Planning              • Recovery Planning
 • Communications                 • Improvements
 • Analysis                       • Communications
 • Mitigation
 • Improvements

TASK 2 – AIM, OBJECTIVES & RESEARCH AREA (~600 words)
    
1. Aim and Objectives
Aim
To design and evaluate an AI-assisted network threat-detection tool that identifies anomalous traffic patterns as potential cybersecurity threats and provides actionable alerts via a user interface.
Objectives
1. To conduct a comprehensive literature review of current academic and industry approaches for AI-based intrusion detection systems (IDS), including anomaly detection techniques.
2. To collect, clean, and pre-process a labelled dataset of network traffic, ensuring it is suitable for training machine learning models.
3. To develop a prototype machine-learning model (e.g., random forest, convolutional neural network (CNN), or autoencoder) for detecting anomalous traffic.
4. To build a simple but effective user interface (UI) that visualizes detected threats and generates real-time alerts.
5. To evaluate the prototype based on detection accuracy, false-positive rate, and computational performance (e.g., inference time, resource usage).
6. To critically reflect on ethical issues, including data privacy, potential model bias, and the tradeoffs in using AI for security.

2. Research Philosophy
The most appropriate research philosophy for this project is Pragmatism. Pragmatism acknowledges that both quantitative and qualitative methods are useful, especially in applied computing tasks (Saunders et al., 2019). This philosophy supports:
· Real-world application of theory, because the project is not purely theoretical but aims to build a functional tool.
· Iterative prototyping, allowing for repeated testing, feedback, and refinement.
· Mixed-methods research, combining quantitative evaluation of model metrics (accuracy, false positives) with qualitative feedback (e.g., user interface usability).
· Researcher flexibility, enabling adaptation as new findings or challenges emerge.
This aligns with the engineering design cycle and innovation thinking, as described by von Stamm (2020), where iteration, feedback, and adaptability are key to refining technological solutions. [image: Overview on Intrusion Detection Systems Design Exploiting Machine Learning  for Networking Cybersecurity]

3. Research Tools, Databases & Search Strategy
To build a strong foundation of background research, I will use the following tools and databases:
General Academic Resources
· Google Scholar — for broad literature coverage across AI, cybersecurity, and IDS.
· OpenAlex (formerly Microsoft Academic) — for updated metadata and citation networks.
· Semantic Scholar — for smart discovery of influential or recent work.
Computing-Specific Databases
· IEEE Xplore — a primary source for machine-learning and cybersecurity research (e.g., autoencoder + random forest anomaly detection). IEEE Xplore
· ACM Digital Library — for software engineering, systems design, and applied computing research.
· ScienceDirect — for network security, traffic analysis, and applied AI in cyber defense.
Industry & Standards Sources
· NIST publications — particularly their guidance on Intrusion Detection and Prevention Systems (IDS/IPS).
· ENISA (European Union Agency for Cybersecurity) — for reports on the evolving threat landscape, risk assessments, and recommended cybersecurity frameworks.
Search Strategy
· Use Boolean operators in queries such as:
· "AI" AND "intrusion detection" AND "anomaly detection"
· "machine learning" AND "network traffic" AND "cybersecurity"
· Apply filters to narrow down to the most relevant research:
· Publication date: last 5 years
· Peer-reviewed articles
· Subject area: Computing, Cybersecurity
· Use snowballing technique: once a key paper is found, I will explore its references and subsequent citations to find additional, relevant work.
This multifaceted strategy ensures a rigorous and up-to-date literature foundation for designing the AI-assisted tool.

4. Research Area & Rationale
This project sits at the intersection of cybersecurity, machine learning, and human–computer interaction (HCI). The core research area involves anomaly-based intrusion detection: rather than relying on predefined signatures, the system will learn to distinguish “normal” from “abnormal” behavior using AI. Anomaly-based IDS are powerful because they can detect previously unseen attacks. Wikipedia+2PubMed+2
Recent research supports the feasibility and effectiveness of hybrid and AI-driven IDS. For example, Chiriac et al. (2025) propose a modular intrusion detection system using generative adversarial networks (GANs) plus XGBoost, tailored for high-throughput environments. MDPI Studies have also shown that oversampling techniques, combined with ensemble models and feature embedding, can improve detection on large, imbalanced datasets. SpringerOpen Moreover, deep-learning hybrid models (e.g., autoencoders + classifiers) have demonstrated strong performance on very large network-traffic datasets. PubMed
Ethical and practical concerns are also highly relevant. The use of real network data raises privacy issues, while AI models may introduce bias or misclassify traffic, causing false alarms. There is also the risk of adversarial attacks against ML-based IDS, which must be considered (e.g., evasion techniques). arXiv
By situating the project in this research space, the tool aims to contribute both technically (through model design and system integration) and ethically (through reflection on how AI should be deployed in security-sensitive contexts).
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TASK 3 – RESEARCH STRATEGIES (~600 words)
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AI-generated content may be incorrect.]
Q1. Validity, Reliability, Generalisability & Ethics
Validity
To ensure the validity of the AI-assisted intrusion detection system, several strategies will be applied. First, I will use recognised benchmark datasets such as NSL-KDD or CIC-IDS, which are widely used in academic research and reflect diverse network-attack scenarios. Second, I will use cross-validation techniques (e.g., k-fold) during model training to reduce overfitting and ensure that results hold across different data splits. Third, I will select features that realistically reflect real-world network activity, following best practices in feature engineering (e.g., packet size, flow duration, protocol types) as emphasised by Kim et al. (2020). These measures will help the IDS’s performance reflect meaningful, externally valid threat-detection capabilities.
Reliability
Reliability is critical in machine-learning systems, so I will maintain consistent preprocessing pipelines (handling missing values, standardising features, encoding categorical data) and document all model configurations (hyperparameters, training epochs, random seeds). I will run repeated tests — for example, training and evaluating the model multiple times with different seeds — to check model stability and ensure that performance is not due to chance. This reduces variance in results and builds confidence in the robustness of the system.
Generalisability
To assess generalisability, I will evaluate the model on both the training set (via cross-validation) and a completely unseen test set, ideally from a different dataset or subset. Using diverse traffic samples — e.g., benign traffic, various types of attacks, different durations, and network environments — will help test whether the model generalises beyond the data it was trained on. Additionally, I will compare performance across different model architectures (e.g., random forest vs. autoencoder vs. neural network) to understand which models generalise best. Evidence from recent studies shows that many machine-learning-based intrusion detection systems fail to generalise across datasets: Layeghy & Portmann (2022) report that none of seven tested models generalized over different benchmark datasets. arXiv Moreover, feature sets matter: research by Sarhan, Layeghy & Portmann (2021) found that standard feature sets may improve generalisability and interpretability via explainable AI methods (SHAP). arXiv
Ethical Considerations
Ethics will be a core part of the project. Key issues include:
1. Data privacy — ensuring that traffic logs contain no personal identifying information. Sensitive data must be anonymized or excluded, in line with ethical guidelines (e.g., those from NIST).
2. Dual-use risk — the tool could theoretically be misused by malicious actors, so I will embed responsible disclosure practices and consider abuse-mitigation strategies.
3. Transparency and explainability — model decisions should be explainable to users and administrators. Using interpretable techniques (e.g., feature importance, SHAP values) helps make alerts meaningful and trustworthy.
4. Responsible AI governance — I will follow ethical AI principles such as accountability, oversight, and auditability. This aligns with broader frameworks for trustworthy AI: models should be explainable, robust, and aligned with human values. Wikipedia
5. Ethical integrity in research — to avoid pitfalls like over-optimistic results, I will document all hyperparameter tuning and train-test splits, minimizing risks like “data snooping” or biased parameter selection. ACM-Communications warns about these common pitfalls in ML for security. Communications of the ACM

Q2. Research Strategy & Pilot Method
Research Strategy
This project adopts a mixed-methods experimental strategy. Quantitatively, it will measure model performance using standard metrics (e.g., accuracy, precision, recall, ROC/AUC). Qualitatively, it will gather user feedback on the interface, alert usability, and perceived utility. This dual approach supports both technical validation and user-centered evaluation, reflecting a pragmatic philosophy that values both numerical evidence and human experience.
Data Collection Methods
· Technical data: I will use established network-traffic datasets (e.g., CIC-IDS, NSL-KDD) for training and evaluation.
· Prototype evaluation: A small group of users (e.g., security analysts or students) will interact with the tool and provide feedback.
· Pilot testing: The pilot will involve:
1. A short questionnaire to assess ease of use, clarity of alerts, and overall satisfaction.
2. Open-ended feedback on potential improvements and user concerns.
I will include pilot feedback in an appendix and refine both the UI and model reporting based on that feedback—iterating the design before formal evaluation.

Q3. Types of Analysis
Quantitative Analysis
· Use descriptive statistics (mean, variance) to summarise traffic distributions and dataset characteristics (e.g., number of attack vs benign flows).
· Compute machine-learning evaluation metrics: accuracy, precision, recall, F1-score, ROC-AUC.
· Perform a confusion matrix analysis to understand types of misclassifications (false positives, false negatives).
· Use feature-importance scoring (e.g., via SHAP or built-in model methods) to identify which features contribute most to anomaly detection.


Qualitative Analysis
· Conduct a thematic analysis of user feedback: code responses into themes such as ease-of-use, clarity, trust, and concerns.
· Use open coding to categorize user comments and extract patterns in how users interpret alerts, their suggestions, and fears.
· Interpret these insights to guide improvements in UI design, alert messaging, and transparency features (e.g., add pop-up explanations for why a flow was flagged).

 



















PROJECT PROPOSAL SECTION
Validity, Reliability, Generalisability, Ethics, Research Strategy, Pilot Method & Types of Analysis
(~600 words)

1. Validity, Reliability, Generalisability & Ethical Considerations
Validity
To ensure validity, the project will employ recognised and academically accepted datasets such as NSL-KDD or CIC-IDS, which provide structured and labelled traffic covering a wide range of attack types. Using validated datasets helps ensure content validity, as the traffic samples represent real-world behaviours commonly analysed in cybersecurity research. Methodological validity will be reinforced through the use of cross-validation techniques, such as k-fold cross-validation, to assess how well the model generalises across different data partitions. Following Kim et al. (2020), carefully engineered features—including flow duration, protocol flags, payload length, and statistical summaries—will be chosen because they reflect meaningful network activity and contribute to construct validity.
Reliability
Reliability will be maintained by applying a consistent, documented preprocessing pipeline throughout the project. This includes standardised steps for handling missing data, normalising numerical features, encoding categorical variables, and splitting datasets into train/test sets. All machine-learning model configurations (e.g., hyperparameters, learning rate, batch sizes, seeds) will be recorded to ensure reproducibility. The models will be trained and evaluated multiple times under the same conditions; stable results across these repetitions will indicate system reliability.
Generalisability
Generalisability is critical for intrusion detection systems, as attacks evolve and traffic varies across environments. To ensure this, the model will be tested using unseen test sets and diverse traffic profiles, verifying that performance is not limited to the training data. Furthermore, the project will compare different architectures (e.g., Random Forest, CNN, Autoencoder) to identify which approaches generalise more effectively. Studies have shown that many IDS models struggle to generalise beyond their training datasets, so testing across varied samples is essential to produce robust outcomes.
Ethical Considerations
Ethical issues play an important role in cybersecurity research. First, data privacy must be protected by ensuring datasets contain no personal identifiable information (PII), in accordance with guidance from NIST (2021). Second, the project must avoid producing a dual-use tool that could be misused by malicious actors; therefore, only defensive capabilities will be implemented, and documentation will emphasise responsible use. Third, the transparency and explainability of model outputs must be considered. Users should understand why a traffic flow was flagged as malicious, and techniques such as feature-importance scoring or SHAP values may support this clarity. Lastly, responsible disclosure practices will guide how findings—especially vulnerabilities or potential weaknesses—are communicated.

2. Research Strategy & Pilot Method
Research Strategy
This project adopts a mixed-methods research strategy, integrating both quantitative and qualitative approaches. Quantitatively, model performance will be assessed using statistical and machine-learning metrics, ensuring technical rigour. Qualitatively, user impressions of the interface and usefulness of alerts will be collected to ensure that the system is not only accurate but also practical and user-friendly.
Data Collection Methods
Data will be gathered from structured network-traffic datasets for model development and from users during prototype testing. A pilot user study will be conducted, in which a small sample of participants interacts with the tool. They will complete a short questionnaire evaluating aspects such as ease of use, clarity of alerts, and perceived usefulness. Open-ended feedback will further reveal usability issues or concerns. Insights from the pilot will be documented in an appendix and used to refine the interface and reporting features.

3. Types of Analysis
Quantitative Analysis
Quantitative methods will include descriptive statistics (mean, variance, distributions of attack categories), performance metrics (accuracy, precision, recall, F1-score), and confusion matrix analysis to identify false positives and false negatives. Feature-importance or explainability techniques will also be used to understand model behaviour and justify decisions.
Qualitative Analysis
Qualitative analysis will involve thematic analysis of pilot feedback. Comments will be coded into categories such as ease-of-use, clarity, problems, suggestions, or trust. These themes will help interpret user perceptions and guide iterative improvements to the interface and alert system
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