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[bookmark: _Toc228869183]1. Introduction

Cybercrime is becoming a growing threat to businesses and organisation with attacks becoming more targeted and powerful due to the assistance of AI [1]. The reason for these attacks could be to obtain financial details, steal personal data or even disrupt infrastructure to deny services [2]. In times where cyber-attacks are evolving and becoming more and more threatening for businesses of all sizes shows the importance of making systems secure and defendable against such attacks [1]. The aim of this report is to present a strategic, evidence-based plan for transitioning an organisation like Vigilant Trust & Asset Management to a Zero Trust security approach. 


[bookmark: _Toc228869184]2. Identification of Modern Threats

VTAM seems to be facing a rapidly evolving threat landscape as cyber-attacks are evolving with more and more forms of attacks that affect individuals and large businesses [3]. This section hopes to present and explain potential common threats that have great affect on organisation such as VTAM.
Ransomware as a service RaaS is a form of business model that has industrialized extortion by selling professional ransomware programs to malicious users. Ransomware is a common threat, and this model only proliferates the issue [4].
AI-powered social engineering is a form of social engineering with the use of ai software that helps enhance the attack. With the use of ai attacks are now becoming more personalized, effective and scalable [5]. Experts begin to say that ai-based bot could potentially create perfect phishing messages tailored for specific targets [6].
Supply chain attack is a common attack where a compromised vendor and their product be that hardware or software they sell is breached and when sold to an organisation like VTAM it could further breach and compromise their systems [7].
Cloud adoption / Hybrid Work are both widely used in most organizations in the modern day however these methods have risks to them that unless managed properly could threaten an organization. Hybrid work means that employees can work from home or in other public spaces which could certainly be convenient however it has the potential to increase the attack surface and present more vulnerabilities for an attacker to exploit [8]. With the use of cloud computing businesses can become more organized but unless the correct measures and configurations are setup data breaches can be both common and devasted for said businesses [9]

[bookmark: _Toc228869185]3. Modern Security Policies

This section will present modern security policies that should be used to create a secure environment for organisation and businesses to adopt and use. The following polices will be based on the Zero Trust model that focuses on resource protection and that trust should never be granted without verification [10]. They should all align with best practice standards of NIST CSF and CISA [11] [12].
Identity & Authentication Policy requires the use of strong authentication and the implementation of identity validation for applications and devices [11] [13].
Least Privilege Access Policy is used to ensures that user accounts and systems are only provided the minimum privileges necessary [13]. 
Continuous Monitoring & Verification Policy is implemented to evaluate access to devices, applications and user accounts by in real time administrators to enforce systems and ensure any suspicious access can be adjusted or even revoked quickly [11] [13].
Network Segmentation divides networks into multiple smaller zones to help contain threats that have breached one network from affecting the other divided networks [13].
Data Protection Policy focuses on protecting information through the use of encryption, strict access controls and monitoring traffic flow [13].
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Figure 1: CISA Zero Trust Maturity Model [14]
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To mitigate threats, businesses and organizations need to begin adopting advanced technical security measures to safeguard digital assets and sensitive data from the evolving cyber threats of current digital age. The following sections below should help provide the mitigation needed for businesses to keep secure [15].
Multi-Factor Authentication is a security measure that requires users to authorize their access by either requiring them to enter a password, a security key or even potentially a biometric information such as a fingerprint [15]. 
Security Information and Event Management is a security solution that provides an in-depth overview of a organisations security posture by granting the ability to detect, investigate and respond swiftly to incidents [16] [17]. 
Cloud Security Posture Management allows for continuous monitoring of cloud-based environments for any misconfigurations. It assists with identifying risks by automating visibility allowing for uninterrupted monitoring, threat detection and efficient misconfiguration fixes [18].
Endpoint Detection and Response is a highly important measure as endpoints are always the first thing to be attacked in a cyber-attack. By installing EDR agents on all devices a security administrator could monitor behaviour, detect malware and isolate any compromised systems automatically [15].  
Combining the measures detailed above should ensure a layered defence strategy that hopefully reduces risks from cyber threats while improving detection and security overall.


[bookmark: _Toc228869187]5. Monitoring and Incident Response

As mentioned in previous sections 24/7 monitoring, threat detection and rapid incident response are all integral with maintaining protection for organisations against the rising threat of cyber-attacks. The use of integrated tools such as SIEM and SOAR can help provide businesses with security it needs [16] [17] [19]. Below is an outlined plan to setup a system with 24/7 monitoring, threat detection and threat response.
1. Centralize Logs – deploy a SIEM platform that will allow for the collection of centralized logs from endpoints, network, cloud and applications [17].
2. Create Detection Rules – define and create rules that respond to known threats such as suspected breach activity and misconfigured endpoints [20]
3. Enable 24/7 Monitoring – Implement a security operations centre (SOC) to maintain 24/7 monitoring for sings of known exploits and suspicious activity [21].
4. Automate Alert Enrichment – deploy a SOAR platform to automate low-level, time-consuming tasks such as alerts prioritization [19].
5. Orchestrate Response Playbooks – build a SOAR playbook to create predefined security procedures to deal with common threats [19].
6. Continuously Improve – work on improving security by holding post-incident reviews, update procedures and playbooks can help uncover and strengthen weaknesses [22].
[image: Understanding the SIEM Process Flow Diagram | Senghor TCHUINTE posted on the  topic | LinkedIn]Figure 2: SIEM Process Flow [26]
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To create and effective security training program for employees of an organization to be aware and stay alert of popular cyber-attacks such as phishing emails and vishing the program has to be continuous, engaging such as videos or scenario-based exercises to keep interest and improve retention of knowledge [23] [24].
The key components of the program should cover ways to defend yourself against phishing, using strong passwords, securing your devices and finally reporting any incidents that might have occurred. These key areas can be applied to an organisation no matter the size of the business or the type of business it is [25]. 
Below is a helpful infographic from the National Cyber Security Centre that should present the information needed for employees to stay alert against cyber threats.
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Figure 3: Stay Safe Online [25]
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In conclusion it seems with the rising threats of cyber-attacks with the enhancement of ai its essential for organisations such as VTAM to increase the security to protect themselves and their assets. Through the use of adopting the zero-trust architecture, that combines a wide range of security policies (Least Privilege, Continuous Verification) with technical mitigation measures (MFA, EDR, CSPM) and the use of 24/7 monitoring through tools like SIEM and SOAR an organisation such as VTAM can hopeful secure itself from modern attacks. However, it seems the most important protection measure for an organisation is employee training which transforms security from just a static defence to a dynamic one that can protect assets and integrity in the face of evolving attacks. 
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Top tips for staff

Regardless of the size or type
of organisation you work for,
it'simportant to understand

how to defend yourself from

cyber attacks.

The advice summarised to the

right s applicable to your
working life and your home
life.

o\

2.|National Cyber

apart of GCHQ

Use strong
passwords

Criminals will try the most
ccommon passwords (e.g.
passwordi), or use publicly
available information to try and
access your accounts. If
successful, they can use this
‘same password to access your
oother accounts.

9

¥

- Create astrong and memorable
password forimportant accounts,
such as by combining three.
random words. Avoid using
predictable passwords, such as

dates, family and pet names.

- Use aseparate password for your
work account. if an onfine account
‘gets compromised, you don't want
the criminal to also know your work
password.

- Ifyou write your passwords down,
store them securely away from
your device. Never reveal your
password to anyone: your IT team
or other provider will be able to
resetitif necessary.

+ Use2step verification (25V) for
important websites like banking
‘and email. 25V (which s also known
‘as multi-factor authentication or
MFA) provides a way of ‘double
checking’ that you really are the
person you are claiming to be when
You're using online services.

Defend against
phishing attacks

Phishing emails appear
genuine, but are actually fake.
They might try and trick you into
revealing sensitive information,
or contain links to a scam
website or an infected

m

Phishers use publicly available
information about you to make their
‘emails appear convincing. Review your
privacy settings, and think about what
youpost.

Know the techniques that phishers use
in emails. This can include urgency or
‘authority cues that pressure youto act.

processes. Make sure you know your
organisation’s policies and processes
to make it easier to spot unusual

b

Secure your
devices

‘The phones, tablets, laptops or
desktop computers that you use
can be targeted both remotely
and physically, but you can
protect them from many
‘common cyber attacks.

Don'tignore software updates - they
contain patches that keep your
device secure. Your organisation may
manage updates, but if you're
prompted toinstall any, make sure
you do.

Always lock your device when you're
notusingit. Use aPIN, password, or
fingerprint/face id. This will make it
harder for an criminal to access a
devicefitis left unlocked, lost or
stolen.

Avoid downloading fake apps. Only.
use official app stores (like Google

AAnybody might click on a phishing Play or the Apple App Store), which
‘email at some point.If you do, tel Provide protection from viruses. Don't
‘someone immediately to reduce the download apps from unknown
potential harm caused. vendors and sources.

B + Cyber attacks can be difficult to spot,
If in doubt, < dor's hositate to ek for farther
call it out b chebon st

Reporting incidents promptly -
usually to your IT team or line
manager - can massively
reduce the potential harm I Q
caused by cyber incidents.

i

feels suspicious or unusual.

Report attacks as soon as possible-
don't assume that someone else will
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