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1. Introduction

This report aims to provide a clear understanding of Ransomware, a significant threat to modern businesses. It explains what this type of malware is, how it operates, and the serious risks it poses. A specific example, CryptoWall, is examined to illustrate how these attacks work in practice. Finally, this document outlines a practical strategy to protect business data using a robust backup system, ensuring that the business can recover quickly even if an attack occurs.






2. WHAT IS RANSOMWARE?
Ransomware is a type of malicious software (malware) designed to block access to a computer system or data until a sum of money is paid [1]. Once a device or network is infected, the software encrypts (locks) files so they cannot be opened. The victim is then shown a message demanding payment, often in cryptocurrency like Bitcoin, in exchange for a digital key to unlock the data [2].
Even if the ransom is paid, there is no guarantee that the files will be restored. Statistics suggest that only a small percentage of victims recover their data after paying, making prevention and backup the only reliable defence [1].




3. CASE STUDY: CRYPTOWALL
CryptoWall is one of the most notorious ransomware families ever seen. First appearing in 2014, it caused hundreds of millions of dollars in damage worldwide [1]. It is important to understand how it operates to see why security measures are needed.

3.1. [bookmark: _Toc227761550]How it spreads
CryptoWall typically enters a system through:
· Phishing Emails: Emails containing infected attachments or links, often disguised as invoices or important documents [3].
· Exploit Kits: Software that finds weaknesses (vulnerabilities) in outdated programs or operating systems [1].
· Malicious Advertisements: Adverts on websites that automatically download software without the user knowing [1].
3.2. [bookmark: _Toc227761551]How it works
Once inside the system, CryptoWall performs several dangerous actions:
1. Scanning: It searches all drives, including USB sticks and network drives, looking for files to lock [3].
2. Encryption: It uses strong security codes (like RSA-2048) to lock documents, pictures, and databases [1].
3. Deletion of Backups: A particularly dangerous feature is its ability to delete "Shadow Copies" or system restore points, making it hard to recover files using Windows tools [3].
4. The Demand: It leaves a text or HTML file in every folder, explaining how to pay (usually between $500 and $1000) to get the decryption key [3].




3.3. [bookmark: _Toc227761552] Impact and Damage
For a business, an infection like this means:
· Downtime: Staff cannot work while files are locked.
· Financial Loss: The cost of the ransom plus the cost of fixing the systems.
· Data Loss: If payment fails or is refused, data may be gone forever.
· Reputation: Customers may lose trust if their data is affected.



4. POTENTIAL RISKS AND DISASTER SCENARIOS
Data is vulnerable to more than just viruses. A good protection plan must consider the following threats:
	Threat Type
	Description

	Malware / Ransomware
	Files are encrypted or deleted by attackers [1].

	Hardware Failure
	Hard drives or servers can crash and stop working [4].

	Human Error
	Accidental deletion of files or formatting of drives [5].

	Physical Damage
	Fire, flood, or theft of equipment [6].

	Software Corruption
	Bugs or updates that cause data to become unreadable.




5. RECOMMENDED BACKUP STRATEGY
To protect against all the scenarios above, this report recommends following the "3-2-1 Backup Rule" [7]. This is an industry standard ensuring data is safe no matter what happens.


5.1. [bookmark: _Toc227761553]The "3-2-1" Rule Explained
Step 1: Local Backup (External Drive)
· Connect an external Hard Drive or USB to the main computer.
· Set up software to automatically copy files to this drive every night.
· Why: This allows for very fast recovery if a file is accidentally deleted or the computer crashes.
Step 2: Network / Internal Storage
· Save a second copy on a separate server or Network Attached Storage (NAS) device within the office.
· Why: This provides redundancy if one drive fails.
Step 3: Cloud / Offsite Backup
· Use a secure online service (like OneDrive, Google Drive, or a professional backup service) to send copies of data over the internet.
· Why: If the office is robbed, burns down, or if ransomware locks all local machines, the data is still safe online, completely separate from the network [8].





6. RESTORATION PROCESS
If a disaster happens, such as a Ransomware attack, the steps to get back to normal are:
1. Isolate: Disconnect the infected computer from the network to stop the virus spreading.
2. Clean: Remove the malware completely or reinstall the operating system to ensure it is gone.
3. Restore:
· Do not pay the ransom.
· Connect the clean external drive or log into the Cloud backup.
· Copy the most recent, clean versions of all files back onto the system.
4. Verify: Check that all files open correctly and business operations can resume.
Because CryptoWall tries to delete local backups, having the Offsite/Cloud copy is the most important part of this plan [3].



7. CONCLUSION
Ransomware like CryptoWall represents a serious financial and operational risk. It is designed to exploit weak security and human error. However, by understanding how these threats work and implementing a strict 3-2-1 Backup Strategy, a business can effectively immunise itself against these attacks. The key is not just to back up data, but to store it in multiple places so that even if one copy is lost or locked, others remain safe.
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