Week 11
Computer Architecture L4:  
RAID systems and Data Transfer capabilities (REVISION).

RAID 0:  ‘DATA STRIPING’.
Recall:
In a RAID 0 system, ‘data’, is broken down into smaller blocks/pieces and distributed across drives.  This is represented below in a 2-drive scenario:

	Hard Disk (1)
	Data (Block A1)
	Data (Block A3)
	Data (Block A5)
	Data (Block A7)
	Data (Block A9)

	Hard Disk (2)
	Data (Block A2)
	Data (Block A4)
	Data (Block A6)
	Data (Block A8)
	Data (Block A10)



RAID 0 ‘STRIPING’ CHARACTERISTICS:
· DATA CHUNKS ARE SPLIT INTO SMALLER BLOCKS AND READ FROM/WRITTEN TO MULTIPLE DRIVES, AS THE NUMBER OF STRIPED DRIVES INCREASES, WE CAN ACHIEVE MUCH FASTER READ/WRITE SPEEDS.

· DRIVES WORK IN PARALLEL MEANING THAT THE TOTAL WORKLOAD IS DIVIDED BETWEEN THE NUMBER OF DRIVES WHICH WORK SIMULATENOUSLY AT THE COMBINED SPEED OF ALL DRIVES IN THE STRIPED SET.  

· RETAINS 100% OF STORAGE CAPACITY; SINCE NO OVERHEAD IS REQUIRED FOR ‘REDUNDANCY’ OR ‘PARITY INFORMATION’. THE TOTAL CAPACITY OF THE RAID 0 VOLUME, IS THE SUM OF THE CAPACITY OF ALL DRIVES IN THE ARRAY.

· RAID 0 IS A COST-EFFECTIVE METHOD OF INCREASING STORAGE CAPACITY BY CREATING A SINGLE LARGE, HIGH READ/WRITE SPEED VOLUME
ADVANTAGES:
· IMPROVED PERFORMANCE (BETTER FOR LOAD TIMES IN HIGH PEFORMANCE DEMAND APPS)
· RETAINS 100% OF STORAGE CAPACITY;
· EASY TO BUILD CONFIGURE, NO PARITY INFORMATION REQUIRED




DISADVANTAGES:
· NO FAULT TOLERANCE, IF ONE DRIVE IN THE RAID 0 VOLUME DIES, ALL DATA IS LOST.  SINCE IT OPERATES AS A SINGLE VOLUME, THERE IS NO MIRRORED COPY OF THE DATA AND NO PARITY INFORMATION TO RESTORE DATA/FILES.

· CHANCES OF FAILURE IS DETERMINED BY THE NUMBER OF DRIVES USED IN THE ARRAY, REMEMBER ONLY ONE DRIVE IN THE RAID 0 SET HAS TO FAIL FOR ALL DATA ACROSS ALL DRIVES TO BE LOST. AS NUMBER OF DRIVES INCREASES, THE RISK OF FAILURE INCREASES.  THE RAID IS ONLY AS GOOD AS THE PROBABLILITY OF ALL DISKS BEING OPERATIONAL.

· IF ALL DISKS IN RAID 0 SET ARE CONNECTED TO THE SAME DISK CONTROLLER, THROUGHPUT IS LIMITED BY THE SPEED OF THE CONTROLLER.  WHERE SEPARATE DISK CONTROLLERS ARE USED, THIS PROVIDES MORE DEDICATED I/O BANDWIDTH TO EACH DRIVE.

· IF DISKS (DIVERSE IN SPEED) ARE PART OF A SINGLE VOLUME RAID 0 SET, SPEED IS RESTRICTED TO THE SLOWEST DRIVE, WHEREAS IF THIS RAID O SET ARE SEPARATED ONTO DIFFERENT PCIe CHANNELS (E.G. NO BOTTLENECK FROM ONE CONTROLLER) THEN EACH DRIVE CAN PEFORM, INDEPENDENTLY, TO ITS MAXIMUM CAPABILITY.  

SUITABLE USE CASES:
1. APPLICATIONS WHERE A HIGH AMOUNT OF DATA NEEDS TO BE READ/RETRIEVED WITH MINIMAL TURNAROUND TIMES (E.G. VIDEO EDITING AND RENDERING SYSTEMS, DATA DRIVEN SCIENTIFIC/NUMBER CRUNCHING SYSTEMS).
2. GAMING SYSTEMS RUNNING SEVERAL SSDS (E.G. FASTER LOAD TIMES AND GAMING DATA ACCESS).










RAID 1: ‘Data Mirroring’

	Hard Disk (1)
	Data (Block A1)
	Data (Block A2)
	Data (Block A3)
	Data (Block A4)
	Data (Block A5)

	Hard Disk (2)
	Data (Block A1)
	Data (Block A2)
	Data (Block A3)
	Data (Block A4)
	Data (Block A5)



RAID 1 ‘MIRRORING’ CHARACTERISTICS:
· DATA BLOCKS ARE COPIED FROM ONE DRIVE TO ITS MIRRORED PARTNER IN A VOLUME SET.
· SINCE EACH DRIVE REQUIRES A MIRRORED PARTNER, STORAGE CAPACITY IS 50% OF THE SUM OF THE VOLUME SETS TOTAL STORAGE CAPACITY.
· PROVIDES FOR PHYSICAL DRIVE FAILURE TO +1 DRIVE LEVEL AVAILABILITY/FAULT TOLERANCE.
· MANY SYSTEMS USING RAID 1 WILL PROVIDE AN 'AUTOMATIC FAILOVER SYSTEM' WHEREIN NO USER INTERVENTION IS REQUIRED TO SWITCH DATA OVER TO THE REDUNDANT DISK.
· MODERN SYSTEMS WILL PROVIDE WARNINGS/TRIGGERS VIA CLEAR DISK DRIVE 'HEALTH MONITORING' SYSTEMS WHICH CAN HELP PREPARE TO REBUILD A RAID 1 ARRAY.  
ADVANTAGES:
· REDUNDANCY PROVIDES RELIABILITY, THERE IS NO DATA LOSS IF A SINGLE DRIVE FAILS.
· REBULDING AND RECOVERY: IF ONE DRIVE IN A RAID 1 SET FAILS, IT IS SIMPLE TO REPLACE AND REBUILD THE MIRRORED VOLUME (SINCE NO PARITY CALCULATIONS ARE REQUIRED, IT IS QUICK AND EASY WITH NO INTERRUPTION AND HAS MIMIMAL RISK OF ERRORS UPON REBUILDING.
· READ SPEEDS CAN BE IMPROVED AS RAID 1 IS ABLE TO READ FROM MULTIPLE DRIVES SIMULTANEOUSLY.
DISADVANTAGES:
· WRITE SPEED IS SIGNIFICANTLY SLOWER AS ALL DATA IS WRITTEN TO BOTH DRIVES
· DISK CONTROLLER MUST MANAGE THE MIRRORING OPERATION RESULTING IN MORE 'PERFORMANCE COST/OVERHEAD'.
· ANY CORRUPTED DATA SETS, OR VIRUSES ARE MIRRORED TO REDUNDANT/MIRRORED DRIVES
· WHERE A RAID 1 VOLUME REQUIRES REBUILDING, THE DATA FROM THE REMAINING DRIVE MUST BE RE-COPIED TO THE NEW DISK IN THE SET. THIS CAN IMPACT SYSTEM PERFORMANCE.  
· ALSO BEAR IN MIND THAT THERE IS NO REDUNDANCY IN PLACE UNTIL THE RAID 1 ARRAY IS REBUILT AND MORE IMPORTANTLY IF THE NEW DRIVE FAILS DURING THE REBUILD OPERATION, ALL DATA IS LOST.
· MIRRORING IS NOT A SUBSTITUTE FOR BACKUPS, IT PROVIDES REDUNANT 'AVAILABILITY'.  IF FILES ARE DELETED, THEY ARE REMOVED FROM BOTH DISKS, SIMULATENOUSLY.  
· STILL NOT RESILIENT TO NATURAL DISASTERS SINCE FILES ARE USUALLY PHYSICALLY STORED TOGETHER.
· TO INCREASE RESILIENCE, MORE THAN ONE DISK CONTROLLER SHOULD BE USED, A PROCESS REFERRED TO AS DUPLEXING.  

SUITABLE USE CASES:
1. HIGHLY SUITED FOR HIGH AVAILABILITY AND HIGH RELIABILITY SYSTEMS, SUCH AS BACKING UP OPERATING SYSTEM DRIVES, BOOT VOLUMES NEEDED TO START THE O/S.
2. CRITICAL CONTINUOUS DATA ‘READ’ APPLICATIONS THAT COMPRISE LOW DATA STORAGE; E.G. FINANCIAL DATA, SMALL DATABASES AND CONFIGURATION FILES.
3. HYPERVISORS USE RAID 1 FOR THE OS THEY USE, ENSURING THAT THE SERVER/HOST IS AVAILABLE IF ONE OF THE STORAGE DRIVES IT USES FAILS.



RAID 10
	Mirrored Drives (Pair 1):

	Disk 1
	Data (Block A1)
	Data (Block A3)
	Data (Block A5)
	Data (Block A7)
	Data (Block A9)

	Disk 2
	Data (Block A1)
	Data (Block A3)
	Data (Block A5)
	Data (Block A7)
	Data (Block A9)



	Mirrored Drives (Pair 2):

	Disk 3
	Data (Block A2)
	Data (Block A4)
	Data (Block A6)
	Data (Block A8)
	Data (Block A10)

	Disk 4
	Data (Block A2)
	Data (Block A4)
	Data (Block A6)
	Data (Block A8)
	Data (Block A10)



RAID 10 MIRRORING & STRIPING.
RAID 10 CHARACTERISTICS:
· DATA IS STRIPED ACROSS AT LEAST 2 SETS OF DRIVES 
· 4 DISKS MINIMUM ARE REQUIRED SINCE EACH DISK THAT HAS STRIPED DATA ON, IS MIRRORED.
· CAN TOLERATE MULTIPLE DRIVE FAILURES SIMULATENOUSLY, PROVIDED THAT NO TWO DRIVES THAT ARE PART OF A MIRRORED SET FAIL TOGETHER AT THE SAME TIME.
· A SAFER ALTERATIVE SOLUTION THAT PROVIDES PERFORMANCE THROUGH FASTER READ WRITE ACCESS AND REDUNDANCY.
ADVANTAGES:
· SAFER THAN USING RAID 0, RAID 5 OR RAID 6, SINCE NO COMPLEX BIT PARITY CALCULATIONS ARE REQUIRED TO REBUILD DATA SETS.  NEW DISKS CAN BE ADDED IN SEAMLESSLY AND THE CONFIGURATION REBUILT.
· PERFORMANCE & RELIABILITY
· CONSISTENT PERFORMANCE WHEN PLACED IN HIGH-PERFORMANCE SCENARIOS.
· AS WITH RAID 1, IS ABLE TO SURVIVE MULTIPLE DISK FAILURES, PROVIDED NO TWO DISKS ARE PART OF THE SAME SET.
· PROVIDES FASTER READ AND WRITE SPEEDS.
DISADVANTAGES:
· MORE EXPENSIVE, SINCE AT LEAST 4 DISKS ARE REQUIRED (IT IS NOT POSSIBLE TO BUILD A RAID 10 SET WITHOUT A MIRRORED COPY OF RAID 0 SET.
· STORAGE CAPACITY IS REDUCED (E.G. IF 4 X 1TB DRIVES ARE USED, EACH 2Xtb DRIVE ARE FIRST REQUIRED FOR STRIPING (RAID 0) THEN THE ADDITIONAL 2 DISKS ARE CONFIGURED AS MIRRORS FOR EACH STRIPED DISK.  MEANING OF THE 4TB SUM (ONLY 2TB IS AVAILABLE AS TOTAL STORAGE CAPACITY).

SUITABLE USE CASES:
· APPLICATIONS THAT REQUIRE MAXIMUM ‘AVAILABILITY/UPTIME’
· SUITABLE FOR PERFORMANCE DEMANDING HYPERVISOR/VM INFRASTRUCTURE SCENARIOS THAT REQUIRE RELIABILITY AND PERFORMANCE.
· HIGH END ENTERPRISE LEVEL SERVICES WHERE SUITABLE BUDGET IS AVAILABLE.



Technical units and key conversion metrics.

Megabyte (MB)
Gigabyte (GB)
Terabyte (TB)
Megabits per second {Mbps)
Megabytes per second (MB/s)

(1 byte = 8 bits)
1 Gigabyte = 1024 Megabytes
1 Terabyte = 1024 Gigabytes


Q1. A file of size 600 MB is downloaded using an internet speed of 30 Mbps. Calculate the time required to download the file.
Answer Q1.
WE ARE TOLD how many Megabits per second we get 30Mbps, but NOT how many Megabytes per second we get.  We need to know the MB/s we get before calculating the time it will take to download a file in MB.
30 Mbps 
30/8 = 3.75 
30Mbps = 3.75 MB/s
File is 600MB how long will it take to download 600MB over the 3.75MB/s connection.
600 MB / 3.75 MB/s = 160 Seconds or 2 minutes and 40 seconds.

Q2. A movie of size 4 GB is downloaded at a speed of 80 Mbps. Find the download time in seconds.
Answer Q2.
Again, WE ARE TOLD how many Megabits per second (80Mbps) we get but this time, we need to know how many GB (Gigabytes we get per second)
80 Mbps 
80 /8 = 10 MB/s 
1 GB = 1024 Megabytes, so 4GB = 4096 Megabytes
The File size is 4096MB (4GB), so we can now calculate, how long it takes to download 4096MB over the 10 MB/s connection.
4096MB  / 10MB/s = 409.6 seconds or 6 minutes and 50 seconds.

Q.3. A HDD transfers data at 120 MB/s. Calculate the time required to copy 6 GB of data.
THIS TIME, WE ARE PROVIDED WITH the transfer rate in MB/s, we therefore need to know the file size in MB to calculate the time it takes to transfer it. 


Answer Q3.

1GB = 1024MB 
6GB = 6 X 1024 =  6144MB
Write speed is 120MB/s 
6144 / 120 = 51.2
It will take 51.2 seconds to copy 6GB of data to a disk that has a write speed of 120MB/s.



