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[bookmark: _Toc37747213]Bring your own technology/ device
Bring your own device is a new practice, it is a system in place that allows devices owned by employees of a company to be brought into the workplace, this allows for work to be transferred from the servers they are being held from to the employee’s device. This process significantly increases productivity in the employees as they do not need to sign in and out of machines all the time to perform their tasks, if any of the employees were to forget their passwords, there would be no need to call up the technicians to change the password and if there were a problem with the computer systems owned by the company they would all have to be replaced, for example, faulty power supply or software issues. Bring your own device would save the company time and money because the employees would be doing their tasks on their own computer system. The company would not be slowed down by extensive updates of software, because updating windows and other operating systems will take time to fully complete if the company has more than a few hundred computer systems. BYOD also allows the company to spend more time figuring out what steps they want to take instead of spending time in operations. Final instead of spending time training new employees how to use the software, they bring their own, which they have learned to use, this reduces training time and gives the company a productive and effective employee. [1] [2]
On the other hand, having employees bring in their own device can be a considerable risk to the company or business, the reason for this is that an employer may have malware on their machine that they may not fully know about, if their device was to be connected to the company’s servers or over devices on the network it could cause an infection on the company’s servers and devices, leading to a security risk, another concern is that employees may still have sensitive information on their device that they have not entirely disconnected for the server, and taking that information is also a security risk. Employees could have their devices lost or stolen, thereby limiting the volume of tasks they can conduct in their work time. Another issue with BYOT is that employees can steal information on the server and sell it to local companies, this is a worst-case serrano, and there are policies in place to prevent these problems from happening. [2]

[bookmark: _Toc37747214][bookmark: _Hlk37738079]Mobile Device Management Software
Mobile device management is commonly used to safeguard employees ‘devices in and out of there working area, this software that can be run on any device and operating system. The reason why mobile device management software is essential is that bringing you own device to work has been a growing trend in the workplace, so I have chosen a reputable mobile device management software, which is called Meraki. The reasons I chose this software is because Meraki was built from the ground up by cisco, and cisco is the world’s primary leader in networking devices and connectivity. Meraki has many advantages from other competitors, the software has an enterprise-grade cloud management solution, which allows the end-user to connect to their devices and see what is happening on the network this is called Meraki Dashboard. The software also has indoor and outdoor access points permitting users to connect from anywhere; the access points have built-in wireless security, so you will need a password to gain access and Bluetooth security. Another advantage to using Meraki is that when a license is bought, and you receive your Meraki device can be deployed in minutes allowing you immediately have access to your devices because everything is taken care of remotely. Meraki also offers unified multiplatform devices management; this allows for multiple operating systems to be run on the software allowing for any devices to be used. The software comes with Apple network policies for managed device characteristics, which can identify what Apple product is being used; these are some of the reason that I think Meraki is the right software for CoffeeCapulus.[3] [4] [5]
Ibrahim Balogun
[bookmark: _Toc37747215]Purpose
The purpose of the policies is to provide simple to follow instructions to employees and the end-users of CoffeeCapulus, on what to do when the various problem occur during the use of the network, connecting to the network and if there’s a fault with a device. There are also detailed instructions on the procedure to take to resolve the problem that occurs. 
[bookmark: _Toc37747216]Scope
This policy applies to all employees and faculty of CoffeeCapulus company any members not complying with the policies will be face penalties, as well as remote access users, management and customers and any other party that gains access to CoffeeCapulus network or device.

[bookmark: _Toc37747217]Network policies

Each employee has the option to bring their own device to the workplace, the device they bring must have been bought within three years, and the employee will be reimbursed for the single device.
When connecting to the company’s servers, the device becomes property of the company, as a result of having access to company data on the device.
To make user that the device is appropriately protected we advocate the user to create a strong password for login into the device and company’s servers.
In any case that the employee’s device is lost, damaged or stolen, the company will not take responsibility, thereby leaving the employee liable for the device. The employee’s devices if lost or stolen, must be reported immediately so appropriates action can be taken.
If by a result of a device being lost or stolen, there is a data breach, we put in place straightforward instructions to follow:
· First, report this the incident to a member of management, and giving the model number and the type of device, so could it be a mac-book or a windows laptop, providing this information is crucial because identifying the primary device can fast forward the whole processes.
· Next step if the device has not been identified check with the anti-virus, the anti-virus will have to pick up if the device and it will show up as inactive or the devices has malware on it.
· The next step will then involve the admin, the admin of the servers will block all the ports form the devices, more or less removing the device from the network, or if the device has malware, the anti-virus will uninstall the software.

[bookmark: _Toc37747218]Email and communication policy
Emails that are sent using company email address are the propriety of the company, the emails sent are stored and can be viewed by management or admissible in a legal case.
When in contact with a co-worker online emails should be the only platform for communication, any other platform used will be seen as non-work-related communication.
Limits will be set to the number of emails an employee can send to a co-worker per day unless an employee requests more emails and can give a valid explanation for it. [6]
[bookmark: _Toc37747219]Security policy
When creating a password, the user’s password must contain a mix of upper- and lower-case letters (“ABC”, “abc”), numeric (“123”) and special characters (? #@!£$&).
The user’s passwords will be reset every 90 days, and the usage of any previous password will be unacceptable.
When signing into a device or network a minimum of 3 failed attempts will result in the account being locked down for 30 minutes; any other failed attempts will result in a long lockdown period.
Then data is being transferred to and from an external device, over public networks, the connection must be encrypted using the standard AES256.
When in a public space, be sure not to connect to public wi-fi, as this could lead to higher security risk.
User should have their data and devices backup, the methods they use should be tested in case the method do not backup the full extent of their data 
When connecting to the CoffeeCapulus servers make sure that your connection is encrypted, using a virtual private network is recommended 
All hosts that are connected to CoffeeCapulus internal network remote access technologies must use the most up-to-date anti-virus software
Avoid the transfer of data by CD or USB memory sticks between devices, as these external storage solutions are highly susceptible to malware.
Verify that you always carry on your person any form of identity; this can be crucial.
Misrepresenting, obscuring, or replaying another user’s identity on the network is forbidden. [7]
Anti-virus software should be kept up to date continuous; a routines scan should be performed on the network and network devices frequently.
Many websites that you will visit often tell you that your device is infected with a new virus and hence you need to run/install/purchase their anti-virus software. Do not click this message.
When using a device under the ownership of CoffeeCapulus company, the users must be adamant that no other user has gained any details of their username and password. The user must also make sure that when leaving workstation that their devices are lock or they have signed out. The user must not perform any changes unapproved changes to the device they are using.
 The user must not attempt to access data that they are not authorised to use or see. The user must not connect any unauthorised devices to any of the systems. The user must not provide or handover any data or software to any person or organisation that is outside of the company without the authorisation. The user must not use any of the company’s communication tools to harassment or abuse any our user. The user must not use the internet or email to make private gains or conduct personal business. The user must not download any copyrighted material such as music, files, film, and video unless appropriate authorisation is given, disobeying of any of these rules goes against the Computer Misuse Act 1990 and the Data Protection Act 1998. [8]
[bookmark: _Toc37747220][bookmark: _Hlk37551304][bookmark: _Hlk37738763]CoffeeCapulus management architecture
Figure 1 below shows the configuration of the management architecture for the CoffeeCapulus ltd company. At the top is the CEO, they run the business, and they have access to everything and anything in the company, as they are the highest-ranking individual in the company, next in line are the officers that assist the CEO, they do not have the same privilege level as the CEO. However, they are heads of their departments, giving them full access to what their departs have to offer, the officers are the head of technology offices, operations officer, and the revenue officer. The head of technology officer is responsible for all the incident related with companies’ servers and devices, under the technology officer are to more branches of the architecture where we have the cloud engineer and the network engineer, as they are in different branches from one another they do not have access to the others resource unless the technology officer gives instructions. Two layers down are the technicians and the network infrastructure technicians; these roles will have the lowest privilege in the technology sector of the CoffeeCapulus company. The operations officer is responsible for the logistics of the company and under that position is the product manager and the agriculture manager, like with the cloud manager and the network manager these roles do not have access to one another unless the operations officer gives an order. Under the agriculture manager is the farm manager, which is split up from the factor manger and the logistics and delivery manager which are under the product manager, these roles are to keep accounts of that the company has or needs, so have access to finical details is unnecessary. Below these roles are the works, who have the lowest privileges in the company, as the only thing they will need to access are their hours worked and how much they are getting paid. The revenue officer’s role is to balance the books and promote the company’s image, below the revenue officer are the marketing manager and the financial business manager, which have to find a new way of promoting CoffeeCapulus and sales of their product. Beneath these roles are the social media marketing manager and accountant, the accountant privilege is higher than most other roles at the end of the diagram, as they will need tighter security and only authorised employees can access the information on the system.	Comment by Carlene Campbell: 
Can be broken up into paragraphs
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[bookmark: _Toc37747221][bookmark: _Hlk37746369]Screenshots of the configuration of the CoffeeCapulus Ltd network
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[bookmark: _Toc37747222]Conclusion and Recommendation
BYOT technology improves the overall performance of the company, as the use of BYOT requires the use of MDMS, mobile device management software is improving the user experience every day and suppliers like Cisco Meraki which was chosen to be used as CoffeeCapulus MDMS is the best available product. The policies shown provided basic instructions on what to do and what not to do. The company architecture shows what privilege level each member of the company has; the CEO has the highest privilege level compared to a factory worker or a farmer; lastly, the configuration of the CoffeeCapulus Ltd network was designed to be upgraded if the company needed to add new computer systems or a new server.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used mainly websites for your referencing and did not engaged with any academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  Utilising the University online resources and journals.  (Grade mark: 50.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge and understanding. However, see comment above which is lacking in this report.  You have not used the IEEE report formatting. (Grade mark: 50.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]You have not written an introduction. Your report discuss all the relevant areas for this assignment; policy, DFD, network design, etc. and a written conclusion. See report for more feedback. (Grade mark: 62.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]25

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design considered security measures within the core devices (routers). All host in the same LAN can communicate but cannot access devices outside its LAN such as the servers.   You could consider redundancy but not mandatory at this level.  (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report written well. It could be justify align to make it looks very professional. Try to avoid long paragraphs (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]58%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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