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[bookmark: _w62aquc78s1y]Introduction
The LAMP (Linux, Apache, MySQL, PHP) stack is a popular open source web development platform that can be used to create dynamic websites and web applications. Linux is a free and open source operating system that is widely used on web servers. Apache is a popular web server software that runs on most Linux distributions. MySQL is a popular database management system that is used in conjunction with PHP to create dynamic web applications. PHP is a server-side scripting language that is used to create dynamic web pages [1], [2].
[bookmark: _qhph7hkvvq32]Background of Ansible
Ansible is an open-source software provisioning, configuration management, and application-deployment tool. It runs on many Unix-like systems, and can configure both local and remote servers. Its primary mission is to help manage complex deployments and simplify ad-hoc configuration-management tasks [3], [4].
It was created by Michael DeHaan and acquired by Red Hat in 2015. DeHaan is also the author of the related tool, Cobbler [3], [4].
Ansible's architecture is agentless, meaning that it does not require a central management server or an agent on each managed node. Instead, it uses a push-based model in which Ansible pushes small programs, called "Ansible modules" to each node. These modules are executed locally on each node and can carry out any desired configuration tasks. Ansible is written in the Python programming language and uses SSH for communication and remote execution [3], [4].
[bookmark: _sf5c90snrh9a]Advantages
Ansible's main advantages are its simplicity and ease of use. It is relatively easy to learn and get started with, compared to other configuration management tools. Another advantage of Ansible is that it is agentless, which means that it does not require any additional software to be installed on the managed nodes. This can make it easier to deploy and manage, as there is no need to worry about installing and maintaining agent software [4], [5].
At last, Ansible is open source and free to use. This can make it a good choice for organisations who want to avoid the costs associated with commercial configuration management tools [3], [5].
[bookmark: _1shoj2hddrjo]
[bookmark: _rffsl5vixpmd]Disadvantages
One of Ansible's main disadvantages is that it is not as widely used as some of the other configuration management tools, such as Salt and Chef. This can make it more difficult to find support and resources when needed [3], [4].
Another disadvantage of Ansible is that it is not as flexible as some of the other tools. For example, it does not have as many built-in modules and plugins, which can make it more difficult to automate complex tasks [3], [5].
In the long run, Ansible can be slower than some of the other configuration management tools, due to the fact that it uses SSH for communication. This can make it less suitable for large deployments [3], [5].
[bookmark: _sz40ryke4d47]Ansible's features
As outlined above, Ansible is an open-source software platform for automating computer systems. It is designed for managing large-scale deployments of software applications and infrastructure. Ansible is written in the Python programming language and includes a number of modules for automating common tasks, such as deploying software, creating and managing users, and configuring networks. Ansible playbooks are a set of instructions written in the YAML format that define the tasks to be executed on a remote server. Playbooks are typically used to automate complex tasks, such as provisioning a new server or deploying a web application. Playbooks can be run from the command line or via the Ansible API [5], [6].

Ansible is typically used for two main types of tasks:
[bookmark: _un93vu2bsonq]Configuration management
Ansible can be used to manage the configuration of a server or group of servers. This includes tasks such as installing and configuring software, managing users and groups, and setting up networks [5], [6].
[bookmark: _hlk0ajxle21q]Application deployment
Ansible can be used to deploy software to a server or group of servers. This includes tasks such as downloading and installing software, configuring application dependencies, and setting up application infrastructure [5], [7].
Ansible is often used in conjunction with other tools, such as Salt and Chef, to provide a complete automation solution. However, Ansible can also be used as a standalone tool for automating simple tasks [5], [7].
[bookmark: _zii3mdtjvez6]Ansible playbooks
Ansible playbooks are written in the YAML format, which is a human-readable data serialisation format. YAML stands for "YAML Ain't Markup Language", and is often used for configuration files and data exchange between different systems. Ansible playbooks are typically stored in files with a ".yml" or ".yaml" extension. Ansible playbooks are composed of a series of tasks, which are executed in order. Tasks are written in the YAML format and can be used to perform a wide variety of actions, such as installing software, configuring services, and managing files [6], [7].
Ansible playbooks can be run from the command line or from the Ansible API. Playbooks can also be run from within other tools, such as Jenkins and Rundeck. Ansible provides a number of modules for automating common tasks. Modules are written in the Python programming language and can be used to perform a wide variety of actions, such as installing software, configuring services, and managing files [6], [7].
Ansible also provides a number of plugins, which are used to extend the functionality of Ansible. Plugins are written in the Python programming language and can be used to perform a wide variety of tasks, such as installing software, configuring services, and managing files. Ansible is a powerful tool for automating tasks, but it is not the only tool available. Other popular options include Salt and Chef [5], [6].
[bookmark: _s8o8td2614zs]Installation and configuration of Apache Server
Linux is a family of free and open-source software operating systems built around the Linux kernel. Typically, Linux is packaged in a form known as a Linux distribution for both desktop and server use. Some of the popular mainstream Linux distributions are Debian, Ubuntu, Mint, Fedora, Red Hat Enterprise Linux, CentOS, and SUSE. Apart from these, there are many other distributions that cater to specific needs. LAMP stack is a group of open source software used to get web servers up and running. The acronym stands for Linux, Apache, MySQL, and PHP. Since the server side of web applications is usually written in PHP, LAMP is often referred to as a PHP stack. We will be using CentOS 7 for this [1], [2].
Before we begin, let's make sure that our server is up to date with the latest security patches.  We can do this by running the following command:
sudo yum -y update
[image: ]
Figure 1: Updating yum
Once the updates are installed, we are ready to install Apache. We will do this by using the following command in the terminal:
sudo yum -y install httpd
[image: ]
Figure 2: Installing Apache
Now that we have Apache installed on the server, it’s time to make sure that the correct ports are allowed through the firewall. Since we are working on a fresh install of CentOS Server, on a VM, we will interact with firewalld directly.
[image: ]
Figure 3: Opening the ports with firewall-cmd command
To make sure we are running the latest firewall configurations, we will reload the firewall.
[image: ]
Figure 4: Reloading the firewall 
Now that we have Apache installed, we can start Apache.
[image: ]
Figure 5: Starting Apache
Now, we need to make sure Apache is started when the server boots.
[image: ]
Figure 6: Enabling Apache
As seen listed in the Figures, we successfully installed and configured Apache.

[bookmark: _nzgi9ia1gqvw]
[bookmark: _gheoo9l511it]Installation and configuration of My SQL
Next, we will need to install the MySQL database server. We can do this by running the following command:

sudo yum install mysql-server

Once the installation is complete, we start the MySQL service and enable it to start automatically on boot by running the following commands:

sudo systemctl start mysqld.service sudo systemctl enable mysqld.service

By default, the MySQL server is not secured. To secure it, we will need to run the mysql_secure_installation script. This script will guide us through a few security options. First, it will ask us to set a password for the MySQL root user. Enter a strong password and press Enter. Next, it will ask if we want to change the MySQL root password. Press y and Enter.

Enter the current password for the root user and press Enter.

Enter the new password for the root user and press Enter.

Confirm the new password by entering it again and pressing Enter.

The next few questions are related to removing anonymous users, disabling remote root login, and removing the test databases. We press y and Enter for each of these questions. Finally, it will ask us to reload the privilege tables. We press y and Enter to reload the tables.




[bookmark: _u3mbl8ypp9k3]Installation and configuration PHP
Once the MySQL server has been secured, we can install the PHP scripting language by running the following command:

sudo yum install php php-mysql

After the installation is complete, we restart the Apache web server for the changes to take effect:

sudo systemctl restart httpd.service

We can now create a test PHP file to make sure that the PHP installation is working correctly. In this regard, we create a new file called test.php in the /var/www/html directory and add the following code to it:

<?php phpinfo(); ?>

We save and close the file.

We can now access the test.php file in our web browser and see if we succeeded in this task by going to the following URL:

http://our_server_ip_address/test.php

[bookmark: _rlgcf1iacsv7]Ansible installation method for LAMP stack
Ansible is a configuration management and orchestration tool that can be used to provision and manage servers. We can install Ansible on our server by running the following command:

sudo yum install ansible -y

Once Ansible is installed, we need to create an inventory file. An inventory file is a list of hosts that Ansible will manage. In our case, we will be creating a file called hosts in the /etc/ansible directory. We will add the following contents to the file:
[webservers]
server1 ansible_host=192.168.0.101 ansible_user=centos
server2 ansible_host=192.168.0.102 ansible_user=centos
In the above file, we have added two servers that we want Ansible to manage. The ansible_host variable is used to specify the IP address of the host. The ansible_user variable is set to specify the username that Ansible will use to connect to the host.
Next, we need to create a Playbook. A Playbook is a file that contains a list of tasks that Ansible will execute on the hosts specified in the inventory file. We will be creating a Playbook called lamp.yml in the /etc/ansible directory. We will add the following contents to the file:
---
- name: Configure LAMP stack
  hosts: webservers
  tasks:
- name: Install Apache
 	yum:
   	name: httpd
   	state: present
   - name: Start and enable Apache
 	service:
   	name: httpd
   	state: started
   	enabled: true
   - name: Install MySQL
 	yum:
   	name: mysql-server
   	state: present
   - name: Start and enable MySQL
 	service:
   	name: mysqld
   	state: started
   	enabled: true
   - name: Install PHP
 	yum:
   	name: php
   	state: present
   - name: Install PHP-MySQL
 	yum:
   	name: php-mysql
   	state: present
   - name: Restart Apache
 	service:
   	name: httpd
   	state: restarted
In the above Playbook, we have defined six tasks. The first task is to set up the Apache web server. The second task is to start and enable the Apache service. The third task is to install the MySQL database server. The fourth task is to start and enable the MySQL service. The fifth task is to install the PHP programming language. The sixth task is to restart the Apache web server. Once the Playbook is ready, we can execute it using the following command:
sudo ansible-playbook /etc/ansible/lamp.yml
This will install and configure the LAMP stack on our servers.


[bookmark: _ftmoy8f67jj3]Evaluation of Ansible as a Network Programming and Automation Tool
Ansible is an automation tool that makes it easy to automate tasks on a Linux server. It is similar to Chef and Salt, but it is written in Python rather than Ruby [6], [7].
Ansible can be used for automation tasks such as installing new software, configuring servers, or managing network resources. It can also be used to perform administrative tasks such as updating packages, creating users, backing up data and more. Ansible uses a configuration file called an inventory to tell it which servers to manage. This file can be as simple or complex as needed, but most people use it to list the IP addresses of their servers. The Ansible server is then used to connect and send commands to each server in the inventory file [6], [7].
[bookmark: _m7rjhdlckxcg]Advantages of using Ansible
1. Simplicity: Ansible is easy to use and requires no coding knowledge.
2. Ease of installation: Ansible can be installed on any Linux or Windows machine with Python 2.7 or higher and no additional software required.
3. Security: Ansible uses SSH public keys or certificates to protect access between hosts and roles/playbooks so unauthorised users cannot connect to your server using their own credentials (unlike other tools which require passwords).
4. Scalability: Ansible can be used to manage thousands of servers at once.
5. Flexibility: Ansible has a variety of modules that can be used for performing tasks such as backup, configuration management, software deployment and more.
[bookmark: _whjx09x6sjq7]Disadvantages of using Ansible
1. Performance: Ansible is not fast at performing large scale tasks due to the fact that it has to communicate with all machines involved through SSH connections which takes time even when there are only few servers involved; however some improvements have been made recently by allowing remote execution over SSH instead.
2. Learning Curve: Some people find Ansible difficult to learn and master due to the way it works and its syntax which is different from other configuration management tools. Also, there are many ways of doing things in Ansible so some people may find this confusing as they have trouble knowing what is the best way to achieve their goals.
3. Complexity: Ansible works with playbooks that can become complex especially when working with multiple servers.
4. Lack of Control: Some people prefer to have more control over their configuration management tools like Salt or Chef because they want to be able to write custom code and do more than just manage the configuration files on their machines.
[bookmark: _s5z1c7dtgq0g]Conclusion
The LAMP stack can be used for a wide variety of dynamic web-based applications, including blogs, on-line games, and ecommerce sites. Today's modern websites often rely on more than one server component, with the components being interchangeable as needed. For example, parts of the site may run on PHP and other parts may run on ASP.NET [1], [2].
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