Digital Forensic Report: M57 Patents Investigation
Executive Summary
Purpose
This report presents the findings of a detailed digital forensic investigation into suspected intellectual property (IP) theft, inappropriate media possession, and insider collaboration at M57 Biz. The objective was to identify the individuals responsible for potential policy and legal breaches, determine the legitimacy of device transfers within the organisation, and assess whether additional disciplinary or legal charges should be pursued against other employees. The investigation draws from forensic images, recovered communications, system activity logs, and USB metadata analysis. The investigation has come about due to a report of illegal materials found on a device and reported to police, traced back to M57 and an employee there. The Police have seized several devices from staff including computer workstations and USB thumb drives. 
Investigations were conducted using the specialist digital forensic software applications Autopsy (v4.22.1) and FTK (v8.1.0.330). The Investigation found several separate incidents had likely transpired; however this is not necessarily a conclusive list of findings and additional investigations, and further evidence collection and analysis would be required to build a more robust conclusion.
The investigation focused on the following staff at the company.

· Pat McGoo (President): pat@m57.biz
· Terry Johnson (IT Administrator): terry@m57.biz
· Jo Smith (Patent Researcher): jo@m57.biz

· Charlie Brown (Patent Researcher): charlie@m57.biz

Scope
The scope of the investigation was divided into three distinct, yet interconnected parts:
Part 1: Illegal Digital Materials - An in-depth forensic analysis of Jo Smith’s workstation and two USB devices was conducted to establish the attribution of illegal cat-related images and videos, and to evaluate the specifics of how the workstation belonging to Jo came to be owned by an individual named Aaron Greene who reported the matter to the Police.
Part 2: Corporate IP Exfiltration - A comprehensive review of file access logs, email communications, software artifacts, and USB activity on three employee systems—belonging to Charlie, Pat, and Terry—was carried out to identify indicators of corporate data exfiltration or insider threats.
Part 3: Cross-Case analysis, volatile data analysis and forensics tool validation - Cross-case correlation of digital evidence from all systems to determine whether other M57 employees were complicit, negligent, or unaware of the primary acts committed.
Key Findings
Jo’s Involvement and USB Attribution
Forensic analysis of Jo’s devices revealed multiple explicit images and videos of cats, several of which had been deleted from her primary workstation but were recoverable in unallocated disk space. Exact hash matches confirmed that undeleted copies of these images existed on one of Jo’s USB drives (likely an Imation Corp model). Metadata indicated the files were originally created and modified around 20 November 2009. Additionally, several emails between Jo and an individual external to M57 Biz known as “Jordan Stanford” using the email address js9999sj@yahoo.com were identified where Jo seemingly admits guilt to the act of receiving and storing these images from Jordan.
Examination of browser artifacts yielded no evidence of these images being downloaded from websites, strengthening the inference that they were introduced via physical media or sent directly to Jo by Jordan via secure means. Further analysis is required to identify if this is the case and if Jordan is also a person of interest. 
Application software TrueCrypt was seemingly installed on 3 December 2009. It may have been that the device was being prepared for disposal/sale and that company data needed to be encrypted and deleted from the device. No such additional software seems to exist, yet the evidence of this suggests that the device was to be legitimately sold or disposed of and was not stolen. It appears the software was installed in readiness for the replacement of the device, as the suggestion to install it was made by Jordan in order to ensure the images and videos were not able to be viewed by anyone other than Jo. 
User account activity analysis revealed that only Jo and the Admin accounts had been used during this period, with no signs of Aaron’s presence on the system and the Guest account showing zero logins. It was likely that Aaron logged in to the device via Jo’s insecure account, or via an insecure admin account, rather than being required to create his own when logging in for the first time. Interviews with Aaron would likely establish this. 
Charlie’s Role in Corporate IP Exfiltration
Examination of Charlie’s 12-11-2009 forensic image revealed significant email correspondence with external actors, notably individuals using the email address jamie@project2400.com and andy@swexpert.net.
Charlie had downloaded and installed steganographic software—Invisible Secrets 2.1—on both his workstation and USB drive. This tool was used to hide sensitive corporate documents within image files, primarily a microscope JPEG and an astronaut JPEG.
The presence of both the steganography tool and suspicious image files on Charlie’s system and external storage devices was corroborated through hash analysis and installation artifacts.
Detailed analysis of the Thunderbird email client recovered numerous messages, some encrypted, which provided explicit instructions on how to extract embedded content. This further demonstrated premeditated exfiltration of proprietary IP. A password was located, hidden in the email of the microscope (“immortal”) to access Patents which have also been exfiltrated and hidden in the astronaut imagery . Threatening emails indicating blackmail have been sent from Charlie to andy@swexpert.net asking for payments to be made. Additional emails are also identified from Charlie to personal contacts stating he is about to come in to some money and will be purchasing sports cars and holidays imminently. 
Terry’s and Pat’s Systems
Terry is very likely stealing from the company or embezzling, making money from the sale of hardware goods belonging to M57 and over-charging Pat for IT equipment. The cost of a 64Gb HDD at $300 seems expensive, when in 2009 the average price of a HDD that size would be $50-$100 dollars. Terry provides a receipt however there is very little information on it. Additional enquiries with ABC Tech are required to understand the true cost. 
Terry’s device analysis revealed the presence of a deleted keylogger image, potentially indicating preparation for broader monitoring or espionage. However, no evidence of execution was found or understanding of reasoning for alleged use. Interviews with Terry will likely provide a better understanding. 
USB metadata on Terry’s device included various software tools, though many appeared benign or were not linked to suspicious behaviour. However, Terry did seem to have a zip bomb on his workstation, which had not been used, but was likely present as a form of insurance in case the device was needed to be wiped of evidence quickly. In addition, there is also evidence of applications such as “Eraser” and “CCleaner” on Terry’s machines, indicating he was likely using technology to cover his tracks and delete files and data from the device. 
Pat’s workstation demonstrated routine activity. File timestamps, access logs, and user behaviour did not deviate from expected patterns. No large data transfers or suspicious communications were identified.
Collaborator Identification
No strong internal collaborator was identified beyond Charlie for IP exfiltration and selling company secrets. The evidence supports the conclusion that Charlie acted alone from within the organisation.
Email analysis linked Charlie with an external collaborator, "Jamie," believed to be associated with the domain project2400.com. Communications indicate coordinated planning for the exfiltration of M57 intellectual property.
Conclusion
Jo was found to be in possession of illegal cat images. Forensic evidence proves that the same images and videos were found on her personal USB device that were located on the business workstation. Additional evidence in the way of email correspondence between her and Jordan Stanford indicates an attempt to cover up the images and receive additional.
Charlie engaged in deliberate corporate espionage. His use of steganographic software, coordination with external actors, and exfiltration of sensitive material demonstrates a high degree of planning and technical proficiency. His actions represent a severe breach of trust and corporate security.
Terry remains a person of interest. Although direct involvement in IP theft was not established, the presence of suspicious tools and a deleted image of a keylogger warrant further monitoring and potential internal review. Terry was also selling equipment belonging to the company using a personal email address via Craigslist. Interviews with company President Pat McGoo will clarify whether Terry had authority to do so or not. 
Pat appears to have no involvement in the breach or any related suspicious activity. Audit logs affirm that Pat’s behaviour aligns with standard operational norms.
Recommendations
1. Create a new policy for hardware/software procurement. Consider use of a CMDB to log details of devices, software, ownership and relevant connections. Include clauses such as purchases to be made via corporate credit card or via the CEO only, not permitting staff to buy and make claim backs.
2. Create policy for hardware decommissioning. Ensure retired hardware goes through a bespoke and repeatable process to ensure it is fully decommissioned and disposed of accordingly.
3. Implement regular audits. Ensure processes are being adhered to be accurately auditing procurement and disposal of devices.
4. Implement stricter application installation, endpoint monitoring and USB logging policies. Including real-time alerts for unusual transfer sizes, steganography signatures, or unauthorized tool installations. Stop the installation of software unless centrally managed and ensure all staff accounts are in a global active directory, rather than personal, individual accounts. Consider a zero-trust approach.
5. Consider purchase of email monitoring software. Email gateway policy which stops the sending of file attachments and denies incoming attachments, at least preferably scanning them for viruses prior to deployment to intended account.
6. Enhance employee training around data protection, acceptable use policies, and early threat indicators. Particularly in departments handling proprietary data.
7. Deploy enterprise-wide steganography detection tools and review DLP (Data Loss Prevention) configurations to proactively identify data exfiltration attempts.
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Appendices
· Appendix A: RAM Dump – Jo
	PID
	PPID
	Process Name
	Create Time (UTC)
	Notes

	1324
	1212
	explorer.exe
	2009-12-11 19:05:40
	Jo’s desktop session

	4032
	1324
	cmd.exe
	2009-12-11 19:49:47
	Command prompt opened manually

	4044
	4032
	mdd_1.3.exe
	2009-12-11 19:50:45
	Memory acquisition tool

	2788
	1324
	msmsgs.exe
	2009-12-11 19:05:49
	Windows Messenger – evidence of chat tool in use

	2684
	1324
	jusched.exe
	2009-12-11 19:05:47
	Java Update Scheduler (benign)

	2620
	1324
	avgtray.exe
	2009-12-11 19:05:47
	AVG Antivirus GUI

	2612
	1324
	hkcmd.exe
	2009-12-11 19:05:47
	Intel graphics utility (normal)

	2808
	1324
	ctfmon.exe
	2009-12-11 19:05:49
	Input method editor (normal)

	2772
	1324
	BrStsWnd.exe
	2009-12-11 19:05:48
	Brother printer status monitor

	3280
	2772
	BRNIPMON.exe
	2009-12-11 19:05:57
	Brother network printer monitor



· Appendix B: RAM Dump – Charlie

	PID
	PPID
	Process
	CreateTime (UTC)
	Notes

	1348
	1304
	explorer.exe
	2009-12-11 00:53:46
	Charlie's desktop session. Parent likely winlogon.exe indirectly

	188
	1348
	thunderbird.exe
	2009-12-11 16:54:43
	Email client Charlie used to send/receive emails

	3296
	1348
	cmd.exe
	2009-12-11 16:59:32
	Charlie opened a command prompt manually

	1768
	3296
	mdd_1.3.exe
	2009-12-11 16:59:51
	Memory dump tool

	3048
	3000
	soffice.exe
	2009-12-11 00:53:52
	OpenOffice (possibly used to open documents)

	3088
	3048
	soffice.bin
	2009-12-11 00:53:53
	Backend process of OpenOffice

	2684
	1348
	hkcmd.exe
	2009-12-11 00:53:51
	Intel graphics utility — benign

	2804
	1348
	jusched.exe
	2009-12-11 00:53:51
	Java update scheduler — benign

	2832
	1348
	ctfmon.exe
	2009-12-11 00:53:52
	Input method service — normal



· Appendix C: RAM Dump – Terry

	PID
	PPID
	Process Name
	Start Time (UTC)
	Exit Time

	4012
	2840
	cmd.exe
	2009-12-11 19:51:25
	

	3412
	4012
	mdd_1.3.exe
	2009-12-11 19:52:24
	

	2776
	424
	avgcmgr.exe
	2009-12-11 19:54:10
	2009-12-11 19:54:11

	2840
	1480
	explorer.exe
	2009-12-11 19:21:21
	

	2792
	2840
	avgtray.exe
	2009-12-11 19:21:23
	

	596
	2840
	Eraser.exe
	2009-12-11 19:21:26
	

	3136
	1752
	BRNIPMON.exe
	2009-12-11 19:21:28
	

	1120
	2840
	jusched.exe
	2009-12-11 19:21:23
	

	2932
	2840
	sidebar.exe
	2009-12-11 19:21:23
	



· Appendix D: RAM Dump – Pat
	PID
	PPID
	Process Name
	Create Time (UTC)
	Notes

	1416
	1084
	explorer.exe
	2009-12-11 01:28:26
	GUI session for user (Pat)

	3020
	1416
	msimn.exe
	2009-12-11 16:47:16
	Outlook Express (email client) opened

	3272
	3020
	scalc.exe
	2009-12-11 16:47:40
	LibreOffice Calc (spreadsheet tool)

	3792
	3292
	soffice.bin
	2009-12-11 16:47:41
	LibreOffice binary – possibly document viewing

	3880
	1416
	cmd.exe
	2009-12-11 16:57:05
	Command prompt opened

	3772
	3880
	mdd_1.3.exe
	2009-12-11 16:57:41
	Memory dumped manually (same tool as others)

	824
	1416
	msmsgs.exe
	2009-12-11 01:28:36
	Windows Messenger

	2092
	1908
	soffice.exe
	2009-12-11 01:28:40
	LibreOffice main process

	2132
	2092
	soffice.bin
	2009-12-11 01:28:41
	Related to document use

	756
	708
	winvnc4.exe
	2009-12-11 01:28:25
	VNC remote desktop server — potentially interesting

	952
	360
	avgcmgr.exe
	2009-12-11 16:52:36
	AVG process terminated immediately – possibly crashed




