
ABC of DevOps
Key Practices and Methodologies



About Me

● 22 years of software industry experience wearing multiple hats in Dev, QA 
and Management and Leadership

● DevOps Practitioner specializing in Azure and AWS DevOps technologies
● Avid Educator with a passion for imparting knowledge in the areas of:

○ DevOps
○ Network Automation
○ Cloud Computing
○ Automation Testing etc.



Let’s start with the usual…

What is DevOps?

To quote Microsoft:

A portmanteau coined by combining development (Dev) 

and operations (Ops), DevOps is the union of people, process, and 

technology to continually provide value to customers.



Let’s start with the usual…

Key points:

What?

● People
● Processes
● Technology

Why?

● To provide value to customers



Let’s start with the usual…

● Value to the customers would be in terms of:
○ Faster delivery
○ Better quality
○ Better efficiency
○ Better security
○ Overall customer satisfaction

● Hence, can it be safely thought of as:
○ Evolution of agile practices?
○ As a missing piece of agile?

● It's an effort to take the innovations of the agile approach and apply them 
to operations processes



So who are the people involved?

And what is the challenge faced currently?

● Developers
○ Too busy worrying about meeting the deadlines
○ Finishing current release and moving onto the next release
○ Build something and throw it over the wall to the Operations team

● Operations (IT Teams)
○ Too busy worrying about stability and reliability of the build
○ Even at the cost of release delays

● This leads to the famous Wall of Confusion



The Great Wall of Ch… err… Confusion…

Credits: LinkedIn

https://www.linkedin.com/pulse/remove-walls-confusion-rethink-devops-unlock-its-full-glenn-mason


What’s the way out then?

The organizations have to follow the three pillared approach

● Culture
○ Adopt the culture at the organization level to do what is required to reap the benefits 

DevOps
○ Enable people, motivate them and trust them to get the job done

● Technology
○ Adopt automation principles which is a key factor for DevOps success
○ Have an Automation first outlook
○ Automate, Automate and Automate and then Automate some more
○ There is no dearth of tools out there now a days
○ But choosing the right tool for the right job still remains a challenge



What’s the way out then?

The organizations have to follow the three pillared approach

● Processes
○ Do not let the processes get in the way of experimentation and innovation
○ Streamline approvals, remove unwanted delays and enable customer feedback loops

● In essence
○ Break the silos
○ Bring people and teams together with a single objective of value to the customer in mind
○ Realign the processes to work towards this objective
○ Adapt the tools required to achieve this objective



And the wall is broken…

Credits: SolarWinds

https://orangematter.solarwinds.com/2022/03/21/what-is-devops/


Continuous is the key…

● When we think of DevOps, what comes to our mind if CI/CD
● Which stands for Continuous Integration/ Continuous Delivery or 

Deployment
● But why stop there?
● Why not?

○ Continuous Testing (Hidden somewhere in between CI and CD)
○ Continuous Provisioning
○ Continuous Configuration
○ Continuous Containerization
○ Continuous Orchestration
○ Continuous Monitoring



Where does Cloud fit in?

● If DevOps was cake, Cloud is Cherry on the cake
● Cloud makes DevOps even better
● DevOps processes can be very agile when implemented correctly
● But the limitations of an on-premise environment can take away all the 

advantage
● Imagine if an organization needs start a new software project or scale up 

a production application
● Nobody will have the infrastructure required for this just sitting there and 

waiting to be utilized
● It needs to be to procured, installed and set up, causing unwanted delays



Where does Cloud fit in?
● Cloud infrastructure with its dynamic provisioning and scaling capabilities 

makes this process smooth
● While giving the advantage of pay as you go
● The cloud minimizes latency and enables centralized management via a 

unified platform 
● A cloud platform allows DevOps teams to adapt to changing requirements



DevOps Engineer Journey - Shell Scripting

● Linux Shell Scripting
○ Shell scripting is an essential skill for 

DevOps Engineers…
○ To be able to automation routine 

repetitive tasks
○ To write custom scripts that enhance 

the power of existing tools
○ To implement version control best 

practices by writing git hooks



DevOps Engineer Journey - Git
● Software Version Control

○ Git is a distributed version control system widely used in organizations
○ To be able to help the developers set up repositories
○ Create and manage branches
○ Handle releases from the repositories



DevOps Engineer Journey - Cloud Alternatives
● Azure Repos

● AWS CodeCommit

https://azure.microsoft.com/en-in/products/devops/repos
https://aws.amazon.com/codecommit/


DevOps Engineer Journey - CI/CD

● CI/CD
○ Continuous Integration is the  process of multiple developers attempting to merge their 

code changes with the main code repository of a project
○ Continuous delivery is the next extension of continuous integration
○ The delivery phase is responsible for packaging an artifact together to be delivered to 

end-users
● Some popular CI/CD tools are

○ Jenkins
○ CircleCI
○ Travis CI
○ Azure Pipelines
○ AWS Pipelines
○ Github Actions/ GitLab CI CD Pipeline



DevOps Engineer Journey - Jenkins

● Jenkins
○ Jenkins is an open source automation server
○ It helps automate the parts of software development related to building, testing, and 

deploying
○ This facilitates continuous integration, and continuous delivery

● Jenkins Build Jobs
○ A Jenkins build job contains the configuration for automating a specific task or step in the 

application building process
○ These tasks include gathering dependencies, compiling, archiving, or transforming code, 

and testing and deploying code in different environments
○ These jobs can be created either as freestyle projects or pipelines



DevOps Engineer Journey - Jenkins Pipeline



DevOps Engineer Journey - Cloud Alternatives

● Azure Pipelines

● AWS CodePipeline

https://azure.microsoft.com/en-in/products/devops/pipelines
https://aws.amazon.com/codepipeline/


DevOps Engineer Journey - IaC

● Continuous Provisioning
○ Infrastructure as code (IaC) is a key success factor behind continuous provisioning
○ IaC is the process of managing and provisioning computer data center resources through 

machine-readable definition files
○ IaC makes much more sense in the cloud than on-premise
○ Some IaC tools are:

■ AWS CloudFormation
■ Google Cloud Deployment Manager
■ HashiCorp Terraform
■ Microsoft Azure Resource Manager



DevOps Engineer Journey

Credits: spacelift

https://spacelift.io/blog/terraform-architecture


DevOps Engineer Journey - Terraform

● Terraform is a popular IaC tool
○ Users define and provide data center 

infrastructure using a declarative configuration 
language known as HashiCorp Configuration 
Language, or optionally JSON

● Providers
○ A provider in Terraform is a plugin that enables 

interaction with an API
● Registry

○ The Terraform Registry is an interactive 
resource for discovering a wide selection of 
integrations (providers), configuration packages 
(modules)



DevOps Engineer Journey - Cloud Alternatives

● ARM Templates

● AWS CloudFormation

https://devblogs.microsoft.com/devops/arm-templates-or-hashicorp-terraform-what-should-i-use/
https://www.missioncloud.com/blog/aws-cloudformation-vs-terraform-which-one-should-you-choose


DevOps Engineer Journey - Config Management

● Continuous Configuration Management
○ Process of maintaining systems, such as computer hardware and software, in a desired 

state
○ Method of ensuring that systems perform in a manner consistent with expectations over 

time
● Configuration Management Tools

○ Enable changes and deployments to be faster, repeatable, scalable, predictable
○ Able to maintain the desired state, which brings controlled assets into an expected state
○ This is also one of the IaC principles, where the desired state is specified in code

● Some well known tools include
○ Ansible
○ Chef
○ Puppet
○ Salt



DevOps Engineer Journey - Ansible

● CM tools generally work with a central node pushing the config changes 
to remote machines which need to be put in a desired state

● These tools can be classified as agent-based or agentless
● Agent-based tools require an agent to be installed on the target machines
● With agentless, you can centrally deploy and configure applications
● Ansible is an agent less tool written in Python
● Makes use of small python programs called modules to carry out various 

tasks on remote machines



DevOps Engineer Journey - Ansible Architecture



DevOps Engineer Journey - Ansible Playbook



DevOps Engineer Journey - Cloud Alternatives

● Azure Automation
● AWS CloudFormation

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html


DevOps Engineer Journey - YAML

● YAML is a human-readable data serialization language
● It is commonly used for configuration files and in applications where data 

is being stored or transmitted
● It uses Python-style indentation to indicate nesting
● It does not require quotes around most string values
● You can think of it as further simplified version of JSON with the curly 

braces and quotes removed



DevOps Engineer Journey - YAML



DevOps Engineer Journey - Ansible Command Module



DevOps Engineer Journey - Command Module



DevOps Engineer Journey - Python

● Programming is becoming an essential skill for DevOps engineers
● It doesn’t mean DevOps engineers have to develop full-fledged 

applications like developers
● Python is one of the best programming languages for Automation in 

DevOps
● DevOps teams use Python for automating repetitive tasks:

○ Infrastructure provisioning
○ API-driven deployments like writing new or extending existing Ansible modules
○ Coding CI/CD workflows and much more



DevOps Engineer Journey - Python

Credits: devopscube

https://devopscube.com/python-for-devops/


DevOps Engineer Journey - Python

● Important Python Libraries used in DevOps
○ os
○ platform
○ subprocess
○ sys
○ psutil
○ re (Regular Expression)
○ Requests and urllib3
○ logging
○ getpass
○ paramiko
○ JSON
○ PyYAML
○ pandas
○ smtplib



DevOps Engineer Journey - Docker
● Continuous Containerization

○ Containerization is a type of virtualization
○ In this all the components of an application are bundled into a single container image
○ This image can be run in isolated user space on the same shared operating system
○ Docker is a platform designed to help developers build, share, and run container 

applications



DevOps Engineer Journey - Docker Architecture

Credits: docker

https://docs.docker.com/get-started/overview/


DevOps Engineer Journey - Dockerizing a go app



DevOps Engineer Journey - Docker Compose
● Docker Compose is a tool for defining and running multi-container 

applications
● Compose simplifies the control of your entire application stack
● Makes it easy to manage services, networks, and volumes in a single, 

comprehensible YAML configuration file
● With a single command, we can create and start all the services from your 

configuration file



DevOps Engineer Journey - Docker Compose
● Compose works in all environments like production, staging, 

development, testing, as well as CI workflows
● It also has commands for managing the whole lifecycle of your 

application:
○ Start, stop, and rebuild services
○ View the status of running services
○ Stream the log output of running services
○ Run a one-off command on a service



DevOps Engineer Journey - Docker Compose

Credits: biaudelle

https://www.biaudelle.fr/docker-compose/


DevOps Engineer Journey - WordPress with Compose



DevOps Engineer Journey - Cloud Alternatives
● Azure Container Registry

● Amazon Elastic Container Registry (Amazon ECR) - AWS

https://azure.microsoft.com/en-in/products/container-registry
https://aws.amazon.com/ecr/


DevOps Engineer Journey - Orchestration
● Container orchestration is a part of a CI/CD pipeline in DevOps
● It is used to automate the management, deployment, scaling and 

networking of containers
● Kubernetes is the most popular and widely used container orchestration 

platform
● Main concept behind Kubernetes is Cluster
● Cluster is collection of Nodes (VMs)
● Each node consist of Pods which host containers



DevOps Engineer Journey - Cluster Architecture

Credits: kubernetes

https://kubernetes.io/docs/concepts/architecture/


DevOps Engineer Journey - Cluster Architecture

Credits: snexplores

https://www.snexplores.org/article/humans-hibernate-space-travel-cryobiology-suspended-animation


DevOps Engineer Journey - Cluster Architecture

Credits: kubernetes

https://kubernetes.io/docs/concepts/architecture/


DevOps Engineer Journey - Kubernetes Deployment

Credits: kubernetes

https://kubernetes.io/docs/concepts/architecture/


DevOps Engineer Journey - Kubernetes Service

Credits: kubernetes

https://kubernetes.io/docs/concepts/architecture/


DevOps Engineer Journey - Cloud Alternatives
● Azure Kubernetes Service (AKS)

● Amazon Elastic Kubernetes Service

● Red Hat OpenShift enterprise Kubernetes container platform

https://azure.microsoft.com/en-in/products/kubernetes-service
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/amazon-elastic-kubernetes-service.html
https://www.redhat.com/en/technologies/cloud-computing/openshift


DevOps Engineer Journey - Monitoring
● Continuous Monitoring in DevOps helps organizations track the 

operational performance of the applications
● Provides immediate feedback and insight into performance issues with 

the applications across the geographies
● Popular monitoring tools used in DevOps are:

○ Nagios
■ Offers monitoring and alerting services for servers, switches, applications and 

services
■ It alerts users when things go wrong and alerts them a second time when the 

problem has been resolved
○ Prometheus

■ Provides monitoring and alerting functionality for cloud-native environments, 
including Kubernetes



DevOps Engineer Journey - Nagios



DevOps Engineer Journey - Prometheus with Grafana



DevOps Engineer Journey - Cloud Alternatives
● Azure Monitor

● Amazon CloudWatch

https://azure.microsoft.com/en-in/products/monitor
https://aws.amazon.com/cloudwatch/#:~:text=Why%20Amazon%20CloudWatch%3F,provides%20insights%20into%20operational%20health.


What next?
● DevSecOps 

○ The practice of integrating security testing at every stage of the software development 
process

○ It includes tools and processes that encourage collaboration between developers, 
security specialists, and operation teams to build software that is both efficient and 
secure

○ Focuses on reducing the risk of vulnerabilities in software by integrating security early in 
the development process



What next?
● NetDevOps 

“Every time we implement a network change, something goes wrong.”

“The network is too critical to upgrade.”

“Joe is on vacation and without him, we cannot make changes to the network.”



What next?
● NetDevOps 

○ Brings the culture, technical methods, strategies and best practices of DevOps to 
Networking

○ Orchestrates and automates network changes to reduce the network delivery lifecycle
○ Treats the network as code to allow for version control
○ Reliably tests changes to make sure of quality and stability



What next?
● MLOps

○ Stands for Machine Learning Operations
○ Is a core function of Machine Learning engineering
○ Focused on streamlining the process of taking machine learning models to production
○ Maintaining and monitoring them



What next?
● AIOps

○ Stands for Artificial Intelligence for IT Operations
○ Harnesses artificial intelligence and machine learning to elevate IT operations through 

automation of:
■ Routine tasks
■ Prediction and mitigation of incidents
■ Optimization of infrastructure and application performance

○ Proactively identifies and resolves issues, minimizing downtime and enhancing system 
reliability by analyzing extensive operational data



What next?
● ArchOps (Architecture + Operations)

○ Unites software architecture and IT operations
○ Guarantees that architectural choices align with operational demands
○ Promotes architectural excellence across the software development lifecycle
○ Seeks to harmonize architectural decisions with operational necessities, yielding scalable, 

maintainable, and efficient software systems



Industry Use Cases

Company Experience

Netflix Has 600+ services in production. Deploys 100 times per day.

Uber Has 1,000+ services in production. Deploys several thousand times each week.

WeChat Has 3,000+ services in production. Deploys 1,000 times a day.



Industry Use Cases

Netflix invested heavily in DevOps. Developers build, deploy and operate their 

own server clusters and are accountable when things go wrong.



Industry Use Cases
● Deployment at Netflix is completely automated
● When a service needs to be deployed, the developer first pushes the code 

to a source code repository
● The code push is picked up by Jenkins, which subsequently performs a 

build producing an application package
● Then, a fresh VM image (AMI) is produced based on a base image 

(containing a Linux distribution) and software that all Netflix servers run, 
including a JVM and Tomcat, possibly further customized by the team

● On top of this base install, the application package is installed
● From this, an AMI is produced and registered with the system



A - Z of DevOps

● A - Ansible
● B - Bitbucket
● C - Chef
● D - Docker
● E - Elasticsearch
● F - Fitnesse (Scanning tool)
● G - Grafana

● H - HCL (Hashicorp 
Configuration Language)

● I - Infrastructure as Code
● J - Jenkins
● K - Kubernetes
● L - Logstash
● M - Microservices 



A - Z of DevOps

● N - Nagios
● O - Open Source
● P - Prometheus
● Q - Quality Assurance 
● R - Raygun (Application 

Monitoring)
● S - SignalFx (Monitoring, 

Alerting)
● T - Terraform

● U - Urbancode (IBM's 
Deployment Automation Tool)

● V - Virtualization
● W - Webpack (JS Module 

Bundler)
● X - XML
● Y - YAML
● Z - ZAP (Zed Attack Proxy)



Thank you


