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Assignment 1 - Network Operating Systems and Services
[bookmark: _Toc97210241]Worksheet 1 - Task 1 - BUILDING A VIRTUAL LAN USING TYPE 2 HYPERVISOR MANAGEMENT SOFTWARE
[bookmark: _Toc97210242]Server and Client Creation
The first step that was required was to create 2 client virtual machines and 2 Server Virtual Machines. It was necessary to follow the specified values given within the worksheet for the initial setup to follow exactly what is needed in the way of storage. This task was required to have 4096MB of Virtual Memory on each VM and 25GB of storage on the Server VMs and Slightly less on the client VMs of around 20GB. The overall product of these steps is shown below:
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[bookmark: _Toc97210243]ISO Installation
Next, was to add the downloaded ISO files of the operating systems. The Two Operating Systems used in this worksheet are Windows Server 19 and Windows 10. The installation occurs within the storage section of the VMs. This process is shown below:
[bookmark: _Toc97210244]Server
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[bookmark: _Toc97210245]Client
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[bookmark: _Toc97210246]Optimization
Optimization is a major part of the worksheet regarding the performance of the Virtual Machines. There are numerous possible optimization techniques available to do. With regards to this worksheet, the two major optimizations were as follows:
[bookmark: _Toc97210247]Enable PAE/NX
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[bookmark: _Toc97210248]Video Memory to 128MB
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[bookmark: _Toc97210249]OS Installation
[image: ]Next was the OS Installation within the virtual machines. Installation of Windows 10 on the Client Machines and Windows Server 2019 on the server Machines. Both Installations follow the exact same steps. Examples shown below:
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[bookmark: _Toc97210250]2. Virtual Network Configurations
Now the initial setup is complete, Next is the Public and Private Net Configurations on both client and server. This begins in the Oracle Interface and continues within the Virtual Box. The configuration begins within the Network section of the Virtual Machine Settings. Initially, 2 Adapters are configured within the server, PublicNet, and PrivateNet1. 
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Next, is the internal configuration of the system. This step was to begin the Server VM and initially change both adapter names within the VM to the relevant Adapter interfaces. Without the proper configurations, the interfaces will not function properly. Completed outlook of Names shown below:
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[bookmark: _Toc97210251]Adapter IP Configuration. 
The next step was to configure the newly created adapters’ IP addresses based on the given network topology across all VMs. Following the specified Ip Addresses within the worksheet, the configurations are demonstrated below:
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Client 1 and 2
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[bookmark: _Toc97210252]Firewall Settings
The final part of Task 1 was to disable firewalls on all Virtual Machines and then to ensure that there are successful pings in between each device mainly Server 1 and Client 1. This step is the final step to complete. The implementation of this is shown below:
Server 1 and 2
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[bookmark: _Toc97210253]Connectivity Check
Finally, the last step was to ensure connectivity between all connected VMs, in this instance between Server 1 and Client 1 and Server 2 and Client 2. This is Demonstrated Below:
Server 1 and Client 1
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Server 2 and Client 2
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[bookmark: _Toc97210254]Task 2 - DEPLOYING A NETWORK DIRECTORY SERVICE AND CREATING AND UNDERSTANDING ACTIVE DIRECTORY NETWORK OBJECTS
[bookmark: _Toc97210255]1. Pre-Requisite
In order to continue with this task, it was essential that all previous configurations were present and working as intended. It was critical that the server IP was Statically defined, and No DNS was specified. After ensuring this, we needed to change the Server Name to that specified within the worksheet DC1-NWT.
[bookmark: _Toc97210256]IP and DNS Check
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[bookmark: _Toc97210258]Computer Name Change and Verification
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[bookmark: _Toc97210259]2.	Deploying Active Directory as a role or feature based installation
Next, was the main setup of the server systems. Installation of Active Domain and Directory Services (ADDS) within DC1-NWT. Using Server Manager, ADDS can be installed. 
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[bookmark: _Toc97210261] Promotion to Domain Controller
After initial setup and installation, next is to promote this server to domain controller. This is created using a forest and specifying a new domain which is nosstask.msft. 
Promotion Location
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New Forest Configuration
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[bookmark: _Toc97210262]Domain Login Verification
Verifying that the installation was successful is essential. If the installation was successful, then login will be accepted and allowed. 
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[bookmark: _Toc97210263]3. Creating user account objects using Active Directory Users and Computers snap-in console.
Managing and creating users on a domain server is difficult if not done properly. Next, the configuration of new users must me commenced. This can be done by using the Active Directory and Users application within the Server VM.
[bookmark: _Toc97210264]Active Directory Users and Computers
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[bookmark: _Toc97210265]Domain Controllers and User Creation
Verification of DC1-NWT as Primary Controller
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[bookmark: _Toc97210266]Domain Admin Group Members
[image: A screenshot of a computer

Description automatically generated]



[image: A screenshot of a computer

Description automatically generated]




[bookmark: _Toc97210267]New Admin User Creation
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This would add a user to the domain admins group and give that specified user access to the development server tools.
[bookmark: _Toc97210268]4. Object attributes of interest.
Next, this is the section where the configuration of user permissions and restrictions are taking place. Mainly Logon Hours, by using a previously created non-admin user account.  Also, this is where it is possible to restrict the user from changing passwords. 
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[bookmark: _Toc97210270]5. Adjoining the domain and testing user logins.
The Final task to complete was allowing client 1 to access the nosstask.msft domain. This is available through internal configuration within client 1. But also, initial configuration within the Active Directory Users and Computers in the Serer 1 VM. First, it is essential that none have already been previously created. 
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[bookmark: _Toc97210271]Creation of WS1-NWT
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[bookmark: _Toc97210272]Client 1 Configuration
In order to access the domain client 1 must be configured to access the domain. Initially, the DNS IP must be configured. 
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DNS IP is PrivateNet1 – 192.168.1.1



[bookmark: _Toc97210273]Joining nosstask.msft
In order to join the domain a username and password with administrator privileges was required.
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[bookmark: _Toc97210274]Domain Login Verification
Finally, it was essential to identify if all previous configurations were successful. 
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[bookmark: _Toc97210275]Server 1 Non-Admin Account Login
[image: Graphical user interface, website

Description automatically generated]The final task was to ensure that only administrative accounts were able to access the server VM. 
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[bookmark: _Toc97210276]Task 3: Observational Tasks
[bookmark: _Toc97210277]Type 1 and Type 2 Hypervisors
Both Type 1 and Type 2 hypervisors are used in everyday life, Type 1 Hypervisors are mainly used within major companies and businesses where Type 2 Hypervisors are more for common everyday use for quick and easy access to a virtual environment and what is used within the worksheet.
Type 1 hypervisors are all hardware or bare metal-based hypervisors, “Type 1 hypervisors are installed directly on top of the hardware platform” [1], where type 2 hypervisors are all software based.  Type 2 hypervisors are the most used due to their convenience. As stated by D. Roundtree and I. Castrillo:
Type-2 hypervisors generally sit on top of another operating system. The operating system controls access to the physical hardware. The hypervisor acts as a control system between the host operating system and the guest operating system. [2]
Within the worksheet we used Type 2 hypervisors due to its availability on host devices. Type 1 hypervisors were not suitable as they would be required to use another separate system compared to the current Type 2 Hypervisors.  But there are some drawbacks to using Type 2 within this worksheet, “A Type 2 hypervisor must access computing, memory, and network resources via the host OS, which has primary access to the physical machine.” [3] This factor can cause several security and performance issues while using the hypervisor and could cause some issues in running all the machines and completing the tasks required. This is where Type 1 hypervisors are then used due to them having greater security and performance overall, but as stated previously “A Type 1 hypervisor often needs a separate management machine to administer different VMs and control the host hardware.” [3]
The vendor used within this worksheet was a Type 2 Hypervisor of VM Oracle VirtualBox and there was also the possibility of using VMWare Virtual Machines also. An alternative Type 1 hypervisor that is available for use is VMware vSphere or the more commonly used Windows Server Hyper-V.
[bookmark: _Toc97210278]Cloud Computing
The most common definition of Cloud Computing is “software applications or other resources that exist online and are available to multiple users via the Internet, rather than being installed on a particular user's local computer” [4] There are many benefits within the use of cloud computing such as Cost Efficiency and Scalability. Mainly cloud computing has unlimited storage capability, as everything is stored on the cloud storage problems are not a problem.  But also, Backup and Recovery is not a problem, as stated in [5] :
Since all the data is stored in the cloud, backing it up and restoring the same is relatively much easier than storing the same on a physical device. Furthermore, most cloud service providers are usually competent enough to handle the recovery of information. Hence, this makes the entire process of backup and recovery much simpler than other traditional methods of data storage
This is the main reason most companies and organizations are using cloud computing vendors such as Amazon Web Services and Microsoft Azure. But within cloud computing, there are also certain drawbacks that can affect the overall implementation such as Technical Issues and Connectivity problems, but the major drawback is the security of data stored.  As mentioned in [6]:
Cloud computing faces just as many security threats that are currently found in the existing computing platforms, networks, intranets, internets in enterprises. These threats, risk vulnerabilities come in various forms.

The security threats are continuously increasing, and this is a major drawback within the use of cloud computing. Overall, the use of cloud computing is widely used even with all the drawbacks presented. It is still the go-to item for most major companies for data storage and application. 
[bookmark: _Toc97210279]DNS 
DNS or Domain Name System is a specified database that notes and stores all specified domain names within an organization and assigns them to a specific received IP address. As defined in [7]:
DNS offers a practical way around the difficulty of maintaining large hosts files in an organization. On a larger scale, Internet-connected computers use DNS to resolve URLs (Universal Resource Locators). In this way, one doesn’t need to know the IP address of a Web server – just its name.
DNS works as a hierarchy; it relies on zones to function. It relies on zones such as Root servers and domains and sub-domains in order to access certain websites. The DNS process always escalates at each zone until the function can be completed. An example of the hierarchy that is used in the process of DNS Resolution. As shown by the figure below:
[image: DNS query diagram]
Figure 1 – Adapted from [8]
The figure demonstrated the basic process of the DNS Lookup Hierarchy example process. The user sends a request to access a certain website which then must go from the user to the internet and is received by the DNS resolver. Then this queries the extension of the request(.com/.org etc.) and stated what level domain it is stored within. Finally, the DNS resolver receives this information and received the web address IP and sends it back to the host device who then initiated an HTTP request in order to access the website data. 



As stated by Microsoft:
Active Directory Domain Services (AD DS) uses DNS as its domain controller location mechanism. When any of the principal Active Directory operations are performed, such as authentication, updating, or searching, computers use DNS to locate Active Directory domain controllers. In addition, domain controllers use DNS to locate each other. [9]
Without the use of DNS within ADDS then the creation of a domain for this worksheet would be impossible. The use of DNS within the ADDS allows the clients to connect with the server-created domain and allows the server to create and associate each received machine IP due to the DNS lookup, to the username created within the domain. 
[bookmark: _Toc97210280]Critical Roles 
Within the server/domain creation there are several critical roles needed to create a full domain. Of course, Active Directories (AD) are needed which we used within this worksheet but there are other critical roles that should be installed that were not shown on the worksheet. The first critical role is the DHCP server installation, the DHCP server is used for storage of Valid IP configurations of connected clients but also contains excluded IP addresses. A DHCP server is used in the configuration of TCP/IP networks. As stated by Walker:
This tool automates the configuration of IP addresses across the width of a corporate network, managing these as devices connect without the need for IT teams to manually assign IP addresses themselves. This is a key part of configuring the Domain Name Server (DNS) and subnet masks, alongside default gateways. [10]
Without a DHCP server several other functions such as TCP/IP logging and configuration would become a lot harder within the domain. 
The other critical role that is essential within enterprise networks is a DNS Server.  The DNS server is one of the most important features that every domain/network should include. The main purpose of a DNS server is to translate requests for web address names into readable IP addresses to direct the client to the relevant domain. Without a DNS server all attempts to reach webpages from all devices within the domain would fail. DNS is essential for any network to run as “In order for them to access websites they have to look for the IP address connected with that particular domain name.” [11]
Within any server without theses two highly critical roles then all functions and processes while attempting to access other domains would fail. All AD, DHCP, and DNS are essential components of any server and domain setup. 




[bookmark: _Toc97210281]Terminology
This worksheet introduced numerous amounts of different terminologies such as PAE/NX and Firewall. These terms all correspond to several different functions such as optimization or system management etc. Most of the terminology used is universal across all Operating Systems such as Linux or Apple. But there are a few which are unknown such as PAE/NX or I/O APIC. PAE/NX represents Physical Address Extension which is essentially an operation that allows 32-bit CPUs to access more than their allocated RAM is supported by the specific OS and allows the CPU to be more readily available to run the VMs, PAE is optional when using a Windows VM but when running another Virtual Machine with Ubuntu or Linux Installed the PAE is a necessity in order to run the VM, without it, the VM/OS will not run. 
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Description automatically generated]Next is the term Firewall, when using this term, we refer to the internal security layer that monitors all incoming and outgoing traffic within your device. Firewalls “establish a barrier between secured and controlled internal networks that can be trusted and untrusted outside networks, such as the Internet.” [12]. Firewall settings and locations differ based on the operating system used. Within windows, it’s as simple as searching Firewall Settings, where within another OS such as Linux we would need to use the command line to modify any firewalls as shown in the figures below:
 
Figure 2 – Adapted from [13]		Figure 3 – Adapted From [14]
The Final term that is used often within the Worksheet is AD. AD stands for Active Directory. An Active Directory is mainly used within domains to give access to a database and services that are required by the organizational workers in order to complete their work.  There are numerous extensions of AD such ad Domain Services or Users and Computers which help with server/domain creation and management. The applications and management services vary across operating systems. Within Windows, there are simple interfaces available that were used within this worksheet but in other OS such as Linux, there are no interfaces available. Therefore, most domains would be configured AD using an OS that has an interface available. 



[bookmark: _Toc97210282]Reflection
This worksheet covered numerous aspects of domain, client and server setup. The creation and installation of the Virtual Machines and Operating systems were simple enough to implement. When creating and modifying network adapters PublicNet and Private Net1 and 2 there were no major issues. When creating the new domain and installation of ADDS there were a few clashing/features that were required to be installed first but that were prompted to fix by the interface. When creating users, it was essential that we met the minimum requirements of Windows Passwords which was a challenge but was successful in the end.  Finally, the addition of the Client to the domain was slightly difficult as the IP stated within the Worksheet was incorrect as the IP for Private Net was needed not the IP Address for PublicNet. After this was discovered, the connection was successful and all connectivity tests were successful also, this was the final challenge of the worksheet. 
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