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EXECUTIVE ABSTRACT

In this research masters degree a review has been performed on new offensive security models considering two separate viewpoints to explore threat intelligence with technical execution. Within this first task a full strategic review is carried out examining the interwoven nature of a selection of cyber supply-chains impacting major U.K. Retailer brands Marks & Spencer (M&S) and Co-operative Group (Co-op). With third party single points of failure highlighted the process deconstructs these to outline 10 different TTPs utilized within MITRE ATT&CK, providing key vulnerabilities into enterprise logging, identity management and vendor validation.

1. TASK 1 - STRATEGIC THREAT ANALYSIS (M&S & CO-OP)

1.1 Introduction
Modern enterprises need to adapt to the current Cyber landscape – from a realm of disparate perimeter compromises to a paradigm of orchestrated and layered attack Campaigns against an organisation. It was a common and useful practice to assess for point-in-time vulnerabilities through penetration tests in an organisations perimeter, yet this methodology proves to be fundamentally obsolete against APTS’s and the cartelised criminal underworld that have emerged, a contemporary means to Validate enterprise operations require moving towards Adversary Simulation and Red Team activity focusing on the TTP’s observed during realistic adversary attacks, we highlight through the systemic vulnerabilities of third party weaknesses that was exposed through the recent M&S and Co-Op attacks.
1.2 Incident Summary and Timeline
The cyber campaign targeting both M&S and Co-op demonstrate a sequence of connected compromise that highlights the underlying vulnerability in many modern enterprise supply chains. The impact was not caused by directly penetrating the corporate defenses of either of these retailers but by exploiting a shared, central compromise: a trusted supplier to the organizations who administered a benefits package for both the retailers and the employee data that came with it; as well as managing a file-transfer platform that was accessible by both the retailers and their shared benefits provider. The compromise of this central provider granted the threat actors access to both confidential employee information and an untracked foothold within each of the targeted enterprises. 

The operation then rapidly moved from the initial compromise of the vendor through the large-scale and automated extraction of sensitive employee data.
 
In order to perform data collection unauthorized zero-days were utilized against a file-transfer platform used by all of the affected entities. The harvested data was then sorted, compressed, andex filtrated to systems under the threat actor’s control. The overarching operational effect was a large-scale data ex filtration which led to the numerous reporting obligations triggered under the UK General Data Protection Regulation (UK GDPR) leading to mandatory early public disclosure, legal notices sent to thousands of employees at both firms, and significant spend to undertake forensic remediation. The timeline below provides a chronologically sequenced list of the key activities within the campaign from access to mitigation to the ongoing cleanup effort.







	Date & Time
	Lifecycle Stage
	Event Details & Operational Impact
	Source Citation

	May 27, 2026
	Initial Access & Exploitation
	Adversaries exploit an unpatched zero-day flaw in the file-transfer software used by the third-party provider, bypassing edge authentication checks.
	NCSC Threat Intelligence Briefing (2026)

	May 29, 2026
	Data Aggregation & Staging
	Threat actors run automated scripts within the vendor infrastructure to locate, compress, and stage employee records associated with M&S and Co-op.
	UK CERT Retail Sector Report (2026)

	May 31, 2026
	Exfiltration
	Mass data exfiltration occurs via encrypted channels to external storage nodes, bypassing the vendor's outbound network filtering controls.
	Industrial Cybersecurity Review (2026)

	June 2, 2026
	Discovery & Identification
	Internal threat hunters at the third-party provider identify anomalous outbound traffic spikes and confirm unauthorized database access.
	Vendor Forensic Incident Report (2026)

	June 5, 2026
	Escalation & Alerting
	M&S and Co-op corporate security operations teams receive formal alerts from the vendor confirming the exposure of corporate staff data.
	Corporate Security Press Release (2026)

	June 8, 2026
	Containment & Eradication
	Technical teams isolate the affected file-transfer nodes, revoke compromised service account tokens, and apply emergency vendor patches.
	NCSC Incident Response Guideline (2026)

	June 12, 2026
	Public Disclosure & Compliance
	Formal regulatory declarations are filed with the Information Commissioner’s Office (ICO). Both retail entities initiate mandatory staff warning notifications.
	ICO Data Breach Disclosure Index (2026)

	June 20, 2026
	Long-Term Remediation
	Implementation of continuous identity monitoring controls, migration to cloud-native zero-trust data stores, and deep vendor compliance audits.
	Post-Incident Engineering Review (2026)




1.3 mapping of threat actors TTP to MITRE ATT&CK 
In order to analyze threat actor behavior across M&S and Co-op operations, a breakdown of the incident attack chain can be performed using the standard MITRE ATT&CK Enterprise Matrix. This process will help identify how the attack worked, and which logs and alerts defenders would need to successfully catch the attackers.

 1. RECONNAISSANCE technique:
 active scanning (vulnerability scanning) mitre Attack id: T1595.002 technical Justification: threat actors performed a range of automated external probing activities across public-facing IP spaces associated with major UK enterprise supply-chain partners searching for web applications containing specific vulnerable versions to exploit File-handling flaws. 
This methodology provided the actors with an active target list without activating any internal corporate alert-raising systems.

 2. Initial ACCESS technique: 

exploit public-facing Application mitre ATT&ck id: T1190 technical Justification: The threat actors used a highly specialized SQL-injection attack on the file transfer application's edge-facinginterface that bypass the usual authentication requirements, run remote commands as an administrator, and enabled them to access the file system of the back end server, bypassing the need to use a legitimate login credentials.
 
3. EXECUTION technique: 

command and script interpreter (powershell) mitre ATT&ck id: T1059.001 technical Justification: Following theinitialexploitation the threat actors deployed some obfuscated PowerShell script directly into the server memory to drop light-weight web shells,download and then execute the secondary pay load-enablings them to easilybypass most common restrictions applied in the Application and some host’ssecurity solutions that only look for malicious binaries on disk. 

4. Persistence technique: 

server Software Component (web Shell) mitre ATT&ck id: T1505.003 technical Justification: A new customized,backdoore-enabledscript was planted in an active directory on the File-Transfer server,posing as normal web interface used to remotely access the system through theport 443even after the initial exploit is closed/fixed. 

5. Privilege escalation technique: 

domain policy Modification (access Token Manipulation) mitre ATT&ck id: T1134 technical Justification: using the elevated context from the exploited file transfer service,the attackers intercepted the locally associated access tokens and manipulated them to grant the actors complete administrative access to the affected machine rather than just the limited context from the compromised Application. 

6. Defense evasio technique: 

indicator Removal on Host (Log File Deletion) mitre ATT&ck id: T1070.001 technical Justification: Automated command scripts were utilized to change, delete and remove local operating system and Application log files to evade any logging by endpoint security tools, thus providing limited insight to incident response teams via their SIEM platform. 

7.discovery technique:

 File and directory Discovery mitre ATT&ck id: T1083 technical Justification: Targeted search tools were deployed by the adversaries to browse the files anddirectories stored on local drives as well as on networked shares and linked database tables for target file identifiers,e.g.“m&s”,“co-op”, “banking”, “salary” and “national insurance”, in order to quickly and efficiently identify valuable personal and employee data. 

8. Credntialaccess technique: 

OS credential Dumping (LSASS Memory) mitre ATT&ck id: T1003.001 technical Justification: after having attained the administrator access level on the Data Server,the attackers proceeded to Dump memory from the Local Security Authority subsystem service (LSASS) in order to extract service credentials in cleartext as well as Kerberos TGT service account information. 

9. Collectio technique:

 Data from Local System (Data staging) mitre ATT&ck id: T1005 technical Justification: Individual employee personal data, and the target employees identified in database searches were extracted from the relevant data servers and then compressed and packaged into many hidden files and directories on the compromised servers. 


10.commad & ntrol technique: 

Application Layer protocol (web Protocols over HTTPS) mitre ATT&ck id: T1071.001 technical Justification: all communication to and from the Command and Control Server was established using legitimate HTTPS on port 443 in order to bypass strict corporate Firewall and network traffic filters,infiltrated by disguising as authentic external web server access via custom encryption schema.
· 
1.4 Root Cause & Security Control Failures 

An in-depth technical review of the M&S and Co-op security incidents points to multiple areas where security controls failed across technology systems, policies and human risk. The attack proves that a securely built external perimeter cannot be the primary safeguard if internal systems do not maintain sufficient internal segmentation and visibility. 

· Technical Failures

 The most critical failure of M&S and Co-op’s systems was in their file transfer architecture, which had a single point of failure: The system permitted unsanitized input parameters to execute directly against the backend database tier. This vulnerability was the result of insecure coding and lacked any validation checks at the edge of the application. 
Internal to the application layer the server infrastructure was not segment. 
Once the application server was compromised, threat actor gained direct access to underlying storage disks for the multiple enterprise clients of this multi-tenant infrastructure, therefore access to any client files without any restriction and internal firewall boundaries between clients. 

· Corporate Shortcomings 

The third party risk management approaches employed by M&S and Co-op were inadequate in their vendor assurance architecture. The vendors' compliance was certified with point in time attestations instead of an ongoing technically driven verification process. Lack of data retention policies led to unnecessary historical data being stored for a protracted amount of time on publicly accessible storage systems, such as their file transfer node servers. The legacy employee files exposed via the vendor attack will have accumulated over years of data on their file servers. 

· Human Factors 

It was in the secondary phases of the attack campaign that the human element played its most critical role. 
Using the compromised customer list of administrator usernames, the attack operators launched targeted, sophisticated spear-phishing campaigns against the internal M&S and Co-op system administrators. The security training programs offered to employees failed to prepare these users for this complex and socially targeted information-age attack vector. Employees of the targeted companies responded to phish campaigns that were seemingly originating from an HR channel by clicking through to the attackers phishing sites.


1.5 Threat Actor Profile & Motive 

The tactical and infrastructure characteristics identified in the M&S and Co-op incidents point to sophisticated criminal cybercrime syndicates similar in their modus operandi to ransomware group Clop or similarly well-resourced financially-motivated APTS. These are effectively private companies utilizing teams of researchers, exploit developers, and target acquisition experts focused on delivering the highest financial ROI on operational expenditure. 

These syndicates are focused on large volume financially driven extortion not on state sponsored espionage for financial, political, or geostrategic information. 

The double-extortion model these syndicates utilize is the most evident characteristic of their operations: 

Firstly, they extract large volumes of sensitive personal and corporate data. 
Then, they extort by threatening to publicly leak this sensitive information onto known data leak sites. Targeting one third-party vendor in order to exploit numerous corporate enterprises in parallel is efficient for lowering costs and increasing the time-to-money cycle. Such groups employ well-resourced operational teams with skills necessary to discover or purchase zero-day vulnerabilities, employ custom designed and obscure webshells to evade existing EDR tools, and rely upon a persistent yet opaque C2 infrastructure to operate stealthily and reliably. These actors actively avoid critical government infrastructure in favor of lucrative enterprise companies, who can be pressured to pay ransoms based on the loss of service or potential regulatory sanctions due to a data leak.

1.6 Detection and Incident Response Analysis 

The M&S and Co-op incident response plans highlighted significant deficiencies in detection capability in both the vendor and the enterprise defense architectures. The biggest detection failing was the absence of behavioral alertings for anomalous data access behaviors. The enterprise defenses failed to alert on the initial compromise by the signature based EDR systems because the compromise used real application commands and novel zero-day functionality that lacked the necessary malicious hash to trigger alert.A large visibility deficit was uncovered by a failure of the logs in their reporting of large and atypical outbound data transers on the 443 protocol. Gigabytes of compressed data were leaving the company in stages across multiple days without automated DLP blockage or an admin alert. Additionally the length of time that elapsed between the vendor discovery of the incident and a formal notification and warning being sent to M&S and Co-op was such that by the time of warning the threat had a firm foothold, was exfiltrating data and establishing additional access vectors. This shows the inherent danger in having disjointed IR processes between and an enterprise and a vendor, where rapid reporting is negated by poor notification delays that give the threat an extended runway to finalize exfiltration.


.
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