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Abstract- This report outlines the new proposed 

comprehensive network security policy for a 

medium-sized financial services company, 

FinSecure Ltd, who deal with the sensitive data of 

their customers. This new security policy is 

essential to mitigate against threats that could 

compromise the confidentiality, integrity and 

availability of the company’s network. This security 

policy implements industry standard policies and 

guidelines, mitigation measures, network 

monitoring & incident response, and a staff 

training program. 

I. Introduction 

As a medium-sized financial services 

company, FinSecure Ltd must ensure that 

a high level of network security is 

required. Network Security “refers to the 

technologies, policies, people, and 

procedures that defend any communication 

infrastructure from cyberattacks, 

unauthorized access, and data loss” [1].   

The main purpose of network security is to 

protect and safeguard against threats. A 

threat is anything that may violate the CIA 

triad. The CIA triad is detailed below: 

• Confidentiality – “Ensuring that 

sensitive data is accessed only by 

authorized individuals or systems” 

• Integrity – “Ensuring data remains 

accurate, consistent, and unaltered 

during transmission or storage” 

• Availability – “Ensuring data and 

network resources are accessible to 

authorized users when needed” [2] 

 
(Figure 1 – The CIA triad) 

Failure to meet each area of the CIA triad 

and therefore failing to achieve a high 

level of network security, our company 

will be vulnerable to a wide range of 

threats that will be covered in part A of the 

body section of this report. 

As FinSecure Ltd is a financial services 

company, a lot of it’s work can be 

performed remotely, with staff accessing 

the company’s network from various 

locations using personal devices, which 

increases the company’s vulnerability to 

threats, which adds greater importance to 

the protection of the company’s data, 

devices and resources.  

This lack of security could negatively 

impact the company, in ways such as: 

• A decrease in productivity 

• Loss of revenue 

• Loss of sensitive data 

• Loss of reputation & customer trust 

• Loss of time & communications 
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• Threat to safety systems 

Therefore, the company must implement a 

security policy so that it can avoid all these 

negative impacts to our company. 

“Security policies govern the integrity and 

safety of the network. They provide rules 

for accessing the network, connecting to 

the Internet, adding or modifying devices 

or services, and more” [3].  

The purpose of this report is to outline the 

objective and details of developing a new 

comprehensive security policy for 

FinSecure Ltd, demonstrating the need to 

mitigate both internal and external threats, 

in order to protect the company’s online 

resources. 

 

II. Body 

A. Identification of Threats 

This section of the report will refer to 

threat and vulnerabilities. A threat is “a 

potential for a threat agent to exploit a 

vulnerability” and a vulnerability is “a 

flaw or weakness in an asset’s design, 

implementation, or operation and 

management that could be exploited by a 

threat” [4]. 

Threats can be both internal, meaning from 

inside of the company, or external, 

meaning from outside of the company. 

Internal threats can arise from 

maliciousness or negligence, as well as 

being purely accidental, meaning a threat 

could both intentional or unintentional 

while possibly stemming from either 

proper or improper conduct. Potential 

internal threats to FinSecure Ltd could be: 

• Insider attacks from current or ex-

employees, who could damage 

systems or release sensitive 

information. 

• Poor password management, 

compromising the security of the 

company. 

• Weak access controls and 

unauthorised privileges, allowing 

unauthorised users to access 

sensitive data and systems. 

• Negligent behaviour, allowing 

users to perform risky actions, 

which could be prevented with 

robust security protocols. 

 
(Figure 2 – The difference between 

malicious, negligent and accidental 

behaviour [5]) 

 

External threats are typically only 

malicious, stemming from cybercriminals 

who are attempting to gain access to a 

company’s sensitive data or systems. 

Potential external threats could be: 

• Phishing attacks, which is a 

modern form of social engineering 

where an attacker poses as an 

external entity, sending fraudulent 

messages encouraging users to 

sharing sensitive data or login 

credentials. 

• Malware attacks, which is a type of 

software designed to cause harm to 

a company’s systems in the form of 

viruses/trojans. 



• Ransomware attacks, which is a 

more modern trend of malware 

where the cybercriminal will 

demand a payment to remove the 

harmful software from your 

system. 

• Distributed Denial-of-Service 

(DDoS) attacks, which is done by 

flooding a company’s network with 

traffic, making it inaccessible for 

any other users. [6] 

 

B. Security Policies 

As stated in the introduction, a security 

policy is a course of action which is used 

by a company to govern a network and 

provide a set of rules, guidelines and 

requirements to be followed by all users. 

A security policy will be created in 

accordance with industry security 

standards, which are documents written by 

subject experts that outline the best 

practices for that industry, with the CIA 

triad as a main priority throughout. The 

main standards that I believe FinSecure’s 

security policy should be based on are: 

• ISO/IEC 27001 

An international standard for 

Information Security man 

management. Complying with this 

standard will lead to greater security, 

advanced strategies and continuous 

improvement throughout the company 

[7]. 

• NIST Cybersecurity Framework 

(CSF) 

A framework developed by the National 

Institute of Standards and Technology 

(NIST) which helps to improve the 

cybersecurity of a company’s critical 

infrastructure by providing guidance to 

organisations on how to manage their 

cybersecurity risks [8]. 

In accordance with these standards, the 

policies that I believe should be 

implemented within FinSecure Ltd are: 

• Acceptable Use Policy (AUP) 

Defines what is considered as 

acceptable and proper usage of a 

company’s information, systems and 

resources. This improves data 

confidentiality by preventing improper 

use of sensitive data. 

• Data Protection and Privacy Policy 

Defines the compliance of a company 

with data protection regulations, such 

as the GDPR, whilst also defining how 

sensitive data should be collected, 

processed and stored. This improves 

data integrity by ensuring that data is 

accurate and unaltered. 

• Data Access Control Policy 

Defines the classification of data based 

on its type and sensitivity, and the 

authorisation of users to the data based 

on their role/authority. This improves 

data availability by ensuring users can 

access data which they’re authorised 

to, without downtime or waiting for 

authorisation. 

• Remote Access Policy 

Defines how an employee is allowed to 

connect to and use a company’s IT 

system. This policy is particularly 

important because of, as previously 

stated, the increased amount of remote 

working and staff accessing the IT 

systems from various locations and 

devices. This improves each area of the 

CIA triad by ensuring remote 

connections are secure, protected and 

readily available. 



 

C. Mitigation Measures 

Alongside these policies, to adequately 

reduce the company’s vulnerability to 

threats, a series of mitigation measures 

must be implemented. A mitigation 

measure refers to “processes and 

technologies to reduce cybersecurity risks 

in an organisation's IT environment” [9]. 

The main mitigation measures that must be 

implemented, to improve the quality of the 

CIA triad criteria, are: 

• Symmetric encryption 

A form of encryption where the same 

pre-shared encryption key is used to 

encrypt and decrypt data. This form of 

encryption allows for faster data 

encryption and decryption due to lower 

CPU when compared to asymmetric 

encryption [10]. 

• Data Masking 

A method of data transmission where 

sensitive data is replaced with a non-

sensitive version, which is achieved by 

substituting, shuffling or nulling out 

the original data, in order to protect it 

from risky users/behaviour [11]. 

• Steganography 

A form of data transmission where 

sensitive data is stored in the form of a 

graphic, audio or video file, in order to 

send it inconspicuously to repel 

attention from interceptors [12]. 

• Salting 

A form of encryption where sensitive 

information, such as a password, is 

passed into a ‘hash function’ which 

converts it into an encrypted ‘hash 

value’. Salting differs from hashing by 

ensuring that every outputted hashed 

character string will be unique, even if 

the input was identical. To implement 

this, a cryptographically secure 

pseudo-random number generator 

(CSPRNG) would be used to generate 

the random character string to ensure 

that its unique, never reused, of the 

correct length and always in hash form 

when being transmitted [13]. 

 

D. Monitoring and Response 

Whilst implementing this new security 

policy, the company must continue to 

monitor and respond to any security threats 

that may not have been prevented by the 

security policies and mitigation measures. 

Having a proactive incident response plan 

in place will help the company to react 

quickly to reduce negative effects. 

This plan will involve the following steps: 

• Develop a contingency plan policy 

statement, outlining the need for a 

contingency plan. 

• Conduct business impact analysis, 

identifying the adverse effects that 

could impact the company’s 

operations. 

• Identify preventative controls by 

performing risk assessments and 

evaluating & implementing 

potential controls. 

• Create contingency strategies, 

outlining the plan of action in the 

instance of a threat occurring 

• Develop a contingency plan, which 

is the documentation of all 

previous steps, so all information, 

procedures and outcomes are 

clearly stated. 

• Ensure plan testing, training and 

exercises, preparing all employees 



and personnel to carry out the 

documented steps, which could be 

done through a series of drills, 

simulations and courses. 

• Ensure plan maintenance, in order 

to keep the plan relevant, up to date 

and effective. 

 
(Figure 3 – A flowchart outlining the plan 

for monitoring the network and responding 

to security incidents) 

 

E. Training and Awareness 

All users of a network will have some 

form of responsibility in ensuring that 

confidentiality, integrity and availability is 

implemented throughout. A structured 

cybersecurity training program is essential 

to ensure that all staff at FinSecure Ltd 

must be trained adequately to ensure that 

all sensitive data is kept secure, whilst also 

improving staff competency to reduce the 

risk of cyber threat due to negligence, 

human error or improper use.  

Implementing this training plan will 

reduce the risk of data breaches and 

financial losses, as well as improving our 

data security standard compliance. 

As previously mentioned, there are several 

modern trends of cyber threats, such as 

ransomware and social engineering tactics 

that all staff must be made aware of and 

trained regularly to ensure that their ability 

to avoid these modern threats is always up 

to date and relevant. 

This training could be provided through 

methods such as: 

• Presentations or lectures from 

industry experts, who can give staff 

a foundational base of knowledge 

related to explain and demonstrate 

the severity and risk of 

cybersecurity threats, and to share 

their experiences with new modern 

trends in cybercriminal activity, 

such as ransomware and social 

engineering tactics. 

• Initial training and e-learning 

modules based on the new 

cybersecurity policy, in order to 

inform staff of the changes and 

how they will work and be 

implemented etc. 

• Regular refresher courses, which 

could include quizzes, assessments 

and presentations/videos, to keep 

staff up to date and informed of 

any new updates to the security 

policy. 

• Random simulated attacks, 

including phishing and social 

engineering simulations, in order to 

maintain staff awareness, 

cautiousness and vigilance to the 

increasing risk of security threats. 

• Remote work training, to ensure 

that the staff that choose to work 

remotely are informed on the best 

remote work practices, such as 

using a VPN or connecting to 

public wi-fi sources. 

Develop a Contingency Plan policy statement 

Ensure plan maintenance 

Conduct business impact analysis 

Identify preventative controls 

Ensure plan testing, training and exercises 

Create contingency strategies 



III. Conclusion 

To conclude, as a financial services 

company with large amounts of sensitive 

data, as well as a large amount of remote 

work staff, FinSecure Ltd must ensure a 

high level of cyber security. The 

increasing risk of both internal and 

external cyber threats highlights the need 

for the to improve the company’s 

standards of the CIA triad. This can be 

achieved by implementing a new 

comprehensive security policy throughout 

the company. 

This security policy will involve 

implementing several rules, requirements 

and policies, written in accordance with 

industry standards, which will establish 

clear defined guidelines to protect the 

company’s resources and data. 

These guidelines will be further  

strengthened by implementing a series of 

mitigation measures, which will be 

updated regularly, in order to continuously  

improve the company’s defence against 

modern cyberattacks. 

These policies and mitigation measures 

will be regularly assessed by the 

‘Monitoring and Response’ plan which 

will be implemented, allowing for fast 

response to threats.  

Staff will be trained, in accordance with 

the new ‘Training and Awareness’ plan, 

which will be essential to establish a 

culture of cybersecurity awareness 

throughout the company. 

By implementing each point of this 

security policy, FinSecure Ltd can increase 

its resilience to cyber threats, significantly 

improving the safety of its resources and 

sensitive customer data, leading to a 

greater trust from new and existing 

customers, which will lead to an increase 

in the company’s sales revenue.  
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