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[bookmark: _Toc192248619]TASK 1


[bookmark: _Toc192248620]Introduction


The objective of this project is to design and deploy a network infrastructure for the multinational company NOSS2025, which operates in two locations: Swansea and Cardiff. This will involve analysing the virtualisation requirements, selecting a suitable hypervisor and setting up a network topology including Windows and Linux servers. The study will also cover the configuration of essential services, IP address management, DNS resolution and network security. This initial phase is important to ensure the stability and efficiency of the system before full implementation.












[bookmark: _Toc189663210][bookmark: _Toc192248621]Hypervisors 
A hypervisor, also called a Virtual Machine Monitor (VMM), is software or firmware that lets you run more than one operating system at a time on a single computer. It does this by hiding the details of the hardware and allocating resources to virtual machines (VMs) as needed.
There are two primary categories of hypervisors are distinguished: Type 1, also referred to as 'Bare-Metal', and Type 2, which is designated as 'Hosted’. 
[bookmark: _Toc189663211][bookmark: _Toc192248622]Type 1 hypervisors 
They can run directly on the host system's hardware, so you don't need an underlying operating system. This design has clear benefits in terms of performance and stability, as it allows direct access to hardware resources.
There are several features and advantages of a hypervisor of Type 1. For example, it is very powerful, because it can access the hardware directly. It is also very secure, because it doesn't have an underlying OS that can be exploited. It is also efficient, and it is suitable for enterprise-level virtualisation.
However, it should be noted that this hypervisor imposes specific hardware prerequisites, namely a compatible processor with virtualisation support, an adequate quantity of random-access memory (RAM) and storage, and BIOS/UEFI settings that have been enabled for virtualisation purposes.
Most people think that Type 1 hypervisors are better at handling large amounts of data and are more secure, which makes them good for use in big companies.
They have been shown to work better on systems that meet their specific hardware needs. Some good Type 1 hypervisors on the market include VMware ESXi, Microsoft Hyper-V and Xen.

[image: What Is a Hypervisor? – Types, Benefits & How It Works | Park Place]
1 - Hypervisor types
[bookmark: _Toc189663212]

[bookmark: _Toc192248623]Type 2 hypervisors 
In that case, it has been established that their functionality is based on an existing operating system, thus engendering a more flexible and user-friendly environment.
A distinguishing feature of Type 2 hypervisors is their simplified installation and management processes, along with notable compatibility with a broad variety of hardware configurations.
They are particularly well-suited to testing, development, and personal use, a fact further facilitated by the existence of open-source and free versions.
Despite their limited scalability, they can still provide adequate security for smaller-scale operations. 
Type 2 hypervisors have been observed to exhibit a greater degree of compatibility with a variety of hardware configurations, a phenomenon that can be attributed to their reliance on the host operating system (OS). There are many Type 2 solutions on the market available, including VMware Workstation, Oracle VirtualBox and Parallels Desktop (for Mac only).




[bookmark: _Toc189663213][bookmark: _Toc192248624]IP Addresses 
	
IP (Internet Protocol) addressing is essential for device identification and communication in networks (Tanenbaum & Wetherall, 2011). 
To help to understand, let's compare IP Addresses to sending a letter. If we want to send a letter to someone, we need their address so that it arrives at the right place. The same is true for computers: they need the same thing and use unique IP addresses to communicate with each other. These IP addresses contain information about the sender and the recipient of the data. All this information is divided into small packets of data, which are put back together once they arrive at their destination. Thanks to their uniqueness, ID Addresses help to identify devices and so help the routers to find the better itinerary possible for the data through the networks. They are also used by switches that work like routers but in local networks. 
[bookmark: _Toc192248625]Structure and Format of IP Addresses 
We can identify two very common types of ID Address: IPv4 and IPv6 (there are other but simply not used). 
IPv4 Addressing
IPv4 addresses are 32-bit numerical labels in dotted decimal format, e.g., 192.168.1.1 (Forouzan, 2017). They are divided into five classes (A-E), with classes A-C commonly used. Each decimal number represent 8 bits, so they can go from 0 to 255 because  = 256.
[image: Une image contenant texte, capture d’écran, Police, nombre

Description générée automatiquement]





IPv6 Addressing
IPv6 addresses are 128-bits numerical labels in dotted hexadecimal format, e.g., 0db8:85a3::8a2e:0370:7334 (typical in 2001). IPv6 include unicast, multicast and anycast addresses: 
· Unicast: identify only one device in the network, ensuring a direct communication between two hosts.
· Multicast: allow to send data to a specific group of devices, rather than sending it individually to each device.
· Anycast: is assigned to multiple devices, and the router routes the data to the closest node or the most efficient one. 
[image: ]
 2- IP structure's comparison
[bookmark: _Toc192248626]Subnetting 
Divide a network in under-networks, called the subnet, improving it efficiency and the security and can communicate directly with each other. (Cordeiro et al., 2016)
[image: Why do we need IP Subnetting? | NetworkAcademy.io]
3 - Illustration of how subnetting works
[image: Une image contenant texte, capture d’écran, diagramme
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4 - How packet routing across networks
[bookmark: _Toc192248627]Practical applications of IP addressing
· Network Address Translation (NAT): This technique allows multiple devices on a local network to share a single public IP address, conserving IPv4 addresses.
· Virtual Local Area Networks (VLANs): use IP addressing to create logical separations within a physical network, improving security and performance. 
· Classless Inter-Domain Routing (CIDR): allows more flexible allocation of IP addresses, improving routing efficiency. 
[bookmark: _Toc192248628]
Routing protocols

These protocols play a key role in the routing of data across the network. They define the rules that allow the router to determine the best path to the destination, considering several factors such as latency, network load and distance (Tanenbaum & Wetherall, 2021). It ensures communication between routers by sharing information about the network topology. There are two categories: 
· Static routing: The network administrator configs manually the paths.
· [image: Une image contenant texte, capture d’écran, Police, nombre

Le contenu généré par l’IA peut être incorrect.]Dynamic routing: The paths are updated automatically thanks to the OSPF or BGP adaptative protocols. (Kurose & Ross, 2021).

The static routing is efficient for simple and stable networks, while the dynamic routing is more suitable for complex environments and in constant evolution (Forouzan, 2017).
[bookmark: _Toc192248629] Analyse of routing protocols
Interior Gateway Protocols (IGP)
· Routing Information Protocol (RIP): It is based on the vectorial distance algorithm, which it is simple but not effective for large networks (Perlman, 2016). It is simple to configure and requires minimal computing resources, but it is unsuitable for large networks due to slow convergence and limited scalability.
· Open Shortest Path First (OSPF): Suitable for large enterprise networks, it uses the Dijkstra algorithm to determine the shortest paths. It provides efficient routing for large enterprise networks, supports hierarchical design, and provides faster convergence. But it is more complex to configure and maintain, add to that it requires more processing power and memory.
· Enhanced Interior Gateway Routing Protocol (EIGRP): A hybrid protocol that combines the benefits of RIP and OSPF to optimise speed and efficiency (Comer, 2018). It Reduces unnecessary network traffic, faster than RIP, supports both distance vector and link-state principles. Unfortunately, Cross-vendor compatibility is limited because it is Cisco proprietary.
Exterior Gateway Protocols (EGP)
· Border Gateway Protocol (BGP): On the Internet, it is used for routing between different Internet Service Providers (ISPs). It is essential for global interconnectivity, offers excellent scalability, and allows policy-based routing. But it requires skilled network administrators to optimise performance and security. Complex to configure and manage (Stewart, 2019).

[bookmark: _Toc192248630]Use cases and implementation
· Enterprise Networks: Due to its rapid convergence and adaptability, OSPF is widely used in the enterprise.
· Internet: To ensure global connectivity between different ISPs, BGP plays a critical role.
· Home networks: For home use, where the network topology does not change frequently, static routing is usually sufficient.
The size and complexity of the network determines the choice of routing protocol. While static protocols are suitable for small networks, dynamic protocols are better suited to infrastructures that are scalable and interconnected (Tanenbaum & Wetherall, 2021). A well-informed choice will improve the efficiency and resilience of the network.















[bookmark: _Toc192248631]Network services 

Network services are essential to ensure the connectivity, management and security of an IT infrastructure. VPNs, DHCP, Active Directory Domain Services (AD DS) and Certificate Authorities (CA) are some of the most common services.
[bookmark: _Toc192248632]VPNs (Virtual Private Networks)
A VPN establishes an encrypted tunnel over a public network in order to ensure the confidentiality and integrity of the data (Çelik et al., 2020). There are several types of VPNs. These include:
· Remote Access VPN: Provides secure connectivity for remote users.
· Site-to-Site VPN: Create seamless connections between multiple remote networks. It allows better use of the network, enabling strong authentication and control of use via secure protocols (IPSec, OpenVPN).
[bookmark: _Toc192248633]DHCP (Dynamic Host Configuration Protocol)
DHCP automates the assignment of IP addresses, simplifying network management (Droms, 2017).
· Key features: Automatic IP assignment, central management and reduced address conflicts. Configure DHCP leases, reserve critical device addresses and monitor DHCP logs.
[bookmark: _Toc192248634]Active Directory Domain Services (AD DS)
ADDS is a Microsoft service which allows network identity and assets to be managed centrally.  
· Key features: Authenticate users, manage permissions and organize domains. Implement a secure Group Policy strategy, restrict access where it is not needed and take advantage of domain controller redundancy.
[bookmark: _Toc192248635]Certificate Authorities (CA)
A CA issues and validates digital certificates to ensure authentication and encrypted communication.
· Key features: Generate SSL/TLS certificates, digital signatures and manage certificate lifecycle. Establish a reliable CA hierarchy, use strong keys, and monitor expired certificates.
Network services play a central part in the management of modern infrastructures. By following deployment and security best practices, organisations can improve the performance, reliability and protection of their systems.
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1. [bookmark: _Toc192248642]The choice of the hypervisor 
We chose a type 2 hypervisor (Virtualbox) because of its high compatibility with both Windows and Linux environments, allowing both to be smoothly installed and run on a host operating system without the need for direct hardware control. This makes it easy to install, manage and prevents it from affecting the host OS. Its permits easy scaling by adding more virtual machines (VMs) if additional servers or clients are needed. Its affordable because it doesn’t require dedicated hardware. It provides isolation between VM and security feature such as snapshots to recover quickly from failure or restart of the host. 
2. [bookmark: _Toc192248643]Download and Setup  
[image: Une image contenant texte, capture d’écran, Police, ligne

Le contenu généré par l’IA peut être incorrect.][image: Une image contenant texte, Appareils électroniques, capture d’écran, logiciel

Le contenu généré par l’IA peut être incorrect.]We downloaded the ISO for Windows Server, 10 and Ubuntu Server / Desktop but ended up changing the Ubuntu server by a Debian 12 CLI later.    
    
[image: Une image contenant texte, capture d’écran, logiciel, Page web

Le contenu généré par l’IA peut être incorrect.]We created each Virtual machines and provided them their respective OS by giving it the ISO that we downloaded before. We named the machines respectively to their location on the topology.

[image: Une image contenant texte, capture d’écran, logiciel, Page web

Le contenu généré par l’IA peut être incorrect.]Then we set the username, password and hostname.



We assigned the allocated memory and the number of cores to the VM and then gave it the disk size following the Virtualbox instructions. [image: Une image contenant texte, capture d’écran, logiciel, Page web

Le contenu généré par l’IA peut être incorrect.] [image: Une image contenant texte, capture d’écran, logiciel, Page web

Le contenu généré par l’IA peut être incorrect.]



[image: Une image contenant texte, Appareils électroniques, logiciel, ordinateur

Le contenu généré par l’IA peut être incorrect.]We started all the virtual machines and set all the parameters like the language (UK), the keyboard, the time, and for the Linux-based the usernames and passwords. We also matched the passwords and username for every VMS for conveniency.

[image: Une image contenant texte, capture d’écran, logiciel, affichage

Le contenu généré par l’IA peut être incorrect.]This is a screenshot to show that all the virtual machines are installed and ready to be configured for the network.

On VirtualBox, we created the LANs and the WANs for Swansea and Cardiff and also added a NAT interface to give internet to the servers, by going on the settings of each virtual machine, in the network’s section. The Windows and Linux servers have in total three interfaces, and the clients have one interface each. 
Now that we had all our virtual machines, we had to create this topology: 
[image: Une image contenant texte, écriture manuscrite, Police, diagramme

Le contenu généré par l’IA peut être incorrect.]  

- Windows Server must communicate with its Windows 10 client and the Debian server but not with Ubuntu client.
- Debian Server also must communicate with Ubuntu but not Windows 10 client. 
- The two clients mustn’t communicate with each other.
- The network must have access to Internet. 



3. [bookmark: _Toc192248644]Configuration of the IP addresses 
[bookmark: _Toc192248645]3.1. Windows 
[image: Une image contenant texte, capture d’écran, logiciel, Page web

Le contenu généré par l’IA peut être incorrect.]

For the topology we had now chose our IP addresses to use. For the Swansea’s LAN, we chose 10.111.105.0/24 which is a reserved scope for a private network according to the Wikipedia page. For Cardiff’s LAN, we chose 172.20.99.0/24 and for the WAN 203.0.113.0/30.










We downloaded a DHCP server and configured it thanks to the server manager included on Windows Server by following the instructions. This method was done so that it was easier to configure each LANs network. Clients would just have to connect to the LAN to be assigned an IP address.

[image: ]

[image: Une image contenant texte, capture d’écran, logiciel, Icône d’ordinateur

Le contenu généré par l’IA peut être incorrect.]We created a new scope of 90 for the DHCP, so we defined the address range by identifying a set of consecutive IP addresses. And we set the gateway as the Windows Server IP address. Clients will then have internet given by WS22.
[image: Une image contenant texte, capture d’écran, logiciel, affichage

Le contenu généré par l’IA peut être incorrect.][image: Une image contenant texte, capture d’écran, logiciel, affichage

Le contenu généré par l’IA peut être incorrect.]We downloaded the routing and remote access role and configured a NAT. We selected the interface connected to the Internet (the third one) and choose on which network to give Internet access (so the LAN)
[image: Une image contenant texte, capture d’écran, logiciel, Icône d’ordinateur

Le contenu généré par l’IA peut être incorrect.]
[image: Une image contenant texte, logiciel, Icône d’ordinateur, Page web

Le contenu généré par l’IA peut être incorrect.]

[bookmark: _Toc192248646]3.2. Linux-based
We configured the IP addresses in the interface file on the command prompt.  We did it for the three interfaces.
[image: ]
Afterwards, we downloaded isc-dhcp-server using the command prompt. We configured the DHCP server following the same config as Windows Server and restarted the DHCP server.
[image: Une image contenant texte, capture d’écran, ordinateur, logiciel

Le contenu généré par l’IA peut être incorrect.] 
Then, we configured the NAT by activating the forwarding IP. We used the command iptables for a part of the configuration. 

[bookmark: _Toc192248647]3.3. Problem and resolution 
But we encountered an issue: the two client’s machine were able to ping the IP address of its respective server on the WAN’s due to the NAT configuration. We understood that there was a base rule which allowed the client to ping all the interfaces. So, to resolve this, we had to create two firewall rules that specifically authorise the pings echo request for the ping between the LANs and another between the WANs. After, restarting the Windows client, we tested with good results our solution. We found that 
[image: ][image: Une image contenant texte, Appareils électroniques, capture d’écran, logiciel

Le contenu généré par l’IA peut être incorrect.]

We tested all the pings on Windows client[image: Une image contenant texte, ordinateur, capture d’écran, logiciel

Le contenu généré par l’IA peut être incorrect.] and on Windows server: 

It shows us that both has access to internet, ping each other well and can’t ping Ubuntu desktop but, only Windows server can ping Debian server. 

[image: Une image contenant texte, capture d’écran, logiciel, ordinateur

Le contenu généré par l’IA peut être incorrect.]

We blocked the ping’s demands from the Cardiff LAN (enp0s3) going to the WAN server’s IP address (203.0.113.2), with iptables. After that, we made the NAT persistent, to save it.
To verify that everything was functioning correctly, we pinged internet on Ubuntu and the other machines. It pinged the Debian server but not the Windows one nor the Windows client, so we succeed to archived what we wanted to do.

[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia

Le contenu généré par l’IA peut être incorrect.]

Windows client:
[image: Une image contenant texte, logiciel, capture d’écran, ordinateur

Le contenu généré par l’IA peut être incorrect.]
Ubuntu desktop:
[image: Une image contenant texte, Appareils électroniques, capture d’écran, logiciel
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[bookmark: _Toc192248649]3.1. Technical reflection 
We had to change some parameters because the firewall blocked a required command. Another issue was that clients of each server could ping the other’s server. To fix this, we blocked all pings and then allowed only the necessary ones.
[bookmark: _Toc192248650]3.2. Personal reflection
I had never done this type of project before, so I’m proud of the results. Thanks to prior research, I understood everything I was doing. As a beginner, starting was difficult, but in the end, I’m happy to have completed it successfully, even if there was a lot of research to do to find a solution for the problems encountered.  
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maeva@debian-cli-cardiff: ~

auto lo
iface lo inet loopback

auto enp@ss

iface enposs inet static
address 203.0.113.2
netmask 255.255.255.252

auto enpos3

iface enpes3 inet static
address 172.20.99.1
netmask 255.255.255.0

auto enpos9
iface enpos9 inet dhcp
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subnet 172.20.99.8 netmask 255.255.255.0 {
Tange 172.20.99.10 172.20.99.100;
option routers 172.20.99.1;
option domain-name-servers 8.8.8.8, 1.1.1.1;
option broadcast-address 172.20.99.255;
default-lease-time 600;
max-lease-time 7200;
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W

Read File Replace Justify Go To Line QS Copy here Was

21/02/2025




image27.png
Mouse integration

Auto capture keyboard

f data
time<ims
> time<im
time<ims

10.0.19045.5487

timed out. equest timed
Request timed out. timed
Request timed out. equest timed

o3P
H £ Type here to search =D o025

E) & S 5 i 81 @ Right Ctrl




image28.png
& Windows Defender Frewsl with Advanced Secury

Fie Acion View Help
e a2 E

P Windows Defender Firewall it
B3 Inbound Rules
3 Outbound Rules
‘Connection Security Rules
5. Monitoring

b Actions
Name Group - Profile  Enabled  Action Inbound Rules.
@ Authorize WAN Ping A Ve Allow @ NewRule
@ Authorize Ping LAN Al Yes Allow T Fiter by Prfie R
ICMPua Al No Allow
@ Allioyn Router (TCP-In) Allloyn Router Allow T Filter by State 4
@ Alloyn Router (UDP-In) Allioyn Router Yes Allow T Fiterby Group >
Border Gateway Protocol (BGP-In) Border Gateway Protocol (8. All No Allow View 8
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr. All No Allow @ neen
BranchCache Hosted Cache Server (HTTP... BranchCache - Hosted Cach... All No Allow
BranchCache Peer Discovery (WSD-ln) ~ BranchCache - Peer Discove... Al No Allow (5 ExportList.
9 Castto Device functionality (qWave-TCP... Castto Device functionality  Prvate... Ves Allow B Hep
9 Castto Device functionality (qWave-UDP... Castto Device functionality  Prvate... Ves Allow
€ Castto Device SSDP Discovery (UDP-In)  Castto Device functionality  Public  Yes Allow ekl
9 Cast to Device streaming server (HTTP-St... Cast to Device functionality ~ Public  Ves Allow O Enable Rule
) Castto Device streaming server (HTTP-St... Castto Device functionality  Private  Ves Allow @ Disable Rule
€ Castto Device streaming server (HTTP-St... Castto Device functionality  Domain  Ves Allow
9 Coto Devicesrcoming sever (RICP-Sir.. Cost o Device functonalty  Public  Yes  Alow || 4
€ Castto Device streaming server (RICP-Str... Castto Device functionality  Private  Ves Allow
9 Castto Device streaming server (RICP-Str... Castto Device functionality  Domain  Ves Allow x
9 Castto Device streaming server (RTSP-Str.. Castto Device functionality  Domain  Ves Allow B
Castto Device functionality  Public Ve Allow
€ Castto Device streaming server (RTSP-Str.. Castto Device functionality  Private  Ves Allow
@ Cast to Device UPnP Events (TCP-In) Castto Device functionality  Public ~ Ves Allow
'COM+ Network Access (DCOM-In) ‘COM+ Network Access. Al No Allow
COM- Remote Administration (DCOM-In) COM+ Remote Adrinistrat... All No Allow
9 Core Networking - Destination Unreacha... Core Networking A Yes Allow
9 Core Networking - Destination Unreacha... Core Networking A Yes Allow
Core Networking A Yes Allow
. CoreNetworking A Yes Allow
Core Networking, A Ve Allow





image29.png
iicrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved

P crosoft windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved

C: \Users\Adninistrator>ping 1 1

111,105

o c: \Users\Adninistrator>ping_1

pinging 10.111.165.16 with 32 bytes of data Pinging 1.1.1.1 with 32 bytes of data

Reply from 10.111.105.16: bytes=32 time<ims Reply from 1.1.1.1
Reply from 10.111.105.16: bytes=32 time<ims Reply from 1.1.1.

Reply from 10.111.105.16: bytes=32 time<ims Reply from 1.1.1.1: bytes-32 time=oms TTL-51
Reply from 10.111.105.16: bytes=32 time<ims Reply from 1.1.1.1: bytes-32 time=13ms TTL-51

ping statistics for 10.111.105.10
Packets: Sent - 4, Received = 4, Lost = @ (e% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

Ping statistics for 1.1.1.1
Packets: Sent - 4, Received = 4, Lost = @ (e% loss),
lApproximate round trip times in milli-seconds
Minimum = oms, Maximum = 13ms, Average = 16ms

C: \Users\Administrator> C: \Users\Administrator>

Administrator: Command Prompt

Microsoft Windous

iicrosoft Windows [Version 16.9.20348.587] ~ [Version 16.6.26348.587]

(c) Microsoft Corporation. All rights reserved. (c) Microsoft Corporation. All rights reserved
c: \Users\Administrator>ping_172,20.99.10 c: \Users\Adninistratorsping 203.0.113.2
Pinging 172.26.99.16 with 32 bytes of data Pinging 203.0.113.2 with 32 bytes of data
Request timed out. Reply from 203.6.113.2: bytes=32 time<ims
Request timed out. Reply from 203.0.113.2: bytes=32 time<ims
Request timed out. Reply from 203.0.113.2: bytes=32 time<ims
Request timed out. Reply from 203.6.113.2: bytes-32 time<ims
Ping statistics for 172.20.99.16: ping statistics for 203.6.113.2
Packets: Sent = 4, Received = @, Lost = 4 (100% loss), Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
c: \Users\Administrators Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>

Windows Server 2022 Standard Evaluation
Windows License valid for 163 days
Build 20348 f.release 2105071500

3500
2 e s
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maeva@debian-cli-cardiff: ~

4: enpos9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 08:00:27:f1:1d:12 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enpos9
valid_1ft 552sec preferred_1ft 552sec
inet6 feso::a0:27ff:fefl:1d12/64 scope link
valid_1ft forever preferred 1ft forever
root@debian-cli-cardiff:/home/maeva# sudo iptables -A INPUT -i enp@s3 -d 203.2.113.2 -p icmp --icmp-type echo-Tequest -j DROP
root@debian-cli-cardiff:/home/maeva# sudo iptables -A INPUT -i enp@s3 -s 172.20.99.0/24 -p icmp --icmp-type echo-Tequest -j ACCEPT
root@debian-cli-cardiff:/home/maeva# iptables -L -v -n
bash: iptables: command not found
root@debian-cli-cardiff:/home/maeva# sudo iptables -L -v -n
Chain INPUT (policy ACCEPT 1141 packets, 4677K bytes)
pkts bytes target prot opt in out source destination
) © DROP 1 enpos3 * 0.0.0.0/0 203.0.113.2 icmptype 8
) © ACCEPT enpos3 * 172.20.99.0/24 0.0.0.0/0 icmptype 8

Chain FORWARD (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source destination
67 17868 ACCEPT 0 enpos3 enpos9 0.0.0.0/0 0.0.0.0/0
63 58158 ACCEPT ) enpos9 enpos3 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

Chain OUTPUT (policy ACCEPT 895 packets, 58999 bytes)

pkts bytes target prot opt in out source destination
root@debian-cli-cardiff:/home/maeva# sudo apt install iptables-persistent -y
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

iptables-persistent is already the newest version (1.0.20

0 upgraded, @ newly installed, @ to remove and 3 not upgraded
root@debian-cli-cardiff:/home/maeva# sudo netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables save
root@debian-cli-cardiff:/home/maeva#
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Mmmmee
rootedebian-cli-cardiff: /home/maeva# ping 172.20.99.10 $ ping il T
PING 172.20.99.10 (172.20.99.10) 56(84) bytes of data 56(84) bytes of data

from 172.20.99.10: icmp_seq=1 ttl=64 time=0.270 ms icmp_seq=1 ttl=51 tim

from 172.20.99.10: icmp_seq; icmp_seq=2 ttl=51 time=9.28

from 172.20.99.10: icmp_se icmp_seq=3 ttl=51 time=9.30

--- 172.20.99.10 ping statistics --- --- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2036ms 3 packets transmitted, 3 received, @% packet loss, time 2004ms

xtt min/avg/max/mdev = 0.263/0.273/0.286/0.009 ms rtt min/avg/max/mdev = 9.283/9.449/9.762/0.221 ms
rootedebian-cli-cardiff: /home/maeva# [] s [

maeva@debian-cli-cardiff:

$_ping 203.0.113.1 $ ping 10.111.105.10

0.113.1 (203.0.113.1) 56(84) bytes of data PING 10.111.105.10 (10.111.105.10) 56(84) bytes of data

from 203.0.113.1: icmp_seq=1 ttl=128 time=0.344 ms rc

from 203.0.113.1: icmp_seq=2 ttl=128 time=0.288 ms --- 10.111.105.10 ping statistics ---

from 203.0.113.1: icmp_seq=3 ttl=128 time=0.310 ms 3 packets transmitted, @ received, 10@% packet loss, time 2053ms

03.0.113.1 ping statistics --- s
ckets transmitted, 3 received, 0% packet loss, time 2029ms
nin/avg/max/mdev = ©.288/0.314/0.344/0.023 ms
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m Maeva@ubuntu: ~

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

Maeva@ubuntu:-$ ping 172.20.99.1

PING 172.20.99.1 (172.20.99.1) 56(84) bytes of data.

64 bytes from 172.20.99.1: icmp_seq=1 ttl=64 time=0.847
64 bytes from 172.20.99.1: icmp_seq=2 ttl=64 time=0.272
64 bytes from 172.20.99.1: icmp_seq=3 ttl=64 time=0.299
64 bytes from 172.20.99.1: icmp_seq=4 ttl=64 time=0.342
64 bytes from 172.20.99.1: icmp_seq=5 ttl=64 time=0.262
64 bytes from 172.20.99.1: icmp_seq=6 ttl=64 time=0.277
e

--- 172.20.99.1 ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time
rtt min/avg/max/ndev = 0.262/0.383/0.847/0.209 ms
Maeva@ubuntu:-$ ping 203.0.113.2

PING 203.0.113.2 (203.0.113.2) 56(84) bytes of data.

AE

--- 203.0.113.2 ping statistics ---

7 packets transmitted, © received, 100% packet loss, time 6763ms

Maeva@ubuntu:-~$ [





