Act6 T5
A:
A backdoor is an exploiting vulnerability that is focussed on allowing some semblance of remote access, such as unsecured VNC sessions, to a device, network, or piece of software. These can range from actual modifications to the victim device, such as a bugged USB stick, or Malware that has infected the system.
B:
Shikata_ga_Nai is often called a payload but operates as an encoder for shellcode. The term is Japanese for “Nothing can be done about it” or “it cannot be helped”. The encoder can make every output different, ensuring that security products such as antivirus software cannot place reliable markers on its outputs, preventing the antivirus from recognising its operations, making it true to its meaning.
C:
The difference between a backdoor and shikata_ga_nai is that a Backdoor is known as an actual exploit that carries out the operation of running on the victim’s system to grant access to the attacker system, such as recording different types of data, or initiating VNC connections to override victim control. Shikata_ga_Nai is an encoder in metaspoit, which serves to make the outgoing payload more inconspicuous to the system. In shikata’s instance, it makes the output of the encoder different, in that no trends can be spotted and prevented by security systems that could imply the use of any Malware in its definitions. A backdoor would be seen as a Stager payload, setting up the parameters to make a valid network connection between the attacker and victim PCs. The victim can then be hacked with Stages, which can provide control to the attacker through functions such as meterpreter and VNC injection. [1] Reverse TCP, which is used in this activity, uses the TCP protocol to communicate to the attacker when the payload takes effect. Windows Message Box can allow the attack to bring up new dialog boxes onto a victim system, which are completely customizable. Using these, and various other payloads and encodes, should allow the exploit to act in many ways in which the attacking actor sees fit.[2]
D:
A MACE Value is the value placed on file system volumes, such as NTFS, to apply a timestamp. It is calculated from 4 values of a single file: The last write time, the last read time, the creation time, and the change time. They are 64-bit values, that indicate when a file was made, its last times and methods of use, and the time at which changes are seen by the file system. Said values can also be altered by external sources. [3]
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