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IoT or the Internet of Things is the term used to describe an item and connecting it to the Internet. The item can be simple home products like light bulbs, thermostats, or more complex items such as building management system, robotics, or healthcare devices.
A Smart IoT device has the ability to capture, send and receive data. An example is a smart plug. The plug is connected to the internet, a user can remotely turn on and off the plug along with monitoring power consumption. What can make this device ‘smarter’ is tying it in with other devices. For example, at a certain time of day the plug turns on or another device reports a temperature drop and the plug turns on the heater.
Smart Home technologies and Internet of Things growth has exploded over the past few years. The number of global IoT devices connected to the Internet is difficult to predict and estimate, however a number of sources have suggested that there are between 30-50 Billion devices connected as of 2020 [1] [2] with a market worth of $248 Billion [3].
Each IoT device can be categorised into one or more of the following
· Consumer IoT – basic home devices such as lights, appliances, electrical control, heating/cooling control and voice assistance.
· Commercial IoT – Healthcare devices, transport and large-scale monitoring systems.
· Industrial IoT – Digital control, statistical, agriculture and enterprise/Industrial data collection.
· Infrastructure IoT – interconnection of buildings, cities, countries using sensors, management, and GUI apps.
· Military IoT – technologies implemented into war, robotics, surveillance, and biometrics for combat.
The idea behind an IoT device is to capture and transmit data in an automated fashion with minimal or no user interaction.  

Communication
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The world is made up of physically connected devices. Many of these devices are connected via network cables. Two most common type are twisted pair copper and optic fibre. 
Twisted pair copper cables are further sub categorised, the most common are Cat5e and Cat6 [4] however there are newer revisions of the cable. Each revision needs to conform to ISO/IEC11801 [5] which is an international standard and therefor ideal for companies to use in smart home products. However not all buildings are cabled with network cables and retrofitting them can be costly and disruptive to the home. More information on testing twisted pair cabling is explained by Mahmoud & Abdallah [6] where they describe the main differences of higher category cabling equalling higher frequency transmission and therefore better performance. Whether higher performance cabling is required in a smart home comes down to the manufacture’s specification, length of cable run and data rate.
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Fibre optic cable up until recently has been a rare sighting in residential homes however it has been heavily used in large enterprises to transport data over large distances or move large amounts of data quickly. It’s also used as the backbone network for countries, In 2006 BT embarked on upgrading its cabling by rolling out 2300KM of fibre cable to upgrade homes and businesses to its 21CN network which would result in quicker and more reliable internet speeds [7]. BT explained the need for this is due to the increased popularity of streaming and IoT devices.
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Wi-Fi is a simple and cost-effective way to implement IoT communication. A large percentage of homes have access to the internet through a Wi-Fi router. Wi-Fi uses standardised global protocols defined by IEEE authority, these are the  802.11 standards [8].
Wi-Fi supports a high amount of bandwidth. An example 802.11n supports speeds over 100Mbps, ideal for high data rates and transferring large amounts of data. 
There are downsides to using Wi-Fi. Wi-Fi requires a fair amount of power. Many IoT devices are low powered, some are battery powered and therefore can’t afford the power requirements. Even though Wi-Fi supports high bandwidth, this is not always required for IoT devices. 
Wireless security has evolved as technologies have progressed. The 2 main standards currently are WEP (wired equivalent privacy) and WPA2 (Wi-Fi protected access). 
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Z-wave & Zigbee.
A proprietary RF technology ideally suited to low powered sensors [9] Z-wave and Zigbee both use a narrow-band radio frequency which provides short range communications a popular communication protocol used in IoT devices. Mesh networks achieve a data rate of 100kbit/s or a throughput of 40kbit/s.
Unlike Wi-Fi 802.11, Z-Wave & Zigbee operate on different frequencies depending on what country they are deployed to. This requires manufactures to target each country individually with their products.
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There are many other types of IoT connections such as Bluetooth, ideal for low powered short-range communication or Cellular such as 3G, 4G and 5G better suited to remote and long distance connections. Each connection method has its place within a Smart Connected World and with it benefits, negatives and risks. 
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A popular choice for entering the Smart home world is by replacing the thermostat. Many companies offer a replacement to the ‘dumb’ thermostat such as Hive, Nest, Heatmiser etc. The claimed benefits are:
· Ability to learn patterns and automatically adjust temperature
· Save money on heating
· Energy reports
· Remote access
· Integration
The claims above look appealing at first glance. The ability to learn patterns and save money by automatically adjusting the temperature is a selling point of most smart thermostats. A study conducted by Lawrence Berkeley Nation Laboratory [10] found 89% of people would benefit from a smart thermostat. This is because people rarely set or adjust their thermostats at home or find them too complicated. Having a thermostat learn patterns and automatically adjust the temperature will save on energy bills in the long run.
Tracking usage and creating reports can help users build an energy profile of their home and potentially fine tune their heating to further save energy. Whether this feature would be used after the honeymoon period depends on the user. After a few weeks/months would the user still consult the report?
Remote access to control heating, usefully? A Gimmick? Or a dangerous? Anyone that is security conscious will always see remotely accessing any device on a local network from outside to be a threat. Independent researchers Hernandez, Aris et al produced a report ‘A Smart Spy in Your Home’, [11]. In this report they describe the Smart Thermostat ‘a breeding ground for security vulnerabilities’. They report that they were able to change the behaviour of the thermostat, access user information and even use it to launch attacks on other nearby nodes on the network.
Along with security, user privacy also becomes a prime target. Most thermostats collect information such as environmental data, system logs, users’ details, address, wiring information amongst others. All this data is stored on the device but also sent into the Cloud where the company can view, share and sell this information to third parties. 
Most thermostats connect via a wired network or wi-fi. If wi-fi is used, care should be taken to select devices which meet the Wireless security standards. Once connected an app or browser is often used to configure the device. Creating a strong complex password is important to prevent unauthorised access. These devices often use a cloud service which the thermostats sends and receives data over the Internet. This connection should be made using SSL/TLS to prevent eavesdropping. A report by Awojobi & Chang [12] researched two well-known smart thermostat companies and what assurances the manufacturers provide in the way of security. Their findings imply that the security statements are lacking along with basic security such as two factor authentication. The security and privacy of IoT devices should be the primary focus of all manufacturers. 
To make a smart device smarter they can be paired with other devices. For example, a smart thermostat could be paired with a weather station or receive weather notifications from online sources. When the thermostat receives a warning of bad weather it would automatically adjust the temperature to suit and vice versa. Another example could be with a door sensor, if the door is held open for a period of time the thermostat could turn the heating off to prevent energy wastage. 
The Smart thermostat by itself may not be a benefit, however paired with other smart home technologies could provide cost savings on energy costs. However, the risks of introducing an IoT device like this into the home must be assessed. Relying on the company’s security firmware alone is inadequate, additional security measures must be implemented.
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A good place to start any research into the security implications of IoT is OWASP. The Open Web Application Security Project identifies the Top 10 vulnerabilities which also include vulnerabilities to IoT devices (Appendix 1). The list includes issues which plague many IoT devices such as authentication, insecure communication/network and insecure web interface [13].
Two factor authentication has come up in many online reports into IoT security such as report by Awojobi & Chang [11] and the vulnerability sheet from OWASP. Until companies can get the basics right then IoT devices will always pose an unnecessary risk. 
Security and data privacy in the IoT ecosystem is a huge undertaken of its own.
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A Smart Home should integrate with the occupant’s life seamlessly and with ease. A system which doesn’t meet this criteria is either a gimmick or will likely not be used. Smart Home is a broad subject for this real-life scenario, therefor the report will focus on the high level design and security that surrounds the whole eco system. 
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The design will focus on the Internet connection into the property, the resources required for a smart home to operate and potential security barriers which should be adopted to limit the risk. Appendix 2 illustrates a potential smart home network. Some Smart Home devices rely on cloud services for information and control, therefore an internet connection is a must have. On the diagram Internet is provide by an ISP using a modem. Depending on what is available the Internet may be provided by copper telephone line or a dedicated fibre to the premises. A 4G modem backup is included, more on this later.
The Router provides the first line of defence to the network. Prosumer or higher grade routers incorporate a IPS/IDS (Intrusion Prevention System/Intrusion Detection System). This system scans all packets entering and leaving the network and matches them against know threats. If a threat is detected it is blocked. With Cloud based systems more prevalent than ever IPS Cloud systems are also needed. Setuaji [14] explores the options of a Cloud IPS system with machine learning. 
The next level of defence is a Firewall. Often bundled with a consumer router, however a dedicated more powerful Firewall is recommended. Some of the mainstream manufactures also include an IPS/IDS within their hardware/software negating the need for it at router level. A Firewall is used to block traffic using rules. For example blocking internet access is as easy as blocking port 80 and 443. A Firewall is also a good tool to inspect the traffic flowing through it, the destination, source etc. Analysing the data can be an early indication to a security threat. Thurman [15] explains how a Layer 7 firewall provides the flexibility and inspection methods of dedicated Firewalls. 
The next level or Layer 2 connects the end devices to the core of the network. A Switch provides enough ports to connect wireless access points, wired devices and controllers to the network. 
Finally, on the design diagram the end devices are grouped into their functions and sub networks are created. Keeping the IoT devices segregated from other devices provides an additional layer of security. Configured at Layer 3 each VLAN is blocked from talking between subnets using the Firewall. 
Exceptions to this are when Smart Home apps installed on secure devices require access to their hardware across VLANs. In this case opening specific ports on the Firewall and limiting the source and destination IPs opens the communication in a controlled manor. 
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Design and usability often come before security. 
Network Security has been covered in the section above, however additional security can be implemented at the IoT level and if required at the Cloud Level. Using complex passwords that can’t be easily guessed or hacked by dictionary or brute force attacks. Implementing two factor authentication on all devices that support it especially if it’s Cloud based and contains any personal data. 
Wi-fi devices should use WPA2 as opposed to WEP, WPA2 provides a higher level of security as explained by Lashkari, Mansoor et al [16].
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As mentioned above, some IoT devices rely on Cloud based services. If the device loses access to the Internet then potentially the device stops working. To negate the risk of losing internet access a backup connection in the form of a 4G/5G modem is included in the design. 
To provide further resilience a Battery Backup solution could be installed. A UPS provides power to critical systems in case of a power outage. 
Controllers are often used to bring all the IoT devices together. This poses the risk of having a single point of failure. Products like Home Assistant [17] and Samsungs Smartthings [18] allow the user to use a single or multiple controllers to build in resiliency. An important feature if the user relies on these devices for controlling lights, heating etc. 
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Conclusion
The first part of this report researched how various IoT devices communicated. It explored some of the technologies available and highlighted potential security risks and threats. A deeper dive into a Smart Thermostat briefly described how manufacturers are marketing their product and advertising the fact it saves money. Findings showed that energy/money savings were not always guaranteed, and that the security of these devices were weak and prone to vulnerabilities. This led onto unethical processes by Cloud services to collect and share/sell personal data. This highlights the need for tighter control over what information Smart devices are capturing and sending by standardising the model around security and privacy whilst maintaining usability and function.
The second part of the report leads on from the research in part 1 to develop a high level design of a real-life scenario Smart Home. The report briefly describes the design and focuses on the Security aspect of IoT devices and potential fixes to mitigate the risk they pose. 


Note to Lecturer:
The assignment is over the word count. This is because the changes made to the assignment due to COVID19. I thought expanding upon the detail rather than using hardware and software to create a smart home design would be needed. 
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An interesting article on wired.co.uk explaining how Internet Service Provides are upgrading the UKs internet backbone in 3 phases. Phase 1 fibre connection between all exchanges. Phase 2 fibre connection from exchange to roadside cabinets. Phase 3 fibre from cabinet to premises. They explain the reasoning behind it such as the increase in streaming services but also the increase in communications of IoT devices. A target for completion is 2033 however current conservative government have set the goal as 2025. 
https://www.wired.co.uk/article/uk-broadband-speed-fibre-optic

[bookmark: _Toc45638731]Acronyms

Subnet – Sub network. A network that is part of a larger network. 
VLAN – Virtual Local Area Network. A subnetwork which devices are a member of. Several VLANs can co-exist on the same local network.
IoT – Internet of things. Sensors and switches embedded in everyday objects that communicate using over a network.
UPS – Uninterruptible power supply. Supplies power to devices during a mains power outage. 
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