Tutorial Questions

Please read and research the following scenarios and then answer the questions as best as you can; your lecture notes, textbook, library databases and/or the Internet can be used to answer the questions. – 60 mins 

Scenario 1: A DevOps engineer, responsible for managing software on your organization's cloud infrastructure and holding a position of trust, engages in malicious activity. This engineer, motivated by personal gain, decides to leak sensitive company information. Leveraging their extensive access privileges, they intentionally expose company credentials on the internet. As a result, an outsider discovers the exposed credentials and sends an email to the CISO, notifying them of this security breach. What is the most effective way to respond?

1. Who within the organisation needs to be immediately informed about the incident?
2. How should the organisation identify the extent of data exposure and the specific information that has been compromised?
3. What steps should be taken to change the company credentials and secure them?
4. Should access to critical servers be temporarily shut down or limited?
5. What procedures can be put in place to prevent insider threats like this in the future?
6. What steps can the organisation take to bounce back from a security breach and reduce the risks associated with exposed data?
7. Are there policies and training programs in place to address insider threats and the handling of sensitive data?
8. What is the process for monitoring privileged users' activities and identifying suspicious behaviour?


Scenario 2: An employee in your organization received an urgent email purportedly from a high-ranking executive, requesting them to share their Office 365 login credentials due to a supposed IT emergency. Believing the message was legitimate, the employee provided their credentials. The attacker gained access to the employee's Office 365 account and began sending phishing emails from their account to other employees, further compromising sensitive data. What would you do to respond?

1. What actions should be taken immediately upon discovering the social engineering attack?
2. How can the organisation identify the extent of compromised accounts and the data accessed by the attacker?
3. Is there a process for notifying affected employees and educating them about social engineering risks?
4. What steps should be taken to recover control of compromised accounts and mitigate further damage?
5. Should the organisation conduct an internal investigation to understand the scope and impact of the attack?
6. How can the organisation improve internal security awareness and training to prevent future social engineering attacks?
7. Are there policies in place to verify the authenticity of urgent requests for sensitive information?
8. Should additional layers of authentication and authorisation be implemented to prevent unauthorised access to critical systems?

Scenario 3: Your security team receives an alert that unusual login attempts are being made on your cloud storage service. A deeper investigation reveals that an attacker has accessed sensitive data due to misconfigured cloud permissions. Some files have been exfiltrated, and you don’t know how far the breach has spread.

1. How should your team determine the extent of the breach and affected data?
2. What immediate actions should be taken to revoke unauthorized access and secure cloud resources?
3. Should affected accounts be suspended, or is a broader containment strategy needed?
4. How does your organization handle incident logging and forensic analysis in the cloud?
5. How will you communicate this incident internally and externally?
6. What cloud security best practices could have prevented this breach?

Please understand the main point/issue of the scenario

