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[bookmark: _Toc226055413][bookmark: _Toc226058250][bookmark: _Toc226115227]Abstract
This report explores the fundamental principles of digital forensics and evaluates four modern software based forensic tools: FTK Imager, Magnet AXIOM, Autopsy/Sleuth Kit, and Cellebrite UFED.

Task 1 focuses on evaluating the technical capabilities and practical aspects of the selected digital forensic tools, including supported evidence types, handling of cloud and encrypted data, reporting functionality, and cost. The evaluation considers how these tools support different stages of the forensic process and highlights the importance of core principles such as chain of custody, evidence integrity, and reproducibility. The aim is to establish a clear understanding of how different tools contribute to effective digital investigations and to inform their appropriate selection in real world scenarios.

Task 2 applies the findings from the tool evaluation to a corporate sabotage case study involving challenges such as encrypted storage, and obfuscation of data. It outlines a methodical approach based on recognised digital forensics principles and processes, progressing from the formulation of a hypothesis through to evidence acquisition, analysis, and final reporting. The investigation plan specifies the use of appropriate tools at each stage and justifies their selection in relation to the identified challenges. The task concludes with the preparation of a professional forensic report detailing the investigation process and findings, together with an invoice for the services provided. 
[bookmark: _Toc226055414][bookmark: _Toc226058251][bookmark: _Toc226115228]TASK 1 - Research
[bookmark: _Toc226055415][bookmark: _Toc226058252][bookmark: _Toc226115229]1. Introduction
The aim of this research task is to critically assess the practical capabilities, limitations, and applicability of software-based forensics tools across different investigative phases, including evidence acquisition, analysis, file recovery, mobile and cloud extraction, and reporting. The objectives are to examine how each tool supports investigative workflows, evaluate complementary strengths between commercial and open-source solutions, and identify trade-offs. The evaluation emphasises the importance of adherence to core forensic principles, particularly the chain of custody, ensuring handling of evidence meets regulatory and legal requirements and that findings remain reliable and defensible in court. This research provides a structured understanding of forensic tool functionality, guiding informed tool selection for investigative scenarios. By critically comparing tools and their capabilities, Task 1 establishes the foundation for their practical application in Task 2.











[bookmark: _Toc226055416][bookmark: _Toc226058253][bookmark: _Toc226115230][image: ]2. Core Principles of Digital Forensics
[bookmark: _Toc226055417][bookmark: _Toc226058254][bookmark: _Toc226115231]2.1 Digital Forensics Overview
Digital forensics is the process of examination, identifying, preserving, and collecting digital artifacts, which can be used as evidence to support prosecutions [1, p. 22] [2]. Artifacts may originate from a device or network that was the target of a cybercrime, or a device used to commit the crime. Additionally, it may also arise in the context of traditional criminal investigations or simply cases of suspected policy violations within an organisation [3, p. 21] [4, p. 27] [5] [6] [7]. The practice is guided by governance and evidence handling requirements that ensure findings can withstand legal scrutiny [3, p. 15]. Digital forensic reliability is not determined solely by the tools used, but by the methodologies and procedures applied during the investigation. Failure to follow established procedures can undermine findings regardless of the software used [8].[bookmark: _Toc226053589][bookmark: _Toc226054704]Figure 1, (DFRWS) Digital Investigate Framework [9]
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As an example of the investigation lifecycle phases, The Digital Forensics Research Workshop (DFRWS) Digital Investigation Framework is outlined in figure 1. The phases may differ slightly depending on jurisdictions, but investigations will generally follow a similarly standardised phased approach [9] [7].










































[bookmark: _Toc226055418][bookmark: _Toc226058255][bookmark: _Toc226115232]2.2 Regulatory Frameworks
[bookmark: _Toc226055419][bookmark: _Toc226058256][bookmark: _Toc226115233]2.2.1 Legal requirements
Investigators in digital forensics must adhere to established procedures and use tools that ensure compliance with legal requirements [10]. The following list details a selection of key UK legislation as relevant examples [11].

· Police and Criminal Evidence Act 1984 (PACE)
Provides legal authority for seizure, retention, and examination of evidence while safeguarding individual rights [12].

· Regulation of Investigatory Powers Act 2000 (RIPA) 
Defines lawful limits for intercepting communications and accessing digital data [13].

· Police, Crime, Sentencing and Courts Act 2022
Updates procedures for lawful handling of digital evidence [14].

· Data Protection Act 2018 / UK GDPR
 Regulates the collection, retention, and processing of personal data [15].

· Forensic Science Regulator Code of Practice 2023 
Sets procedural and quality requirements for examinations, including documentation, accuracy, and reliability [16].







[bookmark: _Toc226055420][bookmark: _Toc226058257][bookmark: _Toc226115234]2.2.2 CHFI (Computer Hacking Forensic Investigator) Principles
CHFI is a widely recognised professional certification that provides standards and methodologies for investigating cybercrime and digital incidents. Its principles focus on:

· Evidence Preservation – Ensuring digital evidence is collected without altering or damaging the original data. 
· Forensic Analysis – Using systematic procedures to examine data and reconstruct events. 
· Chain of Custody – Maintaining a documented trail of who handled the evidence, when, and how, to ensure admissibility in court. 
· Reporting – Preparing clear, accurate, and reproducible forensic reports that can support legal proceedings. 
· Use of Standard Tools and Techniques – Applying validated forensic software and hardware for imaging, recovery, and analysis. 

[11] [5]














[bookmark: _Toc226055421][bookmark: _Toc226058258][bookmark: _Toc226115235]2.2.3 NPCC (National Police Chiefs Council) Principles
The National Police Chiefs' Council (NPCC) provides current UK guidelines for handling digital evidence to ensure it remains reliable and admissible in legal proceedings. These principles, originally established under the Association of Chief Police Officers (ACPO) [17] [18], remain embedded within NPCC guidance and continue to underpin digital forensic best practices.



· No Action Alters the Original Evidence – The original data must be preserved, with only working copies used for analysis. 
· Evidence Must Be Handled by Competent Persons – Only trained personnel should acquire and examine evidence. 
· Audit Trail Must Be Maintained – Document every action taken on the evidence, including transfer, storage, and analysis. 
· Standards Must Be Maintained – Laws must be adhered to, Aswell as previously stated methods and principles.

[17] [19]











[bookmark: _Toc226055422][bookmark: _Toc226058259][bookmark: _Toc226115236]2.3 Chain of Custody overview
The chain of custody is a fundamental part of any digital forensic investigation. It is a continuously maintained document of how each piece of evidence is collected, handled, transferred, and stored. This documentation ensures that investigators can account for every action taken with the evidence during the investigation lifecycle. Each item, such as a hard drive, USB device, mobile phone, or forensic 
image, must be clearly identified and described. Every transfer must note who handled the evidence, when, and for what purpose. Maintaining this record is essential to demonstrate that evidence has been properly managed and to ensure that findings can be relied on in court [20, pp. 200-201] [4, pp. 70-73] [21] [8] [22, p. 53].

Key principles for handling digital evidence include:

· Integrity: Evidence must remain unchanged from the moment it is collected. Examination of evidence should not introduce any alterations. It is vital that examiners work on ‘working copies’ rather than the original device to prevent accidental modification [20, p. 211] [4, p. 74] [8] [22, pp. 54-56].

· Reproducibility: Another examiner should be able to follow the same steps and reach the same conclusions. This ensures that findings are consistent and legally defensible [22, p. 8] [4, p. 99].

[bookmark: _Toc226055423][bookmark: _Toc226058260][bookmark: _Toc226115237]3. Role of Digital Forensic Tools in Investigations
[bookmark: _Toc226055424][bookmark: _Toc226058261][bookmark: _Toc226115238]3.1 Digital Forensics Tools Overview
Digital forensic investigators rely on both hardware and software-based tools to perform functions across the investigation lifecycle. The choice of tools is influenced by the type of device under investigation and the nature of the data being examined. Mobile devices, desktop computers, and other digital media often require different hardware and software solutions.
Software based tools may range from general-purpose suites to specialised applications that focus on artifacts, such as email, internet activity, or mobile device data. These tools can be commercial or open source, each offering specific advantages and limitations [4, p. 59] [5] [8] [22, p. 37]. 

In addition, investigators must consider whether a tool is appropriate for use in each case. This involves ensuring its use is authorised and complies with relevant legal and procedural requirements. If this is not properly assessed, tools may be used in ways that can raise serious legal and ethical concerns or undermine the admissibility of evidence [23].

[bookmark: _Toc226055425][bookmark: _Toc226058262][bookmark: _Toc226115239]3.2 Evidence Acquisition Tools
Evidence acquisition tools such as FTK imager facilitate the creation of forensically sound copies of digital media [5], generating exact duplicates accompanied by cryptographic hash values to verify data integrity [24] [1, p. 242]. Adherence to rigorous acquisition protocols ensures that the original evidence remains unaltered and that the chain of custody is preserved [7].

[bookmark: _Toc226055426][bookmark: _Toc226058263][bookmark: _Toc226115240]3.3 Analysis Suites
Analysis tools are designed to interpret raw data, identify relevant artifacts, reconstruct timelines, and correlate evidence across multiple sources. Commercial suites such as Magnet AXIOM automate the identification of artifacts, including browser activity, file access, and cloud interactions [25].

[bookmark: _Toc226055427][bookmark: _Toc226058264][bookmark: _Toc226115241]3.4 Mobile Extraction Tools
Mobile forensic tools address the complexities of modern devices, including encrypted storage, proprietary operating systems, and application specific data formats. Tools such as Cellebrite UFED provide both logical and physical extraction capabilities, enabling investigators to access device data and associated cloud services.
These tools are essential in modern investigations, where significant evidence may exist only on mobile devices or in cloud environments [26] [27] [22, p. 156].

[bookmark: _Toc226055428][bookmark: _Toc226058265][bookmark: _Toc226115242]4. Evaluating Tool Functions
[bookmark: _Toc226055429][bookmark: _Toc226058266][bookmark: _Toc226115243]4.1 Comparative Overview of Forensic Tools
The following table maps four widely used forensic tools demonstrating how different tools serve complementary roles and highlight their relative strengths and limitations.
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[bookmark: _Toc226055430][bookmark: _Toc226058267][bookmark: _Toc226115244]4.2 Comparative review / Summary
It can be summarised that each tool supports distinct requirements of a digital forensics’ investigation, as detailed below.

Evidence Acquisition:
FTK Imager, Cellebrite UFED, and Magnet AXIOM support the creation of forensically sound duplicates while preserving original data and maintaining the chain of custody. FTK focuses on disk imaging, UFED on mobile devices, while Magnet AXIOM supports acquisition across computer, mobile, and cloud sources.

Analysis:
Magnet AXIOM automates the interpretation of raw data and timeline reconstruction, whereas Autopsy / Sleuth Kit provides flexible, manual verification and detailed artefact examination.

File Recovery:
Autopsy focuses on recovering deleted or partially overwritten files directly from disk images, whereas Magnet AXIOM identifies and reconstructs deleted data alongside other artefacts such as messages, files, and user activity.

Mobile and Cloud Extraction:
Cellebrite UFED specialises in advanced mobile data extraction, including encrypted and application data. Magnet AXIOM supports both mobile and cloud analysis across multiple data sources, providing broader coverage for cross-platform investigations. FTK imager And Autopsy will only work with local remnants of cloud data (cache).





Reporting:
Magnet AXIOM and Cellebrite UFED generate structured, court-ready reports. In comparison, FTK Imager provides basic hash logs, Autopsy provides customisable reports but requires examiner validation.
[bookmark: _Toc226055431][bookmark: _Toc226058268][bookmark: _Toc226115245]5. Practical Considerations
[bookmark: _Toc226055432][bookmark: _Toc226058269][bookmark: _Toc226115246]5.1 Commercial versus Open-Source Tools
The choice between commercial and open-source tools is not purely technical, as the tools’ reliability and legal defensibility, must also be considered [23] [22, p. 38].

Commercial tools prioritise standardisation and repeatability, using validated workflows to produce consistent results across investigations. This supports admissibility and reduces the risk of procedural error, particularly in time critical or high-volume cases. However, their proprietary nature limits transparency, meaning examiners may be unable to fully explain how evidence was processed. This creates a potential risk if methods cannot be independently verified [28] [11].

Open-source tools shift responsibility towards the examiner, offering flexibility, transparency, and the ability to inspect and justify each stage of the forensic process through access to source code [1, pp. 6-7]. This can strengthen evidential credibility where methods require detailed scrutiny. However, this flexibility also introduces risk, a lack of formal certification processes means outcomes depend heavily on how the examiner applies and validates the tool [28] [11].



Commercial tools may lag in adapting to new platforms due to controlled update cycles, whereas open-source tools can often be adapted more rapidly but may lack formal validation [28] [11]. This creates a trade-off between reliance on established tool validation and reliance on examiner expertise.

[bookmark: _Toc226055433][bookmark: _Toc226058270][bookmark: _Toc226115247]5.2 Coordinated Use of Forensic Tools
Effective investigations frequently combine both commercial and open-source tool types, ensuring efficiency, reliability, and independent verification. Coordinated use of forensic tools enables investigators to leverage the strengths of each tool while mitigating their individual limitations [5].

[bookmark: _Toc226055434][bookmark: _Toc226058271][bookmark: _Toc226115248]5.3 Tool Validation
Tool validation is a critical component of digital forensic practice, In simple terms, ensuring the tools in use are fit for purpose [29] [22, pp. 34-35], yet it remains a persistent challenge within the field. Although investigators rely heavily on forensic software, research shows that validation methods are not consistently standardised and remain underdeveloped, particularly as tools become more complex and automated. This creates a risk that errors introduced during data extraction or analysis may go undetected [30] [31] [32].

To address this, forensic tools should be validated prior to use, revalidated following updates, and their outputs independently verified during investigations. Cross-validation using multiple tools is widely recommended to improve reliability, however, it does not guarantee correctness, as different tools may rely on similar underlying processes or flawed assumptions. As a result, validation must be treated as an ongoing process rather than a one-time assurance [31] [32].

A further issue is the limited transparency surrounding tool performance and error reporting. Studies have identified a reluctance among tool vendors to disclose internal testing processes, making independent verification difficult and increasing the burden on examiners to justify their methods. This reliance on examiner judgement raises concerns given the legal significance of digital forensic findings [31] [33] [32].

Efforts to improve validation practices have been made through formal frameworks. Notably, the NIST Computer Forensic Tool Testing project [34] [7] provides structured methodologies for evaluating forensic tools against defined criteria. However, even with such initiatives, gaps remain in achieving consistent, reproducible validation across the wide range of available tools [31] [33] [32].
[bookmark: _Toc226055435][bookmark: _Toc226058272][bookmark: _Toc226115249]6. Emerging Challenges
Digital investigations today increasingly face technical and procedural obstacles that significantly affect the forensic workflow. Some of these challenges are detailed below.

[bookmark: _Toc226055436][bookmark: _Toc226058273][bookmark: _Toc226115250]6.1 Encryption
Full disk encryption on computers (e.g., Microsoft’s BitLocker) and secure storage on mobile devices and cloud (e.g. Apple’s Advanced Data Protection (ADP)) can prevent straightforward access to data. Investigators often require specialised password cracking techniques [22, pp. 85, 89], or cooperation from device owners to acquire evidence. In practice, suspects may refuse to disclose passwords even when faced with legal compulsion, creating significant barriers to evidence acquisition [35]. This issue has prompted ongoing debate, particularly where the UK government has advocated for access mechanisms, including demanding technology companies such as Apple to provide access to encrypted data. However, such proposals remain highly controversial, raising concerns regarding privacy, and the weakening of secure and established encryption models. In response, Apple withdrew its ADP feature from the UK market rather than implement a backdoor, thereby maintaining the integrity of its encryption model [36] [37] [38].

[bookmark: _Toc226055437][bookmark: _Toc226058274][bookmark: _Toc226115251]6.2 Anti-forensic techniques
Deliberate data destruction, commonly referred to as anti-forensics, presents significant challenges in digital forensics investigations. Techniques such as drive wiping and obfuscation are used to remove or conceal evidence. Steganography is another method, where hidden data is embedded within seemingly ordinary files such as images, or documents, making its presence difficult to detect. These techniques can delay investigations and increase the risk of evidence loss [22, pp. 83-101] [3].













[bookmark: _Toc226055438][bookmark: _Toc226058275][bookmark: _Toc226115252]6.3 Cloud environments
Cloud storage introduces legal, technical, and procedural challenges. Data may be distributed across multiple jurisdictions with differing legal and privacy requirements, such as GDPR in the European Union and UK, which can restrict access and complicate evidence handling. Data may also be stored alongside that of other users, raising concerns around separation and evidential integrity. Synchronisation between devices can complicate timelines, access controls and multi-factor authentication may limit collection. Investigators must use appropriate extraction tools, maintain clear chain of custody, and correlate cloud artefacts with local evidence to ensure a legally defensible outcome [3] [5] [22, pp. 165-166].

[bookmark: _Toc226055439][bookmark: _Toc226058276][bookmark: _Toc226115253]6.4 Mobile device diversity and Hardware evolution
Mobile devices vary widely in operating systems, firmware versions, proprietary applications, and connection interfaces. Rapidly evolving technology and frequent updates in the industry causes fragmentation between mobile devices which requires investigation tools to continuously adapt and update to maintain compatibility and effectiveness [26] [22, p. 156]. Furthermore, newer storage technologies such as Solid State Drives (SSDs), which have largely replaced traditional mechanical drives, introduce additional challenges, as they now have integrated processes (e.g. garbage collection and TRIM) which can automatically wipe previously used data blocks [22, p. 168] [39] [40].





[bookmark: _Toc226055440][bookmark: _Toc226058277][bookmark: _Toc226115254]6.5 Data volume and scalability
Modern investigations frequently involve large volumes of data, ranging from hundreds of gigabytes to multiple terabytes across desktops, servers, mobile devices, and cloud environments. This growth in scale increases the complexity of acquisition and processing the data, placing significant pressure on time and computational resources. As a result, investigators may adopt selective acquisition and prioritisation strategies rather than full disk imaging, focusing on data most likely to be evidentially relevant. However, without careful consideration, there is a risk of overlooking critical evidence or introducing bias [19] [7].

[bookmark: _Toc226055441][bookmark: _Toc226058278][bookmark: _Toc226115255]6.6 Skills and knowledge gaps
The NPCC identifies several challenges affecting digital forensics capability in the public sector. Recruitment and retention remain difficult due to competition with the private sector and limited opportunities for career development. There is also a lack of digital forensic awareness among frontline officers, which increases the risk that digital evidence is misunderstood or overlooked. Forces also face difficulties meeting quality standards such as ISO 17025 [41] due to rapid technological change and limited resources. In addition, managing legacy digital data can be complex, with unclear retention requirements creating further compliance risks [19].

[bookmark: _Toc226055442][bookmark: _Toc226058279][bookmark: _Toc226115256]6.7 Summary of Emerging Challenges
The challenges outlined above show that digital investigations are constrained by a combination of both technical and practical factors. 


Encryption, anti-forensic techniques, and the complexity of cloud and mobile environments can limit access to crucial evidence and complicate analysis.

Additionally, issues identified by the National Police Chiefs’ Council (NPCC), including skills shortages, limited training, difficulties in achieving quality accreditation, and the management of legacy data, further impact the effectiveness of digital forensics. Meanwhile the increasing data volumes are placing additional pressure on investigators with already stretched resources.
[bookmark: _Toc226055443][bookmark: _Toc226058280][bookmark: _Toc226115257]7. Conclusion
This research highlights that the careful selection of forensic tools is essential for conducting effective digital investigations. The evaluated tools have been determined to each serve distinct yet complementary roles: FTK Imager for data acquisition, Magnet AXIOM for in-depth analysis and reporting, Autopsy for file recovery, and Cellebrite UFED for mobile device and cloud-based evidence extraction.

Furthermore, awareness of relevant legal frameworks, such as GDPR and the Forensic Science Regulator Code of Practice, alongside evolving challenges including encryption and anti-forensic techniques, reinforces the need for adaptable workflows and ongoing validation. By utilising complementary tools within the strategy and maintaining clear chain of custody documentation, investigators can preserve evidential integrity and ensure legally defensible outcomes. These insights provide a solid foundation and will inform the author’s structured approach for Task 2.

[bookmark: _Toc226055444][bookmark: _Toc226058281][bookmark: _Toc226115258]TASK 2 – Case Study: Sabotage
[bookmark: _Toc226055445][bookmark: _Toc226058282][bookmark: _Toc226115259]1. Introduction 
This task presents the author’s approach to a theoretical digital forensic investigation of a corporate sabotage scenario at Cyfusion Mobile Manufacturing Company (CMMC) based in London UK. The case involves former employee Rich Daley, who is suspected of attempting to transfer confidential GUI design files for the Samsung Galaxy Z Flip 6, without authorisation. Prior to his resignation, Daley is alleged to have communicated with a known competitor, with the intent to offer the valuable designs. Furthermore, it is believed Daley had deliberately deleted project files using a file wiping utility after synchronising data to a personal Google Drive account. The sole evidence source is Daley’s company issued Windows 11 computer, protected by BitLocker encryption. CMMC confirms that Daley had sole access to both the device and the design files, and that no backups were maintained.

The purpose of this task is to outline the forensic methodology used to recover deleted data, identify anti-forensic activity, and retrieve artefacts that may serve as evidence in potential legal proceedings against Daley. Practical elements, including the use of FTK, are included to demonstrate how forensic tools support the investigative process; however, this is for illustrative purposes and serve only to demonstrate tool functionality, rather than reflecting the specific details of the case scenario.
[bookmark: _Toc226055446][bookmark: _Toc226058283][bookmark: _Toc226115260]2. Case Background and Scenario Analysis
[bookmark: _Toc226055447][bookmark: _Toc226058284][bookmark: _Toc226115261]2.1 Case Overview
Access to the system is highly dependent on the state of the device at the time it is secured. As the system is protected using BitLocker, data remains inaccessible without the appropriate decryption key. If Daley’s device is powered on, or has been recently in use, it may be possible to conduct live acquisition and capture system memory (RAM) [9, pp. 78-80], where the encryption key may be temporarily stored [22, p. 60]. This would allow investigators to access the contents of the drive without requiring Daley’s password.

In contrast, if the device is powered off, the drive remains fully encrypted and cannot be accessed without valid credentials [9, pp. 78-80]. In such circumstances, investigators must rely on obtaining the password directly from Daley or seeking legal authority under the Regulation of Investigatory Powers Act 2000 (RIPA) to compel disclosure. However, Daley may refuse to cooperate, which would significantly limit access to the data and restrict the plausibility of forensic analysis [35].













[bookmark: _Toc226055448][bookmark: _Toc226058285][bookmark: _Toc226115262]2.2 Identified Challenges and Considerations
[bookmark: _Toc226055449][bookmark: _Toc226058286][bookmark: _Toc226115263]2.2.1 Order of Volatility
Following the encryption challenges with accessing Daley’s system, the order of volatility must be considered when determining the sequence of evidence acquisition. This ensures that the most volatile data is prioritised to prevent loss. As mentioned, in this case, particular importance is placed on capturing volatile data such as system memory (RAM), which may contain credentials required to access the device [22, p. 60]. Once acquired, the investigation can proceed to more persistent sources, including the file system and deleted data [22, p. 51] [4, p. 68]. 

Typical sources include:

1. Live system data: e.g., memory contents and running processes
2. Network information: e.g., active connections and routing tables
3. Virtual environment data: e.g., virtual machines or containers
4. Physical storage: e.g., hard drives, SSDs, and external media
[4, p. 68] [11]

[bookmark: _Toc226055450][bookmark: _Toc226058287][bookmark: _Toc226115264]2.2.2 Technical Challenges and Investigative Constraints
Given Rich Daley’s role as a designer using professional applications such as Autodesk Maya, it is reasonable to assume the computer is likely to use a modern SSD. As noted in the Task 1 of this paper, SSDs with enabled TRIM functionality can rapidly make deleted data inaccessible by marking blocks for erasure during garbage collection [22, p. 168] [39]. This significantly reduces the effectiveness of traditional file carving techniques for recovering deleted files [42] [40].

This challenge is compounded by Daley’s suspected use of a file wiping utility, which may have overwritten file contents and metadata at the block level. As a result, some deleted artefacts are expected to be corrupted, or permanently unrecoverable [43].
[bookmark: _Toc226055451][bookmark: _Toc226058288][bookmark: _Toc226115265]3. Methodology & Investigation Plan
This section outlines a structured investigative plan for recovering and analysing the data, linking each stage of the process to the most appropriate forensic tools. The methodology is informed by established digital forensic principles and is designed to ensure that all evidence is handled in a manner that preserves integrity and supports legal admissibility.

The investigation follows five key stages. It begins with the formulation of a hypothesis based on the known details of the case, including the identification of potential sources of evidence. This is followed by the collection and extraction of data from those sources in a forensically sound manner. The extracted evidence is then analysed to determine whether it supports the original hypothesis. If the hypothesis is supported, the process proceeds to the preparation and presentation of the final report. If not, the investigation cycle should be repeated, refining the hypothesis and continuing the analysis [3, pp. 18-19].
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[bookmark: _Toc226055452][bookmark: _Toc226058289][bookmark: _Toc226115266]3.1 Hypothesis
Despite Daley’s deliberate attempts to obscure his actions, it is expected that residual evidence will remain across multiple artefact types. This may include recoverable fragments of Autodesk Maya project files on the storage disk, metadata or execution traces from file-wiping activity, artefacts indicating cloud synchronisation via Google Drive, and data remnants within temporary files and caches [43] [44].

If successful, the recovery and analysis of these artefacts would enable the reconstruction of a timeline of Daley’s activity, supporting conclusions regarding anti-forensic techniques, file deletion, data transfer, and overall intent [22, p. 77].

[bookmark: _Toc226055453][bookmark: _Toc226058290][bookmark: _Toc226115267]3.2 Methodology
[bookmark: _Toc226055454][bookmark: _Toc226058291][bookmark: _Toc226115268]3.2.1 Evidence Acquisition
The acquisition phase focuses on creating a forensically sound copy of Daley’s computer. As the primary evidence source is the local storage disk, a full bit-for-bit image should be obtained to preserve all artefacts, including deleted data. FTK Imager should be used, as it supports forensic image formats and generates hash values to verify integrity [22, pp. 61-62]. All analysis should be conducted on the image to preserve the original evidence.

[bookmark: _Toc226055455][bookmark: _Toc226058292][bookmark: _Toc226115269]3.2.2 Analysis and Timeline Reconstruction
Analysis focuses on identifying user activity, file deletion events, and potential data transfer. Magnet AXIOM should be used to extract file activity, deletion records, and browser artefacts, supporting correlation of system events. Findings should then be validated using Autopsy / Sleuth Kit, which enables detailed file system analysis and file carving. This combined approach supports the reconstruction of a timeline linking Daley’s actions to specific system events and timestamps.[bookmark: _Toc226053593]Figure 3, Five key stages of investigation [3, p. 18]
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[bookmark: _Toc226055456][bookmark: _Toc226058293][bookmark: _Toc226115270]3.2.3 File Recovery and Anti-Forensic Validation
File recovery should be conducted using Autopsy, which supports file carving and recovery of deleted data, including fragments of Autodesk Maya project files. Given the likelihood of wiping and SSD limitations, recovery may be partial. Anti-forensic activity should be identified through analysis of metadata and file system inconsistencies. Findings should be cross validated using Magnet AXIOM to ensure consistency and strengthen evidential reliability.

[bookmark: _Toc226055457][bookmark: _Toc226058294][bookmark: _Toc226115271]3.2.4 Cloud Data Extraction
Cloud related evidence should be identified through analysis of browser artefacts, including history, cookies, and cached data indicating access to Google Drive. Magnet AXIOM should be used to extract and correlate cloud-related activity, such as file access and potential synchronisation events. These artefacts can be used to establish timelines of access and data transfer. Correlating cloud activity with local system events will support the development of a coherent account of Daley’s actions.

[bookmark: _Toc226055458][bookmark: _Toc226058295][bookmark: _Toc226115272]3.2.5 Reporting and Documentation
Findings should be documented clearly and in a structured way so they can be understood by both technical and non-technical audiences, including those in legal settings. The final report should present a clear narrative of the examination, outlining what was done and what was found in enough detail for another examiner to reproduce the process, while maintaining a clear chain of custody. Outputs from forensic tools can support the report, but they should not replace a well written account in plain English, as clarity is essential for evidential reliability [22, pp. 62-63].





























































[bookmark: _Toc226055459][bookmark: _Toc226058296][bookmark: _Toc226115273]4. Professional Forensics Report
[bookmark: _Toc226055460][bookmark: _Toc226058297][bookmark: _Toc226115274]4.1 Executive Summary
The investigation into suspected sabotage by former CMMC employee Rich Daley identified evidence consistent with the deliberate deletion and unauthorised transfer of highly confidential GUI design files for the Samsung Galaxy Z Flip 6. Analysis of Daley’s CMMC issued computer revealed remnants of deleted Autodesk Maya project files, along with artefacts indicating synchronisation with a personal Google Drive account. Furthermore, the investigation identified anti-forensic activity, including file-wiping behaviour. Finally, Timeline reconstruction has established the sequence of events leading to Daley’s resignation.

[bookmark: _Toc226055461][bookmark: _Toc226058298][bookmark: _Toc226115275]4.2 Investigation steps
[bookmark: _Toc226115276]4.2.1 Evidence Acquisition
A forensic working copy image of Daley’s work issued computer was created using FTK Imager. Cryptographic hash values were generated to ensure data integrity and maintain the chain of custody.

[bookmark: _Toc226055462][bookmark: _Toc226058299][bookmark: _Toc226115277]4.2.2 Analysis and Timeline Reconstruction
System artefacts were analysed to identify file creation, deletion, and cloud-related activity. Magnet AXIOM was used for automated analysis, supported by manual verification using Autopsy / Sleuth Kit. This allowed detailed examination of deleted files and validation of findings.

[bookmark: _Toc226055463][bookmark: _Toc226058300][bookmark: _Toc226115278]4.2.3 File Recovery and Anti-Forensic Validation
File carving techniques were used to recover fragments of Autodesk Maya project files. Analysis of metadata and remaining artefacts suggests the use of file-wiping activity. Cross-checking results helped confirm the sequence of these actions.

[bookmark: _Toc226055464][bookmark: _Toc226058301][bookmark: _Toc226115279]4.2.4 Cloud Data Extraction
Browser artefacts indicated access to a personal Google Drive account. Correlating this with local system data helped reconstruct a sequence of possible data transfer events.

[bookmark: _Toc226055465][bookmark: _Toc226058302][bookmark: _Toc226115280]4.3 Findings
Recovered Files:
· Fragments of Autodesk Maya project files were recovered
· Some parts relate to the Samsung Galaxy Z Flip 6 interface design

Timeline Reconstruction:
· A sequence of file creation, deletion, and cloud access was identified
· Activity suggests files were accessed and possibly transferred before deletion

Anti-Forensic Activity:
· Overwritten data and artefacts suggest the use of file-wiping techniques
· System traces indicate that such activity was executed

Cloud Evidence:
· Browser artefacts show interaction with Google Drive
· Timestamps suggest possible data transfer followed by deletion

Cross-Tool Validation:
· Autopsy supported file recovery
· Magnet AXIOM supported timeline analysis
· FTK Imager confirmed image integrity
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[bookmark: _Toc226053598][bookmark: _Toc226054708]Figure 10, Processing and indexing of the forensic image in FTK Imager
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[bookmark: _Toc226053600][bookmark: _Toc226054709]Figure 12, Hash verification results confirming integrity of the forensic image (MD5/SHA1)


[image: ]
[bookmark: _Toc226053601]Figure 7, Forensic image mounted in read-only mode for analysis

Figure 14, Forensic image mounted in read-only mode for analysis

Figure 8, Generated forensic report output from FTK ImagerFigure 7, Forensic image mounted in read-only mode for analysis

Figure 14, Forensic image mounted in read-only mode for analysis

Figure 8, Generated forensic report output from FTK ImagerFigure 7, Forensic image mounted in read-only mode for analysis

Figure 14, Forensic image mounted in read-only mode for analysis

Figure 8, Generated forensic report output from FTK ImagerFigure 7, Forensic image mounted in read-only mode for analysis

[bookmark: _Toc226053602][bookmark: _Toc226054710]Figure 14, Forensic image mounted in read-only mode for analysis
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[bookmark: _Toc226053604][bookmark: _Toc226054711]Figure 16, Generated forensic report output from FTK Imager


[bookmark: _Toc226055466][bookmark: _Toc226058303][bookmark: _Toc226115281]4.4 Summary
The findings support the hypothesis that Rich Daley deliberately deleted and transferred confidential design data prior to his resignation. Recovered file fragments, system, and browser artefacts indicate anti-forensic behaviour. Correlation of these artefacts enabled the reconstruction of a clear sequence of events. The evidence has been validated across multiple tools and is considered sufficiently reliable to support claims regarding Daley’s actions in potential legal proceedings.











[bookmark: _Toc226055467][bookmark: _Toc226058304][bookmark: _Toc226115282]5. Professional Invoice
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[bookmark: _Toc226053605]Figure 9, Professional Invoice [11]

[bookmark: _Toc226055468][bookmark: _Toc226058305][bookmark: _Toc226115283]6. Conclusion

This case study demonstrates the practical application of digital forensic principles within a structured and legally informed workflow. The process reinforced the importance of maintaining evidential integrity and chain of custody, particularly when working with encrypted systems and potential anti-forensic activity. Through considered use of tools such as FTK Imager, Magnet AXIOM, and Autopsy, the task highlighted how theoretical knowledge can be applied in practice to support reliable and defensible findings. It also emphasised the need for careful interpretation of artefacts, especially where data may be incomplete or intentionally obscured. Overall, the exercise has strengthened understanding of how a methodical and well documented approach supports the production of evidence that is suitable for use in legal proceedings.

































































[bookmark: _Toc226055469][bookmark: _Toc226058306][bookmark: _Toc226115284]7. Appendix
[bookmark: _Toc226055470][bookmark: _Toc226058307][bookmark: _Toc226115285]7.1 Simulated hash log for the evidence
[image: ]Figure 10, Simulated hash log for the evidence image
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Troy Simpson Forensics

Invoice Number: TSF-2026-001

Invoice Date: 2 April 2026
Client: Cyfusion Mobile Manufacturing Company (CMMC)
Client Address: London, UK

Description of Services Provided

Documentation

Task Hours | Hourly Rate | Total (GBP) | Notes

(GBP)
Evidence 6 £150 £900 Forensic imaging of BitLocker
Acquisition and encrypted device, cryptographic
Disk Imaging hash verification
Mobile and 4 £150 £600 Extraction and analysis of Google
Cloud Data Drive synchronisation and
Extraction browser artifacts
File Recovery 5 £150 £750 Recovery of partially deleted
and Anti- files, identification of wiping
Forensic utility usage
Validation
Analysis and 6 £150 £900 Automated parsing with Magnet
Timeline AXIOM, manual verification using
Reconstruction Autopsy
Reporting and 3 £150 £450 Preparation of professional

report for legal counsel, evidence
logs included

Total Payable: £3,600

Notes:

All work performed in accordance with UK legislation. Full documentation, hash logs, and
cross-tool validation reports accompany this invoice.

Prepared by: Troy Simpson

Signature:
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