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	Community engagement
Managing Incidents

	Social media can be a great tool and great for gathering evidence or for the force media units to publicise good work, whether that would be engagement by community officers or who has been charged and sentenced with a crime, which in turn, will offer reassurance to members of the public. 
This tool can also assist people in reporting incidents as well.
The force media departments can also put out public appeals for witnesses, or to state roads are closed due to a collision etc. 

	Data on Apps
Enhancing a criminal investigation
	Phones and tablets can store so much data and this can be retrieved by the Digital Media Investigator (DMI). 
The DMI has strict guidelines in which to operate, and cannot just randomly do what they please. 
This can lead to locations being identified though the location settings e.g. suspects states that he was not present at the scene, the telephone location setting states he was
Victims can also screenshot evidence and send it to us electronically as part of evidence gathering, which can also lead to further lines of enquiry to be carried out, e.g. a picture of the suspect captured by the victim’s phone, there may be other witnesses also captured in the picture, they may have something to add to the investigation or that a CCTV camera may be seen in a window of someone’s home, thus, you could attend the street to ask to view the footage or have it sent to you electronically.
The will also be specially trained and authorised officers who will have active ‘fake’ profiles in order to carry out their investigations.
Alternately, there may be fake profiles found on a suspect’s devise, which could also lead to convictions for stalking or coercive control etc. dependant on the circumstances

	Enhancing Communications
	It is important that the police encourage communication from the public. We need information to be able to conduct our work and can help us build trust in the community.
Some people may be reluctant to contact us directly, however, a telephone call to them, or a private message on social media can help the most reluctant member of the public to contact us.
Showing what we do can also give the public a sense of safety e.g. when there is a murder in an area, there is usually an increase in policing presence, this can help reassure members of the public.

	Considerations associated with unlawful 
research/examination of a device, including assuming a fake 
persona
	Any examination of digital devices must fall in line with the Investigatory Powers Act 2016; GDPR and the Data Protection Act 2018.
It will be important to have specially trained officers or staff to extract data, and that records be kept of:

· The line of enquiry being pursued
· Justification for the STRICT NECESSITY and proportionality of the processing
· The specific extraction/search/analysis to be undertaken
· Consideration of the level of collateral intrusion and steps taken to mitigate it
· Details of the senior officer providing authorisation
· Confirmation that the action will be compliant with the relevant legislation

Examinations can also take place by authorised and trained officers who can assume a fake identity and examine social media postings etc. this is carried out under the strictest of guidelines for evidence gathering. 


	Forensic Considerations
	Crime scenes involving digital devices can be examined on a forensic level.
There will be a DMI – Digital Media Investigator – in force, who will know what is and is not possible to examine and will have a strategy to follow, which will include the proportionality of the examination as well as objective settings and record keeping.
PACE 1984 sets out the basics of search and seizure, however, following on from that, we would also need to consider the Criminal Justice Act 2001, which allows us to seize evidence which material which cannot be separated from the material seized under PACE.
Subsequent acts which cover search and seizure:

Criminal Procedure and Investigations Act 1996, which sets out a code of practice in which police should record, retain and reveal to the prosecutor, material obtained in a criminal investigation relevant to the investigation.

Investigatory Powers Act 2016 which covers various aspects of telecommunication, which can be classed as ‘stored communications’ Section 6 of the IPA 2016 provides lawful authority to carry out interception of communications. 
This can be covered by a warrant (targeted interception warrant) or by a targeted equipment interference warrant, which will cover all lawful purposes. There can be incidents covered in s6 in which can provide a legal basis of searching such devices without a warrant

• the sender and the intended recipient have consented to the interception32; 

• either the sender or intended recipient has consented and a concurrent directed surveillance authority is in place under Part II of the Regulation of Investigatory Powers Act 2000;

 • it takes place as a result of the exercise of a statutory power exercised for the purpose of obtaining the information34; or

 • it is carried out in accordance with a court order

	Other statutes which allow a search
	There are a number of statutes that may be used to obtain stored 
communications for evidentiary purposes. Those most commonly used by law 
enforcement agencies include (but are not limited to):
• powers of search, seizure or production under the Police and Criminal 
Evidence Act 1984;
• powers to search or obtain content under the Proceeds of Crime Act 2002;
• powers to search under the Firearms Act 1968, Protection of Children Act 
1978, Theft Act 1968 and the Misuse of Drugs Act 1971;
• powers to examine imported goods under the Customs and Excise 
Management Act 1979 to examine imported goods; and
• powers to search or examine under Schedule 7 of the Terrorism Act 2000.

As well as Data Protection Acts

	ACPO
	The following is a link to the ACPO principles of Computer Based Digital Evidence 2012:

https://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf

It covers:

· [bookmark: _GoBack]Application of the guide
· The principles of Digital Evidence
· Plan
· Capture
· Analyse
· Present
· General
Topics in which we are governed. The guide covers content in which we need to operate accurately, legally and within statutes of law
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