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Abstract:
The research as presented examines the use of ensemble machine learning models—'Random Forest and Gradient Boosting—for network intrusion detection using the NSL-KDD dataset. The study takes a structured approach, involving data preprocessing, feature normalization, hyperparameter optimization, and model evaluation using the F1-weighted score. It was found that the models achieved good accuracy over 91% and had good predictive capability for the major types of attacks, however imbalanced classes affected detection of minority attacks. 
These results support the use of ensemble learning as a robust and interpretable methodology for multi-class intrusion detection and may lay the groundwork for an intelligent statistical approach to generating future adaptive, intelligent network intrusion detection systems.
Keywords: Ensemble Learning, Random Forest, Gradient Boosting, Intrusion Detection, NSL-KDD, Machine Learning, Cybersecurity.
[bookmark: _Toc214827514]INTRODUCTION:
Cybersecurity is one of the key fields where machine learning is playing an important role in network intrusion detection and preventing. Intrusion Detection Systems (IDS) are necessary to track the network traffic and detect abnormal or malicious network activities. In this paper, the author aims at utilizing ensemble models of machine learning of the type of Random Forest and Gradient Boosting to classify various categories of attacks based on the NSL-KDD dataset[1][2]. 
The work is carried out in a dial methodology, which includes preprocessing of data, coding, normalization of the features, training the model, auto-tuning of the hyperparameters, and assessing performance. The structured methodology enables the study to increase the detection accuracy and model interpretability[5].
In their study, researchers additionally discuss the importance of features to learn what attributes of networks would carry most weight as far as intrusion detection is concerned and eventually draw conclusions about creating more efficient and intelligent identity searching systems[2].
[bookmark: _Toc214827515]RELATED WORK:
The intrusion detection research has also evolved towards the application of machine learning and ensemble-based methods to enhance accuracy of detections and resistance towards the dynamic cyber threats. Research has indicated that conventional single classifiers are generally not good at working with high-dimensional, complex datasets like the NSL-KDD resulting in the mistaking of minority types of attacks[4]. In their review, the Ensemble methods such as the Random Forest and the Gradient Boosting have been identified as effective substitutes as they look to combine several weak learners to improve predictive stability and mitigate overfitting.
 The models are highly effective in managing the various features of the network, trade off bias and variance, and detecting hidden patterns of intrusion. It has also been argued that features engineering and preprocessing such as one-hot encoding, and normalization are also essential in enhancing classification [7]. In addition, feature importance analysis of the ensemble model offers great interpretability, the ability to determine the most influential attributes of the network. All these developments show how ensemble learning can enhance multi-class intrusion detection systems[4].
[bookmark: _Toc214827516]METHODOLOGY:
The study employs a secondary quantitative data strategy and follows to a set of procedures to ensure accuracy and consistency of results when developing ensemble-based intrusion detection models[5]. The NSL-KDD training and testing datasets were initially loaded with the help of the Pandas library, and their organization, shape, and consistency were checked to ensure that both datasets have 42 features. Secondly, the target variable that contained the categories of attacks was automatically identified and was separated out of the independent variables [8]. 
Third, column transformer was used to preprocess data, categorical features were converted to one hot and numerical data to standard scaler so that data is uniformly scaled. Label Encoder was used to convert the target labels into encoding multi-class classification[4]. Fourth, the two ensemble classifiers were trained Random Forest and Gradient Boosting and optimized using Stratified K-Fold cross-validation based on F1-weighted scoring to deal with class imbalance. Fifth, the frameworks trained and were tested using a single pipeline, which assured the same transformations. The last assessment was done on accuracy, precision, recall, F1-score and confusion matrix [9].
Finally, feature importance was analysed to clarify the most significant network properties, and model performance was compared and interpreted to obtain insights to improve intrusion detection efficiency.
[bookmark: _Toc214827517]Dataset description:
The NSL-KDD dataset, which is used in the research, is a relatively modified variant of the initial KDD 99 dataset which is a dataset created specifically to test intrusion detection systems. It comprises two major files; a training set containing 125,973 records and a testing set containing 22,544 records with each record having 41 features and a single target label. The data is a mixture of both normal traffic of a network and different kinds of attacks divided into several classes. The properties are various network connection properties that include types of protocol, service, flag and number of bytes. This data set is a complete performance measure of machine learning-based intrusion detection models.
[bookmark: _Toc214827518]Data Preprocessing:
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Fig 1: Dataset Loading and Shape Identification
This figure is showing the initial step of loading NSL-KDD dataset files i.e. kdd_train.csv and kdd_test.csv using Panda’s library. The shape of the train and testing datasets is known using the train.shape and test.shape functions as they will reveal that the training set has a dataset of 125,973 rows and 42 columns, whereas the testing set has a dataset of 22,544 rows and 42 columns. This step ensures that both datasets are structured in the same way and have the same number of features so that they are compatible when training and evaluating models.
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Fig 2: Target Column Detection
In this step the target variable (dependent feature) is auto detected. The names of with common column names are searched for e.g., label, labels, attack or class. Output shows that the selected target column is 'labels' which represents the class of each record, i.e. whether it is normal or an attack type or not. Detecting the right target column is important as it specifies the goal for the prediction for the machine learning models.
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Fig 3: Feature and Data Type Identification
This figure shows the methodology for extracting features (independent variables) from the column of interest, as well as determining the type of data in these features. The code is abstracting between categorical and numerical features. The output consists of 3 categorical features i.e. protocol type, service, flag and other 38 features are numerical. This step is used in guiding the preprocessing pipeline making appropriate encoding and scaling be conducted based on feature types.
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Fig 4: Preprocessing and Label Encoding
This figure illustrates the setup of the Column Transformer (shooting up is OneHotEncoding for categorical features, and Standard Scaler for the numerical ones). This helps standardize the data used for the better performance of the models [2]. To label encode the target variable using Label Encoder, there are 37 unique classes of attacks in both the train and test sets. This unified encoding guarantees that datasets are consistent, which makes it much easier for the model to handle categorical types of attack in a numeri zed way so that multi-class classification is possible.
[bookmark: _Toc214827519]Model Choice:
This figure shows the initialization and parameters of the two selected ensemble models - Random Forest Classifier and Gradient Boosting Classifier. Both algorithms were chosen because of their great performance when working with complex and high-dimensional data such as NSL-KDD. Random Forest helps in reducing overfitting by the average of multiple decision trees on subsets of random data and features, hence being robust and stable. 
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Fig 5: Ensemble Model Selection and Parameter Configuration
Gradient Boosting which builds trees successively, with each new tree learning correction to the tree(s) built so far, resulting in better predictive accuracy. The parameter grids set for each model [such as: estimators, adept, learning rate] make it possible to optimize it by searching random parameter combinations to get the best performing combination.
This figure demonstrates one of the functions, train_and_eval() which combines the model training and model validation using RandomizedSearchCV with Stratified K-Fold Cross-Validation to make sure that class balancing is present across the folds. The evaluation measure taken is the F1-weighted score which is appropriate for imbalanced datasets.
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Fig 6: Model Training, Validation, and Evaluation Process
The model pipeline mixes preprocessing and classifier training in a seamless way which makes sure features go through the same transformations. After fitting, the best parameters of the model, and the accuracy on the test dataset is printed as well as the classification report that includes precision, recall, and F1-scores of each class . This systematic process works to make the models best tuned and fairly compared with each other to get reliable performance insights of intrusion detection.
[bookmark: _Toc214827520]RESULTS & DISCUSSION:
[bookmark: _Toc214827521]Exploratory Data Analysis:
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Fig 7: Attack Type Distribution (Training Set)
It demonstrates very asymmetrical training data with normal and neptune prevailing, and the minor types of attacks being rare.
[image: A screenshot of a graph

AI-generated content may be incorrect.]
Fig 8: Correlation Heatmap
It shows correlations between numeric attributes, in which the most intense correlations can be seen between host-based and traffic-related features of the data.
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Fig 9: Train and Test Label Distribution
This numbers graphically compares train and test labels distributions and the imbalance patterns exhibit similar distributions with dominance of normal and neptune classes.

[bookmark: _Toc214827522]Results:
This figure shows the evaluation results for the random forest model after hyperparameters tuning. The accuracy of the model in the test data was 91.39 attributed to the best parameters n_estimators=100, min_samples_leaf=1 and max_features=0.5.
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Fig 10: Random Forest Model Performance
Despite the high level of accuracy, the class-wise accuracy of precision and recall are quite different, especially for minority attack types such as apache2, imap, and multihop, which resulted in near zero recall. This change is attributed to severe class imbalance in NSL-KDD dataset as rare attack classes have small numbers of samples. However, the types of frequent attacks (including back and ipsweep) exhibit high recall and F1-scores; this indicates the efficacy of the model in identifying major types of intrusion.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Fig 11: Gradient Boosting Model Performance
The accuracy of the Gradient Boosting model on the test could be obtained as 91.31% [4], similar to Random Forest. With tuned parameters (n_estimators=50, learning_rate=0.05 and max_depth=5 and subsample=1.0) it showed it was slightly better stability across classes’ but was still struggling with types of attacks using minorities.
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Fig 12: Performance Summary Comparison
The summary table indicates that Random Forest and Gradient Boosting perform extremely similarly with a weighted precision of about 0.87 and recall of approximately 0.91. Gradient Boosting gave a slightly improved F1-weighted score (0.8778). Overall, both ensemble models are quite successful in classifying majority attacks but there is room for improvement using data balancing or advanced boosting techniques like XGBoost or SMote Integration to further boost performance.
[bookmark: _Toc214827523]Comparison and Discussion:
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Fig 13: Confusion Matrices for RF and GB Models
A comparison between the confusion matrices of the Random Forest (RF) and Gradient Boosting (GB) models is shown in this figure for the top attack labels. Both models can predict the major classes very well such as normal, neptune and ipsweep where the diagonal values display dense yellow and green color regions implying correct classifications.
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Fig 14: Feature Transformation Summary
The preprocessing step increased the amount of records to 122 transformed features using one-hot encoding of categorical data (protocol_type, service, flag). This ensured that the models were able to handle categorical information numerically and would reveal the influence of specific network protocols and services in the process of identifying attack.
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Fig 15: Random Forest Feature Importances
In Random Forest, the features like same_srv_rate, src_bytes, diff_srv_rate have significant influence which are related to network connection frequency and traffic volume. The high contribution of these attributes emphasizes the fact that repeated or unusual service requests are a strong indication of possible intrusions.
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Fig 16: Gradient Boosting Feature Importances
Gradient Boosting chose src_bytes and same_srv_rate to be the most important predictor followed by diff_srv_rate and service_ecr_i. Unlike Random Forest, GB is more given to traffic-based features and hence indicates that they are more driven by connection level anomalies.
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Figure 17: Prediction Time Comparison
A Comparison of the Prediction Times of the Random Forest and the Gradient Boosting Models.
Random Forest Generates Predictions Significantly Faster than Gradient Boosting, Which Requires a Longer Processing Time. The Difference in Processing Speed Can Significantly Impact a System's Ability to Predict More Accurately in Real-Time.
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Figure 18: Model Performance Comparison
The Table of Class Performance Contains the Overall Performance Metrics (Accuracy, Precision, Recall and F1 Scores) For All Classes for Each Classifier. With The Help of This Organized Table of Performance Metrics, We Can Evaluate the Strengths and Limitations of Each Classifier and See Where the Differences Are.
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Figure 19: Overfitting and Underfitting
The Performance Metrics Data Are Used in A Comparison of the Overfitting Gap (Training / Testing Accuracy) Of Each Classifier. This Diagram Illustrates How Well the Classifiers Are Generalizing to New Data and The Credibility of Their Predictions.
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Figure 20: Normalized Confusion Matrices
This pair of heatmaps illustrates classification accuracy for the most frequent attack categories. Each cell shows the proportion of correct or incorrect predictions normalized per class. The side-by-side structure supports detailed comparison, helping an observer understand class-specific strengths, misclassification behaviour, and relative differences between the two machine-learning models.
Overall, the accuracy of both the models was close to each other (~91%) and the top contributing features were similar, proving the robustness of ensemble learning for intrusion detection . Random Forest proved a bit better in terms of a stability achieved by frequent attacks, while Gradient Boosting was better in terms of sensitivity in specific network behaviours.

[bookmark: _Toc214827524]CONCLUSION & RECOMMENDATIONS:
[bookmark: _Toc214827525]Conclusion:
The research was able to demonstrate that ensemble-based machine learning models, such as Random Forest and Gradient Boosting, effectively detect network intrusions using the NSL-KDD dataset. With the help of systematic preprocessing, such as one-hot encoding, normalization, and label encoding, the two models demonstrated high classification performance where the overall accuracy was over 91%. As the analysis showed, such crucial features as samesrvrate, srcbytes, and diffsrv rate were important in intrusion prediction. Nonetheless, the extreme disparity in classes of the dataset hindered the model with the performance of minority attack types leading to low yield (recall) values. The metrics of evaluation such as precision, recall, and F1-score established that although the two models are consistent with detecting the frequent type of intrusions, additional improvement should be done to improve the detection of rare attacks. In general, the findings validate the claim that ensemble learning provides a valuable and explainable system of detecting multi-class intrusion that can help build safer and smarter network defence models.
[bookmark: _Toc214827526]Recommendations:
A list of recommendations has been provided to better the model performance and increase intrusion detection. To start with, it is important to discuss the issue of class imbalance; using SMOTE oversampling, class weighting, or incorporating anomaly detectors can make attacks, which are not common more vulnerable. Second, one should consider more sophisticated techniques of the ensemble, such as XGBoost, LightGBM, or CatBoost to obtain better accuracy and require less time to compute .
Third, feature engineering can be extended with the derivation of temporal and behavioural metrics that define the changing patterns of attacks. Fourth, it is possible to further raise the stability of classification by adopting a model stacking or utilizing a common framework that uses ensemble and deep learning models. Moreover, it should be continuously verified with new datasets (or real-time) to promote flexibility regarding new cyber threats. Lastly, explainable AI (XAI) techniques can be used to understand the behaviour of the models and enhance the level of confidence in automated intrusion detection system. These enhancements will make them more accurate, interpretable, and robust to facilitate more proactive and intelligent cybersecurity.
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rf = RandomForestClassifier(random_state=42, n_jobs=-1)
rf_param_dist = {
*clf_n_estimators': [50, 100],
*c1f_max_depth': [None, 15],
*clf_min_samples_leaf': [1, 2],
*clf_max_features': ['sqrt’, 0.5]

¥

gb = GradientBoostingClassifier(randon_state=42)
gb_param_dist = {
*clf_n_estimators’: [50, 100],

*clf_learning rate’: [0.05, 0.1],
*clf_max_depth': [3, 5],
*clf_subsample': [0.3, 1.0]
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def train_and_eval(clf, param_dist, name, n_iter=6, cv_folds-
pipe = Pipeline([('pre’, preprocessor), ('clf’, cIf)])
rs = RandomizedSearchcV(
pipe, param_distributions-param_dist,
n_iter-n_iter, scoring='fl weighted’,
tratifiedkFold(cv_folds, shuffle-True, random_state-42),
n_jobs=-1, verbose=1, random_state=42

)

rs.fit(X_train, y_train_enc)

best = rs.best_estimator_

y_pred = best.predict(X_test)

acc = accuracy_score(y_test_enc, y_pred)
print(f"\n{name} best params: {rs.best_params_}")
print(f"{name} Test accuracy: {acc:.4f}")

Labels_used - np.unique(np. concatenate((y_test_enc, y_pred)))
print (classification_report(
y_test_enc,
yopred,
Tabels-labels_used,
target_nanes-[le.classes_[i] for 1 in labels_used],
zero_division-0

N
return rs, best, y_pred
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image11.png
# Train Random Forest
rf_search, rf_best, rf_pred = train_and_eval(rf, rf_param_dist, "RandomForest”, n_iter=6, cv_folds=3)

Fitting 3 folds for each of 6 candidates, totalling 18 fits
C:\Prograndata\anaconda3\Lib\site-packages\sklearn\nodel_selection\_split.py:77
=3,

warnings.warn(
RandonForest best params: {'clf_n_estimators
RandonForest Test accuracy: 0.9139

Useriarning: The least populated class in y has

100, 'clf_min_samples_leaf': 1, 'clf_max_features': 0.5, 'clf_max_depth’: None}

precision  recall fl-score support
apache2 0.00 0.00 0.00 228

back .61 0.99 0.75 227
buffer_overflow 1.00 0.a1 0.58 17
Frp_urite .50 o.50 0.50 2
guess_passwd 1.00 0.02 0.0 a1
httptunnel 0.00 0.00 0.00 a1
imap 1.00 1.00 1.00 2

ipsueep 0.94 1.00 0.97 479

land 1.00 0.50 0.67 2
loadmodule 1.00 0.75 0.86 a
mailbomb 0.00 0.00 .00 04

mscan 0.00 0.00 0.00 s10

multihop 1.00 0.11 0.20 o

named 0.00 .00 0.00 2
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# Train Gradient Boosting
gb_search, gb_best, gb_pred = train_and_eval(gb, gb_param dist, "GradientBoosting”, n_iter

Fitting 2 folds for each of 3 candidates, totalling 6 fits

GradientBoosting best params: {'clf_subsample': 1.9, 'clf_n_estimators
GradientBoosting Test accuracy: 0.9131

50, 'clf_max_depth': 5, 'clf_learning rate': 0.05)

precision  recall fl-score support
apache2 0.00 0.00 0.00 228

back .59 0.01 0.71 227
buffer_overflow 0.53 0.59 0.69 17
Frp_urite 0.25 0.50 0.33 2
guess_passwd 1.00 0.05 0.10 a1
httptunnel 0.00 0.00 0.00 a1
imap 0.07 1.00 0.12 2

ipsueep 0.93 1.00 0.96 479

land 0.00 .00 0.00 2
loadmodule 1.00 0.25 0.40 a
mailbomb 0.00 0.00 0.00 04

mscan 0.00 0.00 0.00 s10

multihop 0.33 0.1 0.17 9
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def sumary (y_true, y_pred, name):
acc = accuracy_score(y_true, y_pred)
prec, rec, f1, _ = precision_recall_fscore_support(y_true, y_pred, avera
print(f"{name}: Acc={acc:.4f}, Precision={prec:.4f}, Recall=(rec:.4f}, Fl-ueightes

weighted’, zero_division-e)
£1:.46)")

summary(y_test_enc, rf_pred, "RandomForest")

RandonForest: Acc=0.9139, Precision=0.8716, Recall=2.9139, Fl-ueighted=0.3770

summary(y_test_enc, gb_pred, "GradientBoosting")

GradientBoosting: Acc=0.9131, Precision=0.5718, Recall=0.9131, Fl-weighted=0.3778
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# Feature importances (get feature names after preprocessing)
def get_feature_names(pre, cat_cols, num_cols):

ohe = pre.named_transformers_["cat']

try:

cat_names = ohe.get_feature_names_out(cat_cols).tolist()
except:

cat_names = [f"{c}_ohe" for ¢ in cat_cols]
return cat_names + num_cols

Feat_names = get_feature_names(rf_best.named_steps['pre’], cat_cols, num_cols)
print("Transformed feature count:”, len(feat_names))

Transformed feature count: 122
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Top RF feature importances
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Top GB feature importances
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# Measure prediction time for GB
start = time.time()

_ = gb_best.predict(X_test)
gb_pred_time = time.time() - start

print(f"Random Forest Prediction Time: {rf_pred_time:.4f} seconds")

print(f"Gradient Boosting Prediction Time: {gb_pred_time:.4f} seconds")

Random Forest Prediction Time: ©.2002 seconds
Gradient Boosting Prediction Time: ©.4383 seconds
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Model Accuracy Precision (Weighted) Recall (Weighted) F1-Score (Weighted) Train Time (s) Predict Time (s)
o Random Forest  0.913902 0.871645 0.913902 0.876996 None 0.20021

1 Gradient Boosting  0.913103 0.871830 0913103 0.877802 None 0.43826
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Model Train Accuracy Test Accuracy Overfitting Gap
o Random Forest 0.999873 0.913902 0.085971

1 Gradient Boosting 0.999119 0913103 0.086016
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image2.png
# Paths (adjust if needed)
train_path = "kdd_train.csv"
test_path = "kdd_test.csv”

train = pd.read_csv(train_path)
print("Train shape:”, train.shape)

Train shape: (125973, 42)

test = pd.read_csv(test_path)
print("Test shape:”, test.shape)

Test shape: (22544, 42)
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# Detect target column (common names: Label, Labels, attack, class)

possible_targets = [c for ¢ in train.columns if c.lower() in (*label’,'labels’,’attack’,’class’)]
target_col = possible_targets[0] if possible_targets else train.columns[-1]

print("Using target column:", target_col)

Using target column: labels
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# Use comnon feature columns between train/test (exclude target)
common_cols = [c for c in train.colums if c in test.columns and c
X_train = train[common_cols].copy()

y_train = train[target_col].copy()

X test = test[common_cols].copy()

y_test = test[target_col].copy()

# Identify categorical and numeric columns

cat_cols = X_train.select_dtypes(include=[ object’, 'category’]).columns. tolist()
num_cols = [c for c in common_cols if c not in cat_cols]

print("Categorical cols:", cat_cols)

print("Numeric cols count:”, len(num_cols))

Categorical cols: ['protocol_type
Numeric cols count: 38

‘service’, 'flag']
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# Preprocessor (Onetot for cat, Standardscaler for numeric)

preprocessor = ColunnTransformer (transformers=[
("cat”, OneHotEncoder (handle_unknown="ignore’, sparse_output-False), cat_cols),
("num", Standardscaler(), num_cols)],
remainder="drop’, sparse_threshold=0)

# Label encode target on union (so unseen test Labels are included)
le = LabelEncoder()

all_labels = pd.concat([y_train, y_test], axi:
le.fit(all_labels)

y_train_enc = le.transform(y_train)
y_test_enc = le.transform(y_test)
print(“Number of classes:”, len(le.classes_))

).unique()

Number of classes: 37




