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[bookmark: _Toc215831944]Introduction
This coursework explores the design, deployment, and testing of a virtualised enterprise network environment based on the topology provided in the assessment brief. Virtualisation is a core technology in modern IT infrastructure, enabling flexible, scalable, and cost-effective environments for both organisational operations and educational learning. The aim of this project was to use Oracle VirtualBox to build an isolated multi-machine network incorporating Windows Server, Windows Client, Debian Server, and Debian Client systems. The process involved selecting an appropriate hypervisor, designing an efficient IP addressing scheme, configuring each system, and validating connectivity through systematic testing and troubleshooting.

This assignment also required analysis of key networking concepts, including hypervisors, IP addressing, routing, and essential enterprise services such as Active Directory, DHCP, Certificate Authorities, and VPN technologies. By combining theoretical research with hands-on technical implementation, the coursework demonstrates how network layers and services interrelate to produce a functional and secure enterprise environment.

Connectivity testing—supported by timestamped screenshots—was used to evidence successful host-to-host communication and document the resolution of configuration issues. The project concludes with a reflection on technical skills development, problem-solving techniques, and practical lessons that will inform the more advanced network deployment required in Coursework 2.

[bookmark: _Toc215831945]1. 	Research on Hypervisors (approx. 250 words)
Hypervisors enable different operating systems to run on the same hardware by abstracting the underlying physical resources.  Type 1 hypervisors, also known as bare-metal hypervisors, run directly on server hardware, resulting in lower latency and increased security due to less reliance on a host operating system.  Popular examples are Microsoft Hyper-V, VMware ESXi, and Xen (Silberschatz et al. [1]).  Type 1 architectures use a thin layer of virtualisation code to efficiently handle CPU, memory, storage, and I/O scheduling.
 Type 2 hypervisors, such as VirtualBox and VMware Workstation, run on top of a full host operating system, making them more adaptable for testing scenarios but less ideal for enterprise workloads due to additional overhead and poor isolation (Tanenbaum & Bos [2]).
[bookmark: _Toc215831946]Diagram 1: Type 1 vs Type 2 Hypervisor Architecture
TYPE 1 (Bare Metal                     TYPE 2 (Hosted)
--------------------------------                      ----------------------------
|      Hardware          |                   |    Hardware                |
|      -----------------         |                   |    ---------------------           |
[bookmark: _Hlk214031056]|      Hypervisor        |                   |    Host OS                  |
|      -----------------         |                   |    ---------------------           |
|   Guest OS (VMs)  |                   |    Hypervisor (Type 2)|
|                                |                   |   -----------------------          |
|                                |                   |    Guest OS (VMs)      |
-----------------------------------------------------------------------------------------------
A Type 1 hypervisor is better appropriate for the specified topology (Windows Server 2022, Debian Server, AD DS, DHCP, VPN).  The SWANSEA.ACCA domain necessitates robust performance, isolation, and scalability, particularly when accommodating mixed operating system workloads.  Type 1 hypervisors offer secure boot, TPM integration, virtual switching, and resource-efficient VM isolation, which are essential for operating both Windows and Debian in a production-like laboratory environment.
Considering standard hardware limitations in educational settings, Type 1 guarantees optimal resource utilisation, increased uptime, and enhanced performance for Active Directory Domain Services, DHCP Relay, and VPN services.  Consequently, a Type 1 hypervisor is the most suitable option for this scenario.


[bookmark: _Toc215831947]2. 	Research on IP Addressing (≈250 Words)
During the group exercise, a crucial realisation was that IP addresses serve as logical identifiers, facilitating end-to-end packet delivery throughout the Internet.  Data transmission relies on routers interpreting the source and destination IP addresses contained in each packet header (RFC 791 for IPv4, RFC 8200 for IPv6).
IPv4 use a 32-bit dotted-decimal format (e.g., 192.168.10.1), while IPv6 utilises a 128-bit hexadecimal format (e.g., 2001:db8:acad::1) to accommodate a significantly larger number of hosts.  Subnetting partitions networks into smaller portions, enhancing broadcast management, routing efficacy, and internal security.  For instance:
[bookmark: _Toc215831948]Diagram 2: Subnetting Example
Network: 192.168.10.0/24
Subnets:
192.168.10.0/26     - Servers  
192.168.10.64/26    - Windows Clients  
192.168.10.128/26   - Debian Clients  
192.168.10.192/26   - Admin VLAN

Routers transmit packets between subnets utilising routing tables, whilst switches employ MAC addresses for local delivery.  In the SWANSEA.ACCA domain, organised IP addressing guarantees that DHCP scopes align seamlessly with network segments, facilitates VPN address pools, and promotes effective administration of Active Directory Domain Services and server responsibilities.

[bookmark: _Toc215831949]Diagram 3: Basic IP Forwarding Path
PC   →        Switch     →    Router →     Internet
192.168.10.10      Default Gateway: 192.168.10.1

Thus, IP addressing offers scalability, effective resource allocation, and organisational structure.  When paired with IPv4 subnetting techniques, IPv6's hierarchical design guarantees long-term compatibility and support for mixed networks like the ones utilised in this topology.



[bookmark: _Toc215831950]3. Research on Routing (≈250 Words)
Routing protocols dictate the pathways through which packets navigate between networks.  Static routing necessitates manual configuration of routes by administrators; it is characterised by predictability, security, and is particularly appropriate for smaller or stable network environments (Forouzan [3]).  Nevertheless, it demonstrates a deficiency in adaptability.  Dynamic routing protocols, including RIP, OSPF, and EIGRP, facilitate the automatic exchange of network information and adjust to changes in topology.  OSPF employs link-state advertisements and Dijkstra’s algorithm to determine the shortest path tree.
The assessed topology features a Debian Server functioning as a DHCP Relay, which forwards packets to the DHCP on the Windows Server. This configuration results in a network structure that is small, predictable, and controlled.  In this context, static routing is the optimal selection, as it facilitates predictable forwarding behaviour and minimises overhead.

[bookmark: _Toc215831951]Diagram 4: Static Route Example (Conceptual)
Debian Server (DHCP Relay)
Route: 192.168.20.0/24 → Gateway 192.168.10.1
Windows Server (DHCP)
Route: 192.168.30.0/24 → Gateway 192.168.10.254
Dynamic routing introduces unnecessary complexity without providing significant advantages, given the limited and infrequently changing number of subnets.  Static routing enhances clarity, simplifies troubleshooting, and supports reliable DHCP relay behaviour.
Consequently, static routing is the most suitable solution for the SWANSEA.ACCA topology.

[bookmark: _Toc215831952]4. Research on Network Services (≈250 Words)
Network services including VPNs, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities (CAs) constitute the essential framework for secure and scalable enterprise environments.
Virtual Private Networks (VPNs) facilitate secure remote access to internal resources through the implementation of encryption protocols such as IPsec or TLS (NIST SP 800-77 [4]).  DHCP automates the allocation of IP addresses, thereby minimising administrative burden and ensuring consistent address management across subnets, which is particularly crucial when employing relays.
Active Directory Domain Services (AD DS) offers centralised authentication, authorisation, group policy management, and identity security.  The integration with DNS and LDAP facilitates unified management of both Windows and Linux clients, including the Debian server.
Certificate Authorities (CAs) enhance trust through the issuance and management of digital certificates, which are utilised for authentication, HTTPS, VPN access, and secure server communication.  Effective practices highlight the importance of utilising offline root Certificate Authorities, implementing certificate renewal policies, and ensuring robust key protection.

[bookmark: _Toc215831953]Diagram 5: Interaction of Network Services
               +---------------------------------+
              | Certificate Authority |
              +-----------------------------------+
                             |
                             v
+-------------+       +-------+----+        +--------------+
| DHCP | ->   AD  DS  |  -->  /  Clients  /
+--- ---------+       +-------------+        +--------------+
                            ^
                            |
                       VPN Server

Collectively, these services augment security, manageability, and compliance.  In the SWANSEA.ACCA domain, their integration facilitates secure identity management, organised network communication, and remote access—especially pertinent in the augmented topology that encompasses VPN connectivity and heterogeneous operating system support.

[bookmark: _Toc215831954]Task 2 – Technical Documentation
2.1 Connectivity Testing and Evidence
Figure 1 – Windows Client → Windows Server Ping Test (Successful)

Windows Client to Server.png

Figure 2 – Windows Server → Windows Client Ping Test (Successful)

Windows Server to Client.png

Figure 3 – Linux Client → Linux Server Ping Test (Initial Failure)

Linux Client to Server.png (upper section)

Figure 4 – Linux Client → Linux Server Ping Test (Successful After Fix)

Linux Client to Server.png (lower section)

Figure 5 – Linux Server → Linux Client Ping Test (Successful)

Linux Server to Client Connection.png

Figure 6 – Timestamped VirtualBox Evidence Screenshots
Screenshots
[image: ]
[image: ]

[image: ]
[image: ]
[bookmark: _Toc215831955][image: ]
[image: ]
2.1 Connectivity Testing and Evidence
Windows Subnet (192.168.1.0/24)
Figure 1: Windows Client (192.168.1.10) – Successful Ping to Windows Server (192.168.1.1)
Screenshot: Windows Client to Server.png
This screenshot shows the Windows 10 Client validating its IP configuration using ipconfig, confirming its address (192.168.1.10) and then performing a successful ICMP echo test to 192.168.1.1.
Figure 2: Windows Server (192.168.1.1) – Successful Ping to Windows Client (192.168.1.10)
Screenshot: Windows Server to Client.png
This demonstrates bidirectional connectivity. All ICMP replies were received with 0% packet loss, confirming stable communication.
2.2 Linux Subnet (192.168.2.0/24)
Figure 3: Linux Client – Initial Failed Ping to Linux Server (192.168.2.1)
Screenshot: Linux Client to Server (first half
The Linux client originally returned “Destination Host Unreachable”, identifying a network configuration fault on the Linux Server side.
Figure 4: Linux Client – Successful Ping to Linux Server After Fix
Screenshot: Linux Client to Server (second half)
After correcting the interface assignment and IP addressing, the Linux Client successfully pinged 192.168.2.1.
Figure 5: Linux Server – Successful Ping to Linux Client (192.168.2.10)
Screenshot: Linux Server to Client Connection.png
This confirmed bidirectional communication across the Linux subnet. All 20 packets were successfully delivered.


Task 3 – Reflection (250 Words)
This coursework significantly strengthened my understanding of virtualisation, network configuration, and troubleshooting. Deploying the page-6 topology required careful planning, especially when configuring multiple systems across two subnets. Early in the build, the Linux Client failed to reach the Linux Server, which provided an opportunity to apply systematic troubleshooting. By validating IP configurations, confirming VirtualBox adapter assignments, and testing connectivity incrementally with tools such as ip a and ping, I was able to identify and resolve the issue. This process reinforced the importance of methodical testing at each network layer.

Capturing timestamped screenshots throughout the build helped me approach the work with a more professional mindset, recognising the value of documentation in technical environments. It also improved my time management as I worked through configuration, testing, and verification stages.

The research component deepened my understanding of hypervisors, addressing, routing, and enterprise services, which contextualised the practical tasks. Completing this assignment highlighted the value of precision and attention to detail, as even small misconfigurations had noticeable impacts on connectivity.

Moving into Coursework 2, I will apply a more structured workflow, validating each configuration step before progressing. This assignment has enhanced both my confidence and competence in managing virtualised network environments.

[bookmark: _Toc215831956]Conclusion
The study in this report shows how virtualisation, IP addressing, routing, and network services provide a safe and dependable network architecture.  Hypervisor technologies show that Type 1 hypervisors provide the best performance, isolation, and scalability for SWANSEA.ACCA, especially when supporting Windows Server 2022 and Debian Server.  IP addressing is essential for structured connection, effective segmentation, and dependable communication between subnets and client types, as shown by analysis.
 Evaluation of routing options shows that static routing is the most efficient and controllable solution for topology size and predictability, especially with DHCP relay functionality.  Finally, VPNs, DHCP, AD DS, and Certificate Authorities demonstrate the need for secure authentication, automated address allocation, identity management, and encryption in modern network systems.
 The report shows that each component—when properly selected and configured—improves domain stability, performance, and security.  Applying these ideas to the SWANSEA.ACCA architecture creates a durable and scalable network that can handle current and future requirements.
This coursework brought together theoretical knowledge and hands-on practical skills to create a functional virtualised network environment. By deploying Windows and Linux systems within Oracle VirtualBox, I developed a deeper understanding of how operating systems, addressing schemes, and network services interconnect to form a cohesive infrastructure. The design and testing process demonstrated the practical importance of selecting an appropriate hypervisor, implementing clear and efficient IP addressing, and applying foundational routing principles.

Troubleshooting played a significant role in the project. The initial connectivity issues in the Linux subnet illustrated how configuration errors can disrupt communication and how systematic diagnostic techniques can be used to resolve them. Through iterative testing and careful validation, a stable and fully operational environment was achieved. The timestamped evidence captured throughout this process not only supports the authenticity of the work but also reflects the methodical approach required in network administration.

The assignment also highlighted the value of enterprise services such as AD DS, DHCP, CAs, and VPNs, providing a conceptual foundation for their implementation in future coursework. Overall, this project has strengthened both my technical competence and my understanding of enterprise network design, preparing me effectively for the more advanced tasks ahead.
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[bookmark: _Toc215831958]Conclusion
This report has thoroughly examined operating systems, focusing on their primary functions, command-line interface (CLI) tools, and scripting features in both Windows and Linux environments. It has delved into the roles and functionalities of general-purpose operating systems, such as Windows and Linux, highlighting their capabilities in resource management, security provision, and user interaction facilitation.

By utilizing Command Line Interface (CLI) tools like PowerShell and Bash, we showcased the efficient execution of essential administrative tasks—including file handling, process oversight, and system updates—through scripting and terminal commands. This hands-on experience emphasizes the vital role of CLI skills in contemporary IT settings, where automation and efficiency are critical.

Moreover, the scripting exercises demonstrated the advantages of automating routine system tasks, which enhances system reliability and minimizes human error. Tasks ranging from basic backup processes to interactive menus and resource monitoring illustrated that scripting is an essential resource for system administrators and developers.

The combination of theoretical insights with practical application—bolstered by visual evidence and scholarly references—has deepened understanding and highlighted key technical skills necessary for professional advancement in computing. As technology evolves, expertise in operating systems and scripting will remain a fundamental asset for computing professionals.

Future studies might include a more in-depth investigation of shell scripting frameworks, cross-platform automation tools like Ansible, or cloud-based command-line operations to further enhance system-level expertise.
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Administrator: Command Prompt

Microsoft Windows [Version 10.0.17763.3650)
(c) 2018 Microsoft Corporation. All rights reserved
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ping statistics for 192.168.1.10
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Minimum = 1ms, Maximum = 4ms, Average = 2ms
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| Command Prompt

C:\Users\vboxuser>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::e3la:U40e8:7886:1578%4

IPv4 Address. . . . . . . . . . . :192.168.1.10

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway .

C:\Users\vboxuser>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=Ums
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=7ms TTL=128
Reply from 192.168.1.1: bytes=32 time=2ms TTL=128

Ping statistics for 192.168.1.1:

Packets: Sent = U4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds

Minimum = 2ms, Maximum = 7ms, Average = 3ms

C:\Users\vboxuser>|
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nt [Running] - Oracle Virtuall

- Nov7 2:37PM %240

vboxuser@LinuxClient: ~

vboxuser@Linuxclient:~$ ping 192.168.2.1
192.168.2.1 (192.168.2.1) 56(84) bytes of data.
192.168.2.10 icmp_seq=10 Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_seq=13 Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_seq=15 Destination Host Unreachable

--- 192.168.2.1 ping statistics -
18 packets transmitted, © received, +6 errors, 100% packet loss, time 17415ms

pipe 3
vboxuser@Linuxclient:~$ ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp_ses

64 bytes from 192.168.2.1: icmp_ses

64 bytes from 192.168.2.1: icmp_ses

~c

--- 192.168.2.1 ping statistics -
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev 1.382/2.194/3.676/1.049 ms
vboxuser@Linuxclient:~$ [
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Activities Terminal Nov7 14:32 %248

vboxuser@LinuxServer: ~

vboxuser@Linuxserver:~$ ping 192.168.2.10
PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data
bytes from 192.168.2.10: icmp_seq=1 ttl=64 time=3.01 ms
bytes from 192.168.2.10: icmp_seq=2 ttl=64 time=1.00 ms
bytes from 192.168.2.10: icmp_seq 984 ms
bytes from 192.168.2.10: icmp_seq=4 ttl=64 time=1.38 ms
bytes from 192.168.2.10: icmp_seq 776 ms
bytes from 192.168.2.10 _: 2.11 ms
bytes from 192.168.2.10 _: 940 ms
bytes from 192.168.2.10: icmp_seq=8 ttl=64 time=1.99 ms
bytes from 192.168.2.10: icmp_seq=9 ttl=64 time=0.937 ms
bytes from 192.168.2.10: icmp_seq=10 tt ms
bytes from 192.168.2.10: icmp_seq=11 tt ms
bytes from 192.168.2.10: icmp_seq ms
bytes from 192.168.2.10: icmp_seq=13 tt ms
bytes from 192.168.2.10: icmp_seq=14 ttl=64 time=1.05 ms
bytes from 192.168.2.10: icmp_seq=15 tt ms
bytes from 192.168.2.10: icmp_seq=16 tt ms
bytes from 192.168.2.10: icmp_seq=17 tt ms
bytes from 192.168.2.10: icmp_seq ms
bytes from 192.168.2.10: icmp_seq ms
bytes from 192.168.2.10: icmp_seq ms
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192.168.2.10 ping statistics
20 packets transmitted, 20 received, @% packet loss, time 19449ms
rtt min/avg/max/mdev ©0.776/1.411/3.010/0.519 ms
vboxusereLinuxserver:~$ ||
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192.168.2.10 ping statistics

packets transmitted, 20 received, @% packet loss, time 19449ms
rtt min/avg/max/mdev ©0.776/1.411/3.010/0.519 ms
vboxusereLinuxserver:~$ ||
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nt [Running] - Oracle Virtuall

- Nov7 2:37PM %240

vboxuser@LinuxClient: ~

vboxuser@Linuxclient:~$ ping 192.168.2.1
192.168.2.1 (192.168.2.1) 56(84) bytes of data.
192.168.2.10 icmp_seq=10 Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_seq=13 Destination Host Unreachable
192.168.2.10 icmp_se Destination Host Unreachable
192.168.2.10 icmp_seq=15 Destination Host Unreachable

--- 192.168.2.1 ping statistics -
18 packets transmitted, © received, +6 errors, 100% packet loss, time 17415ms

pipe 3
vboxuser@Linuxclient:~$ ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp_ses

64 bytes from 192.168.2.1: icmp_ses

64 bytes from 192.168.2.1: icmp_ses

~c

--- 192.168.2.1 ping statistics -
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev 1.382/2.194/3.676/1.049 ms
vboxuser@Linuxclient:~$ [





