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	Second Marker’s General Comments and Original Mark

This project demonstrates a level of technical competence through the development of a comprehensive malware analysis environment using multiple virtual machines and digital forensic tools. The experimental component is ambitious in scope and generates a substantial amount of evidence for analysis. The weakness though is a report that contains numerous spelling, grammatical and formatting issues. With stronger academic writing and more rigorous literature, the project would have achieved a higher classification.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	3/5
	/5

	Literature Review
	/20
	/35
	10/20
	/15

	Comments:

The report introduces the topic of digital forensics and malware analysis clearly and establishes a relevant project aim and set of objectives. A suitable range of background research has been gathered covering malware, digital forensic tools, virtualisation technologies and malware analysis techniques. However, the topic discussion is often replaced by narrative descriptions of technologies and historical events rather than analysis of their relevance to the project. The number of spelling, grammatical and formatting issues throughout the chapter, diminish from the overall quality of the literature review.


	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	3/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:

The methodology demonstrates an understanding of standard research concepts through the application of Saunders’ Research Onion and identifies appropriate research philosophies, strategies and data collection approaches. The chosen experimental approach is best for this project aim and the rationale for conducting malware analysis within isolated virtual environments is effectively explained. However, some parts focus on describing research frameworks rather than justifying project-specific methodological decisions.



	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	18/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	7/10
	/10

	Comments:

A significant strength of this dissertation is the quantity of experimental work undertaken and the range of evidence collected across multiple operating systems and virtual environments. The use of forensic imaging, malware deployment, network monitoring and analysis provides a substantial practical investigation. Results are generally supported with appropriate evidence and demonstrate an ability to interpret findings obtained through the forensic tools utilised. Conclusions are aligned with the project objectives and identify practical implications of the findings. Though, there are sections that become descriptive rather than analytical and would benefit from stronger critical evaluation of the results in relation to the literature reviewed. Greater exploration of anomalies, limitations and alternative explanations would improve the depth of analysis.

	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	12/15
	 -

	Comments:

The project demonstrates strong practical and technical skills through the design and implementation of a multi-platform malware analysis environment. The configuration of multiple virtual machines, network topology design, forensic imaging procedures and use of industry-recognised forensic tools represent a substantial amount of practical work. The experimental scope demonstrates a good level of technical competence and independent learning. But parts of the report focus heavily on installation procedures and screenshots rather than technical justification and evaluation. With further research additional discussion of design decisions and procedures of malware analysis would further strengthen the practical contribution.










	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	6/10
	/10

	Quality of Report
	/10
	/10
	6/10
	/10

	Comments:

The project demonstrates evidence of independent learning, planning, problem solving and perseverance in overcoming technical challenges encountered during the development and testing phases. Reflection identifies key lessons learned and highlights skills developed throughout the project lifecycle.

The overall quality of the dissertation does not fully reflect the strength of the practical work undertaken. While the experimental component demonstrates strong technical capability and addresses an important area within Information Technology, the report is undermined by spelling errors and inconsistent terminology throughout. Greater attention to proofreading and adherence to the formatting requirements outlined in the dissertation handbook would have significantly enhanced it.







