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[bookmark: _Toc215559737]Introduction
Vigilant Trust & Asset Management has recently faced phishing and ransomware attempts. As the IT Security Manager, I will have to develop a modern security framework based on the Zero Trust model. This report will explain how Zero Trust can protect the company from future attacks by verifying every user and device before giving access. Through this assessment, I will learn how to identify security risks, apply Zero Trust principles, and create stronger protection for data and systems in a financial environment.
[bookmark: _Toc215559738]Identification of Modern Threats
[bookmark: _Toc215559739]Introduction 
Cyber threats are becoming more advanced and continue to affect financial organisations like Vigilant Trust & Asset Management. To create an effective security framework, it is important to identify and understand the main modern threats that can impact the company.
[bookmark: _Toc215559740]Ransomware-as-a-Service (RaaS)
[image: A screenshot of a computer

AI-generated content may be incorrect.]Ransomware-as-a-Service is a growing cyber threat where hackers sell ready to use ransomware tools to other criminals with little technical knowledge. This makes it easier for anyone to launch attacks on financial companies. Such attacks can encrypt important files, steal sensitive information, and demand ransom payments. They also cause major downtime and reputational damage.[1]
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[bookmark: _Toc215559741]AI-powered Social Engineering (Vishing)
Attackers now use Artificial Intelligence to create more realistic and personal scams. For example, AI-generated voices can imitate company staff or managers during phone calls, this is called “vishing.” These attacks trick employees into revealing passwords or other sensitive data. AI also helps hackers write more convincing phishing emails, making them harder to detect.[3]
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[bookmark: _Toc215559742]Supply Chain Compromises
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AI-generated content may be incorrect.]A company can be attacked indirectly through its suppliers or partners. If a third-party software provider is hacked, the attacker can use that connection to reach the main company’s systems. This type of attack is very dangerous for financial companies, which depend on many external tools and cloud services.[4]
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[bookmark: _Toc215559743]Risks from Cloud Adoption and Hybrid Work
The move to cloud computing and hybrid work has increased the number of possible attack points. Weak cloud configurations, insecure personal devices, and unsafe home networks can all expose company data. Managing access and user identities is also harder when employees connect from multiple places. For Vigilant Trust & Asset Management, these risks are serious because of the sensitive financial data stored in the cloud.[6]
[bookmark: _Toc215559744]Internet of Things (IoT) Vulnerabilities
IoT devices, such as smart cameras, printers, and connected sensors, are becoming more common in offices. However, many of these devices have weak security and are not updated regularly. Hackers can use them as entry points to access the company’s network. For financial companies, this could allow attackers to move through the system and reach sensitive financial data if these devices are not properly protected.[7]
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[bookmark: _Toc215559745]Conclusion 
Modern cyber threats are more complex and continue to grow. For a financial company like Vigilant Trust & Asset Management, understanding these risks are the first step toward building stronger protection. This highlights the importance of adopting a Zero Trust security framework to ensure that every user, device, and system is verified before access is granted.

[bookmark: _Toc215559746]Modern Security Policies

[bookmark: _Toc215559747]Introduction
Cyber threats are becoming more advanced. For this reason, organizations must use strong security methods to protect data and systems. This presents a set of modern security policies based on the Zero Trust model, as well as best practices from the NIST Cybersecurity Framework and ISO 27001. Zero Trust means the organization does not automatically trust anyone or anything. Everyone must be verified before they can access company resources. The goal of these policies is to reduce risks and ensure that security is always active.
[bookmark: _Toc215559748] Modern Security Policies
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AI-generated content may be incorrect.]Our security policies follow the Zero Trust idea. This means users and devices must prove their identity before accessing any system. Access rules follow the principle of least privilege, which ensures that employees only have the rights they need to complete their job tasks. Multi-Factor Authentication is required for important accounts to provide extra security. Access permissions are reviewed on a regular basis to make sure they are still correct.[8]
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We need to use strong identity and authentication management. All accounts are created, monitored, and removed through a centralized system. When a new employee joins, they receive the correct access. When they leave, their access is removed immediately. Strong passwords and identity checks are required for everyone. Our network needs to be divided into smaller security zones. Even inside the company network, users must always prove who they are. Network traffic is monitored to detect suspicious behaviour. 
We need to classify data based on its importance. Sensitive data is encrypted when stored and when transmitted. To prevent data leaks, Data Loss Prevention tools that block unauthorized sharing. Daily backups are made, and these backups are tested regularly to make sure data can be recovered after an incident.
We also need to protect every device that connects to company systems. Devices must follow security rules, including updated software, antivirus protection, and security monitoring. If a device is unsafe, it will not be allowed to connect until the problem is fixed. This ensures that infected devices cannot spread threats to the network.
In addition, we have can add incident response plan to react quickly to security problems. Employees receive regular cybersecurity training, so they understand common risks like phishing. By following Zero Trust, NIST CSF, and ISO 27001, our security is always improving and adapting to new threats.[8][9]
[bookmark: _Toc215559749]Conclusion
These security policies help protect the organization by controlling access, protecting data, and securing devices. Zero Trust ensures that nothing is trusted by default. NIST CSF and ISO 27001 provide guidance for strong security management. With these policies, the organization is better prepared to detect, prevent, and respond to cyberattacks. Security becomes a continuous process that keeps people, data, and systems safe.





[bookmark: _Toc215559750]Technical Mitigation Measures
To mitigate identified threats, they must apply a combination of technical and administrative controls. One of the most important measures is Multi-Factor Authentication, which adds an extra verification step for all users. This helps protect accounts from phishing, password theft, and unauthorized access. In addition, implementing a Security Information and Event Management system will allow Vigilant Trust & Asset Management to monitor their networks, cloud platforms, and endpoints in real time. A SIEM helps detect unusual activity early, making it easier to respond quickly to threats such as ransomware or insider misuse.[10][11]
Because Vigilant Trust & Asset Management relies on cloud services, Cloud Security Posture Management is essential. CSPM tools scan the cloud environment for weak configurations and ensure that security settings follow best practices. This reduces the risk of data exposure and prevents attackers from exploiting cloud misconfigurations. To support secure remote access, they should also adopt Zero Trust Network Access, which verifies every user and device before granting access. This approach limits what an attacker can do even if one security layer is bypassed.[12][8]
Protecting user devices is another priority. Deploying Endpoint Detection and Response will help detect malicious behaviour on laptops and workstations, such as ransomware activity or suspicious downloads. Strengthening email protection is also critical, as phishing remains a major threat. Using an advanced email security gateway, combined with regular anti-phishing awareness training, will help employees recognise and avoid harmful messages.[13]
To conclude, Vigilant Trust & Asset Management should improve access control through Privileged Access Management and apply network segmentation to separate sensitive systems from the rest of the network. These measures reduce the impact of insider threats and make it harder for attackers to move across systems if one area is compromised. Together, these technical and administrative controls create a stronger, more resilient security environment aligned with modern best practices.





[bookmark: _Toc215559751]Proactive Monitoring and Incident Response
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AI-generated content may be incorrect.]Vigilant Trust & Asset Management must adopt a proactive approach to monitoring and incident response. This means ensuring that all systems, networks, and user activities are supervised 24/7 to quickly identify unusual or suspicious behaviour. A Security Information and Event Management (SIEM) system collects logs from different sources and analyses them in real time to detect threats such as malware activity, unauthorised access. When the SIEM identifies a potential incident, it sends an alert to the security team and to the SOAR platform. SOAR helps automate part of the response by applying predefined actions, such as blocking an IP address, isolating a compromised device, or forcing a password reset. If the situation requires human intervention, the incident response team takes over and follows a structured procedure to contain, investigate, and resolve the incident. After each event, a post-incident review is conducted to understand the root cause and improve security controls. [14][15]
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This flowchart shows how the organisation will ensure 24/7 monitoring, continuous threat detection, and rapid incident response, using modern cybersecurity tools such as SIEM and SOAR.
The monitoring process begins with real-time collection of logs and security events from all systems. These events are then centralised in the SIEM, which automatically analyses them to identify anomalies or possible threats. When a threat is detected, alerts are generated and transferred to the SOAR platform. The SOAR system automates part of the investigation and, when possible, executes predefined actions such as isolating a device or blocking suspicious traffic.[14][15]
If the incident requires human intervention, the response team takes control, follows incident-handling procedures, and resolves the issue. After each incident, a review is completed to identify what happened, what was done, and how the organisation can improve its monitoring and protection mechanisms.


[bookmark: _Toc215559752]Continuous Training and Awareness
To keep Vigilant Trust & Asset Management protected from modern cyber threats, it is essential to build a strong and continuous security awareness program for all employees. Cyberattacks today often target people directly, especially through social engineering. For this reason, the training program must be active all year long and designed to keep staff engaged, confident, and prepared. The goal is to help employees understand common attack methods, recognise warning signs, and react quickly when something feels suspicious.
The first key element of the program is regular phishing simulations. Every month, employees receive realistic fake phishing emails that copy real attack techniques. After each simulation, the system gives instant feedback explaining why the email was dangerous and what signs they should have noticed. This helps employees learn from real examples and gradually improve their detection skills. The second element focuses on vishing simulations, where staff experience mock phone calls from attackers trying to steal information by pretending to be IT support, a manager, or a trusted organisation. These exercises teach employees to stay calm, verify identities, and never share sensitive data over the phone without confirmation.
Alongside simulations, the program includes short training videos, quick quizzes, and simple guides that explain cybersecurity topics in everyday language. Subjects include password safety, secure use of mobile devices, risks of public Wi-Fi, and safe behaviour when working remotely or in the cloud. These materials are intentionally short to maintain engagement and avoid overwhelming staff.
To promote a real culture of security, they should also encourage open communication. Employees must feel comfortable reporting suspicious emails or behaviour without fear of punishment. A dedicated “Report Suspicious Activity” button in the email system makes this easier and faster. Positive reinforcement is also important: teams with high participation or improvement rates can be rewarded with certificates or internal recognition.
To conclude, the program should be reviewed every year to include new threats, such as AI-generated phishing or deepfake voice attacks. By keeping training continuous, practical, and easy to understand, ensures that every employee becomes an active part of the organisation’s defence. This reduces risks, strengthens trust, and creates a safer working environment for everyone.



[bookmark: _Toc215559753]Conclusion 
Making strong security practices essential for an organisation like Vigilant Trust & Asset Management. Through the identification of current threats, the implementation of technical and administrative controls, and the development of a proactive monitoring and incident response plan, the company can greatly reduce its exposure to attacks. Complementing these measures with continuous training and awareness ensures that employees remain alert and prepared, strengthening the human layer of defence. By following a Zero Trust approach and maintaining a culture of security across the organisation, they are better equipped to protect its systems, data, and clients in a digital world that keeps changing
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