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[bookmark: _Toc192185361]Task 1
[bookmark: _Toc192185362]Hypervisors
[bookmark: _Toc192185363]Types of Hypervisors 
Type 1 hypervisors are run directly on a computer’s physical hardware and require no host operating system, which allows for direct access and control over the host’s hardware resources. Common types of this hypervisor include VMware ESXI & Microsoft Hyper-V.
Type 2 hypervisors in contrast run on an existing operating system. Resources for the virtual machine are assigned through the host’s operating system. Examples of two popular hypervisors of this type include Oracle VirtualBox and VMWare Workstation. [1-2][image: A diagram of different types of software  AI-generated content may be incorrect.]
[bookmark: _Toc192182379][bookmark: _Toc192182586][bookmark: _Toc192184588][bookmark: _Toc192184611]Figure 1
A comparison of Type 1 and Type 2 hypervisors.
Source: [3]




[bookmark: _Toc192185364]Features & Hardware Requirements
Hypervisors offer features such as resource distribution, partitioning and isolation. Hypervisors have strictly allocated resources partitioned to it via the host operating system. Each virtual machine is isolated from the host operating system alongside other virtual machines ran on the operating system. [2]
Hardware requirements vary dependant on the guest operating system. For example, VMs running Windows 11, it is recommended the host computer to have a minimum of 64GB of disk space, 4GB of RAM and two or more virtual processors. [4]
[bookmark: _Toc192185365]Advantages of Hypervisors
There are several advantages hypervisors provide for hosting operating systems. By isolating virtual machines from the host operating system, the scalability of a potential attack is reduced significantly as it is difficult to compromise the host machine. An attack can only occur on one virtual machine at a time.
In the event of an attack, virtual machines can be rolled back to a certain point in time dependant on the backup interval of the virtual machine. This means data can be preserved in the event of an attack and the machine can be disinfected with ease. [2]
Hypervisors support a variety of guest operating systems of different versions, dependant on the hypervisor software. For example, VirtualBox supports many Windows editions from 7-10, alongside a range of Linux flavours such as Ubuntu, Fedora or Debian. [5]
[bookmark: _Toc192185366]Different Use Cases
Type 1 hypervisors are found most in cloud computing and commercial environments. This type of hypervisor is best utilized for resource-intensive applications. Whereas type 2 hypervisors are commonly found in desktop and development environments where the resource requirement is lower. [6]


[bookmark: _Toc192185367]IP Addressing
[bookmark: _Toc192185368]Data Transmission and Role of IP Addressing
Computers can transmit data to each other when on the same network, when they are being connected through a medium. They can resolve information about each other by sending a broadcast to each computer on the network, one broadcast for resolving MAC addresses and another for IP addresses. Once a computer knows the MAC and IP address of a computer, it can freely send, and receive data from that computer, given it also knows its IP and MAC address. [7, Ch. 1, pp 4-49]
[bookmark: _Toc192185369]Routers, Switches and Subnetting
Switches enable the sharing of resources between network devices such as computers and services, whereas routers enable multiple switches to connect to form a larger network with the capacity to span multiple locations. Both devices are essential to small business networks for efficient and reliable communication. [9]
[bookmark: _Toc192185370]IP Addressing 
IPV4 address typically consists of 32 bits of information, which is divided into four sections / bytes. IP addresses contain a network and node address. The network portion depends upon the three classes of the IP addresses. Class A IP addresses assign the first section as the network address, and the remaining are used for denoting the host. This results in the largest number of host addresses. Class C addresses assign the first three sections as the network address, and the last section for host addresses, resulting in the smallest number of host addresses. 
The class can be identified based on the range of the first number: 
· For class A, the number range is 1-126.
· For class B, the number range is 128-191.
· For Class C, the number range is 192-223.
 [7, Ch.2, pp 68-101][image: A screen shot of a computer  AI-generated content may be incorrect.]
[bookmark: _Toc192184612]Figure 2
A visual representation of a Class C network address with its corresponding subnet mask.

Knowing the subnet mask of the address allows for understanding the network and host portion. For class A, the default subnet mask would be 255.0.0.0, and for class C it would be 255.255.255.0. [8, Ch.3, pp 115-116]
Additionally, each class has a private IP address range designated for networks with no internet access requirements. For example, an IP address of 12.165.23.4 is a public class A IP address, whereas a private IP address for the same class would be 10.1.1.1. [7, Ch.2, pp 68-101]
IPV6 addresses are like IPV4 addresses but contain 128 bits instead of 32 bits and utilize hex digits. Typically, the first 64 bits is the network prefix, and the remaining 64 bits denote the host addresses. An example of an IP address would be 4de9:ab61:9bfe:aeb0:ad97:1850:6bc1:3f49. IPV6 is useful due to its ability to support a significantly higher number of electronic devices in comparison to IPV4. [8]


[bookmark: _Toc192185371]Routing
Transmitting packets across networks with the upmost efficiency is known as routing. Network communications largely depend on the router's efficiency for overall communication efficiency. There are multiple ways a router can determine the most efficient way to transmit data, known as routing protocols. [9]
[bookmark: _Toc192185372]Routing Protocols
Two groups of routing protocols exist known as static and dynamic protocols. Both have their advantages and disadvantages. Dynamic routing does not require much manual configuration, as the network changes and the difficulty of configuration remains constant, whereas static routing requires manual intervention and can become more complex with increasing network size.
Static routing is ideal for smaller networks where routing destinations are constant. They remain light on resources and provide better security as routes are not broadcasted over the network. Dynamic routing is best for large networks that are expected to change in size frequently. Dynamic routing is not so good for security and resource usage, but it reduces manual configuration requirements. [9]
[bookmark: _Toc192185373]Real World Applications
Open Shortest Path First (OSPF) Protocol is a commonly used protocol due to its ability to support large and small networks with great efficiency. It uses the short path first algorithm to calculate the shortest path from the current network point to the following network point. [10]
OSPF is utilized by a multitude of entities to manage their networks:
· Organizations use OSPF due to its ability to scale effectively, while quickly and automatically adapting to changes to the network topology. 
· ISP providers also utilize OSPF to manage network infrastructure automatically and efficiently with minimal downtime and data loss.
· Data centres use OSPF due to it automatically rerouting packets where a failed router is encountered. [12][image: Lightbox]
[bookmark: _Toc192184613]Figure 3
A DEMONSTRATION OF THE ROLE OF ROUTERS IN TRANSMITTING DATA FROM ONE COMPUTER TO ANOTHER USING OPFS.
SOURCE: [11]



[bookmark: _Toc192185374]Network Services
[bookmark: _Toc192185375]Virtual Personal Network (VPN)
VPNs enable secure data transmission over public networks, allowing employees to access company resources remotely. They are utilized in various network sizes, from home offices to large organizational networks. By utilizing VPNs for client connectivity, employees can work from anywhere with internet access, all while ensuring that sensitive data remains protected. [13]
[bookmark: _Toc192185376]Certificate Authorities
Digital certificates are a pair of cryptographic keys digitally signed by a certificate authority, which is viewed as a trusted entity. A certificate authority’s job is to verify the identity of the person or company before designing and releasing the digital certificate to the client. Digital certificates can be found in extranet VPNs to secure a secure tunnel to the organization. This system allows for network scalability and improved reliability of data transmission. [13]
[bookmark: _Toc192185377]DHCP
DHCP allows devices on a network to obtain an IP address without manual configuration. As a client-server protocol, it significantly reduces the workload for network administrators. DHCP works by enabling devices to broadcast a request for an IP address from a DHCP server on the network. IP addresses can be recycled over time automatically, allowing different devices to use them at different periods. [14]
[bookmark: _Toc192185378]Active Directory Domain Services
Active Directory Domain Services (AD DS) is a directory service designed for ease of use by network users and administrators, that provides methods for storing and creating data regarding network objects. This enables easier access and utilization of network information. AD DS manages user account information, such as names and passwords, as well as network resources, enabling access restriction and management. [15]


[bookmark: _Toc192185379]Task 2
[bookmark: _Toc192185380]Hypervisor Choice
The type 2 hypervisor will be the choice of hypervisor used within this report, derived based on the research conducted above. While an offer of cloud service is available for hosting the network, utilizing a personal computer offers greater convenience in comparison as the network can be accessed without internet access. Additionally, no dedicated personal computer was available for usage as a hypervisor. This contributed to the decision of using a general-purpose computer with the network configured on it.
The primary benefit of this decision is the cost aspect. There is no additional cost to running the network, as all of it is done on an existing operating system. If there are hardware resources available for partitioning amongst the guest operating systems, the resource cost is minimal.


[bookmark: _Toc192185381]Download and Setup
[bookmark: _Toc192185382]Downloading and Setup
VirtualBox
[image: A screenshot of a computer
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VirtualBox is a type 2 hypervisor software that was chosen as the choice of hypervisor software for hosting the network.


Windows Server
[image: ]
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Windows Server 2022 Datacenter was the version of windows server chosen for the guest operating system of the windows server component of the network. In particular, the desktop experience version was chosen.


Windows Client
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The standard version of Windows 10 education was chosen as the guest operating system for the windows client component of the network.
Debian Server and Client[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.][image: ]A single debian ISO was downloaded and used to configure the linux client and server components of the network.


[bookmark: _Toc192185383]Network Deployment
Windows Client
[image: A screenshot of a computer
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The windows client was deployed on an internal network that consisted of the windows server and windows client.
Windows Server
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The windows server was deployed with two internal network adapters. One was inclusive of the windows server and windows client, and the other linked the Debian server and windows server together.


Debian Server
[image: A computer screen shot of a computer
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The Debian server also had an internal network adapter for communication with the windows server, while having another internal network adapter for communication with the Debian client.


Debian Client
[image: A screenshot of a computer
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Finally, the Debian client had an internal network adapter for communicating with the Debian server.


[bookmark: _Toc192185384]IP Addressing Configuration
[bookmark: _Toc192185385]Debian Client
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The Debian client was set up on the 10.1.1.0/24 network, using the Debian server as the default gateway, using an IP address of 10.1.1.10.


[bookmark: _Toc192185386]Debian Server
[image: A screenshot of a computer
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The Debian server was set up on the 10.1.1.0/24 network for communication with the Debian client, with an IP address of 10.1.1.1. Additionally, it was set up on the 210.103.5.0/30 network with an IP address of 210.103.5.2 for communication with the windows server.


[bookmark: _Toc192185387]Windows Client
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The windows client was set up on the 172.16.1.0/24 network for communication with the windows server, using the windows server as the default gateway. The windows client IP address was 172.16.1.253.


[bookmark: _Toc192185388]Windows Server
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The windows server was set up on the 172.16.1.0/24 network for communication with the windows client, with IP address 172.16.1.1. It was also set up on the 210.103.5.0/30 network for communication with the Linux server, with IP address 210.103.5.1.


[bookmark: _Toc192185389]Test and Troubleshooting
[bookmark: _Toc192185390]Successful Connectivity within Same Networks
The network was set up, with:
· The Debian client successfully pinging the Debian server and vice versa.
· The Debian server successfully pinging the windows server and vice versa.
· The windows server successfully pinging the windows client and vice versa.
Proof of the connectivity is demonstrated below by usage of the ping command.
Debian Client to Debian Server
[image: ]
Debian Server to Debian Client[image: ]

Debian Server to Windows Server
[image: ]


Windows Server to Debian Server
[image: ]


Windows Client to Windows Server
[image: ]


Windows Server to Windows Client
[image: A computer screen shot of a computer screen
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[bookmark: _Toc192185391]Unsuccessful Connectivity Within Different Networks
The below sections demonstrate the unsuccessful pinging between separate networks.
Debian Client to Windows Client
[image: A screenshot of a computer
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Debian Server to Windows client
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Windows Server to Debian Client
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[bookmark: _Toc192185392]Reflection
[bookmark: _Toc192185393]Troubleshooting
When attempting to set up the Debian network, the server initialized without prompting for any package configuration. This was because the skip unattended install option was not checked while initializing the virtual machines (software keys were obtained via the universities Azure services for students). [17]
This meant that the server packages were not installed when setting up the computer. To resolve this, the tasksel command was ran and the web server and SSH server packages were installed. [16]
[image: ]
[bookmark: _Toc192185394]Personal Reflection
The research conducted within this report provided valuable insight into the fundamentals of networking technology, alongside the hosting of a basic network.
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vboxuser@vbox: ~

sudo: firewall-cmd: command not found
vboxuser@vbox:~$ ping 10.1.1.1

1.1 (10.1.1.1) 56(84) bytes of data
.10 icmp_seq=1 Destination Host Unreachable
.1.10 icmp_seq=2 Destination Host Unreachable
.10 icmp_seq=3 Destination Host Unreachable
.10 icmp_seq=4 Destination Host Unreachable

1
1
1
1

10.1.1.1 ping statistics
5 packets transmitted, @ received, +4 errors, 10@% packet loss, time 4@58ms
pipe 3
vboxuser@vbox:~$ ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=2.10 ms

bytes from 10.1.1.1: icmp_seq=2 time=2.95 ms

bytes from 10.1.1.1: icmp_seq=3 time=2.35 ms

bytes from 10.1.1.1: icmp_seq=4 time=0.825 ms

bytes from 10.1.1.1: icmp_seq=5

bytes from 10.1.1.1: icmp_seq=6

10.1.1.1 ping statistics
6 packets transmitted, 6 received, 0% packet loss, time 5@25ms
rtt min/avg/max/mdev ©0.825/4.768/19.335/6.555 ms
vboxuserevbox:~s |
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vboxuser@vbox: ~

vboxuser@vbox:~$ ping 10.1.1.10
PING 10.1.1.10 (10.1.1

bytes
bytes
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bytes

From
From
From
From
From
From
From
From
From
From
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10.
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10.
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10.
10.
10.
10.
10.
10.
10.1.
*x64 bytes from 10.
64 bytes from 10.1.

1.1.10
.10:
.10:
.10:
.10:
.10:
.10:
.10:
.10:
.10:
.10:

1.
.10

1
1
1
1
1

1

1
1
1
1
1
1

--- 10.1.1.10 ping stat

AC13 packets transmitted, 13 received, 0% packet loss, time 12049ms

rtt min/avg/max/mdev
vboxuserevbox:~$ ||

10) 56(84) bytes of

icmp_seq=1 ttl=64

icmp_seq=2

icmp_seq=3

icmp_seq=4

icmp_seq=5

icmp_seq=6

icmp_seq=7 ms
icmp_seq=8 .988 ms
icmp_seq=9 718 ms
icmp_seq=10 ttl=64 time=1.22 ms
icmp_seq=11 ttl=64 time=0.827 ms
10: icmp_seq=12 ttl=64 time=1.56 ms
: icmp_seq=13 ttl=64 time=15.2 ms

istics

©.718/4.843/21.745/6.387 ms

en
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vboxuser@vbox: /

vboxusexrevbox: /$ ping 103.5.1

103.5.1 (218 5.1) 56(84) bytes of data
from 210.103 icmp_seq=1 tt1=128
from 210.103 icmp_seq=2 tt1=128
from 210.103 icmp_seq=3

from 210.103 icmp_seq=4

from 210.103 icmp_seq=5

from 210.103 icmp_seq=6

from 210.103 icmp_seq=7

from 210.103 icmp_seq=8

from 210.103 icmp_seq=9

from 210.103 icmp_seq=10 tt1=128 time=

210.103.5.1 ping statistics ---
packets transmitted, 1@ received, @% packet loss, time 9014ms

rtt min/avg/max/mdev = 1.184/2.075/4.189/0.976 ms

vboxuserevbox: /s |
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:\Users\vboxuser>ping 216.163.5.2

[finging 210.163.5.2 with 32 bytes of data:
[Reply from 216.103. byte
Reply from 216.163.5.2: byte
[Reply from 216.103. byte
Reply from 216.163.5.2: byte

ping statistics for 216.163.5.2
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Japproximate round trip times in milli-seconds
inimum - 1ns, Maximum = 6ms, Average = 2ms

c: \Users\vboxusers,
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omrs
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Command Prompt

JRE8)11i crosoft Windows [Version 10.6.20348.1856.
(c) Microsoft Corporation. All rights reserved

c: \Users\vboxusersping 173.16.1.253

pinging 173.16.1.253 with 32 bytes of data
Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable

ping statistics for 173.16.1.253
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),

c: \Users\vboxusersping 172.16.1.253

Pinging 172.16.1.253 with 32 bytes of data
Reply from 172.16.1.253: bytes=32 time-ims
Reply from 172.16.1.253: bytes=32 time-ims
Reply from 172.16.1.253: bytes=32 time=2ms
Reply from 172.16.1.253: bytes=32 time-ims

ping statistics for 172.16.1.253
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

C: \Users\vboxuser>

I
b |

=

1025pm
D&% 5,00
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vboxuser@vbox: ~

inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:09:07:65 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.10/24 brd 10.1.1.255 scope global enpos3
valid_1ft forever preferred 1ft forever
inet6 feso::a00:27ff:fe@9:765/64 scope link
valid_1ft forever preferred 1ft forever
vboxuserevbox:~$ ping 172.168.1.253
172.168.1.253 (172.168.1.253) 56(84) bytes of data
10.1.1.10 icmp_seq=1 Destination Host Unreachable
10.1.1.10 icmp_seq=2 Destination Host Unreachable
10.1.1.10 icmp_seq=3 Destination Host Unreachable
10.1.1.10 icmp_seq=4 Destination Host Unreachable
10.1.1.10 icmp_seq=5 Destination Host Unreachable
10.1.1.10 icmp_seq=6 Destination Host Unreachable

--- 172.168.1.253 ping statistics -

7 packets transmitted, @ received, +6 errors, 100% packet loss, time 6266ms
pipe 3

vboxuserevbox:~s |

en.

©
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vboxuser@vbox: ~

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state
t qlen 1000
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
oup default qlen 1000
link/ether 08:00:27:79:35:9d brd ff:ff:ff:ff:ff:ff
inet 210.103.5.2/30 brd 210.103.5.3 scope global enp@s3
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:fe79:359d/64 scope link
valid_1ft forever preferred_lft forever
3: enp@s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
oup default qlen 1000
link/ether 08:00:27:da:25:6¢ brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 brd 10.1.1.255 scope global enp@s8
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:feda:256c/64 scope link
valid_1ft forever preferred_lft forever
vboxuser@vbox:~$ ping 172.168.1.253
ping: connect: Network is unreachable
vboxuserevbox:~s |

UNKNOWN group defaul

fq_codel state UP gr

fq_codel state UP gr

en.
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nmand Prompt

Ethernet adapter Ethernet

Connection-specific DNS Suffix
Link-local TPv6 Address . . . . . : feg9::2faf:5e46:1367:Ce25%1:
IPv4 Address. . . . . . . ... .: 216.163.5.1
Subnet Mask . . . . . .. ....: 255.255.255.252
Default Gateway . . . . . . . . .: 0.6.0.8
216.103.5.0

Ethernet adapter Ethernet 2

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe89::a6e6:dedf:6a64:221d%15
IPva Address. . . . . . . . . . .:172.16.1.1

Subnet Mask . . . . . .. ....: 255.255.255.0

Default Gateway .

Jc: \users\vboxuser>ping 10.1.1.10

pinging 16.1.1.16 with 32 bytes of data

Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable
Reply from 216.163.5.1: Destination host unreachable

ping statistics for 10.1.1.16
Packets: Sent = 4, Received = 4, Lost = © (8% loss),

Jc: \users\vboxuser>

® Mensoe ® Managea

TH53AM
here to search O yep;
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