Case study: Securing Access at Greenfield Services
Greenfield Services is a fictional company with 350 employees, planning to expand to 700 employees across three offices. Staff work partly from home and use a VPN to access internal systems. Many also use personal laptops and phones under a Bring Your Own Device (BYOD) arrangement.
The company is moving its customer records, finance systems and document storage to cloud applications. Departments sometimes purchase these applications without involving IT.
Recently, the company has experienced the following problems:
· Employees receive convincing phishing emails impersonating managers and cloud providers.
· MFA protects some applications, but others require only a password.
· Some former employees still have active accounts.
· Staff who change roles retain their previous permissions.
· Personal devices access company information without security checks.
· Managers rarely review access rights because they consider the process time-consuming.
· IT collects login logs, but responsibility for investigating suspicious activity is unclear.
A finance employee recently entered their password into a fake login page. An attacker accessed a cloud folder containing customer information and supplier payment details.
Leadership wants security improvements but has a limited budget. Staff worry about extra login steps and the company monitoring their personal devices. Managers want assurance that any solution will support the company’s growth.
Your role: You are the security governance team. Develop recommendations for the four tasks below. For each recommendation, explain who owns it and how it would work in practice.
Task  :Develop (A Minimum of 5 for each category)
1. Top identity/access risks 
2. Governance improvements 
3. Technical improvements 
4. Staff awareness recommendations 
