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[bookmark: _Toc133524806]Introduction 
During this assignment I will be researching various tools that are used within the field of computer forensics. These tools are very important due to amount of cyberattacks and breached which are increasing constantly because of the amount of technology around these days. Alongside this I will always be completing a real-life scenario which is based on a company from Swansea and a potential sabotage.


[bookmark: _Toc133524807]Task 1
Cyber forensics involves collecting and analysing information from a computer or device to provide evidence of cyber-attacks. The primary objective is to detect if any malware is present within the device’s software. Professionals achieve this by examining endpoints and identifying malicious files or data which may be entering or leaving the device. Cyber forensics is critical in identifying vulnerabilities, attacks, and even denial of service attacks. Forensic experts follow a structed process, which involves creating a digital copy of data under investigation to ensure that no information is lost during the process. Once verified and authenticated the digital copy guarantees that no data has been altered during copying. The forensic appropriateness of the copied data is also ensured, and a record of its origin and storage location is noted. Finally, any deleted files are recovered, and the changes are then traced back to the cyber-attacker by using keywords to search for data that may lead to the attacker’s discovery.
 
[bookmark: _Toc133524808]Autopsy
Autopsy is a digital forensics platform and graphical interface that is used by many of the top forensic investigators to understand a series of events that had taken place on a mobile phone or computer. This comprehensive solution includes various modules that can perform timeline analysis, hash filtering, and keyword searches. Furthermore, it can extract web artefacts, recover any deleted files from unallocated spaces, and identify any indication of compromise. All these processes are quick, and Autopsy will also run background jobs in parallel so the users will be able to identify targeted keywords within a matter of minutes even though a full search may take several hours. Alongside this, Autopsy can enable investigators to create a central repository of relevant data points, such as phone numbers and email addresses, when working with multiple devices. This platform was created by the same team that created The Sleuth Kit, an investigative library for disk images. Autopsy is an open-sourced solution, which means its open for public use so anyone can see, modify and distribute the code as they see fit. [1] Autopsy is free, as budgets are decreasing, cost effective digital forensics are essential. Due to this being completely free, open sourced and requiring minimal set up time, it will be at the top of many professionals wish lists.

[bookmark: _Toc133524809]Wireshark
Wireshark is an application that captures packets of data from a network connection, such as from a computer to the internet or a home office. A packet is a unit of data within an ethernet network. Wireshark is a commonly used application to troubleshoot networks with performance issues, and cybersecurity professionals use it to trace connections, view any suspects network transactions, and identify bursts of network traffic. It is a very valuable tool for IT professionals, but they need to know how to use it. Wireshark is safe and widely used by government agencies, educational institutions, corporations, small business, and non-profit organisations to troubleshoot any network issues they may encounter. It will also be used as a learning tool for those who are new to information security, enabling them to understand network traffic, communication with specific protocols, and how to identify and solve any issue that may arise. [2] Wireshark is very competitive in this area, with its current support of over 750 protocols. Due to the number of protocols that are supported by this application it is clear to understand why so many professionals use this as their go to, and with it also being easy and safe to use it is again clear to see why it is heavily used in education.

[bookmark: _Toc133524810]FTK Imager 
FTK is a comprehensive computer forensics solution that combines the most common forensic tools all in one place. With FTK, investigators will be able to crack passwords, analyse emails, and search for specific characters within files. Plus, it always has a very user-friendly interface making it straightforward and easy to use. Aside from this what really sets FTK apart from other forensic software is its exceptional performance boost. FTK claims it can cut case investigation times by up to 400%, which is impressive compared to other tools. Another unique feature of FTK is its use of a shared case database for each case instead of having multiple copies of data sets. This makes it much easier for team members to collaborate saving valuable resources. As mentioned FTK provides a range of capabilities. These include email analysis, which allows forensic professionals to quickly parse emails for specific words and conduct header analysis for source IP addresses. FTK’s file decryption feature is a central component which is commonly used to crack passwords or decrypt entire files. With over 100 applications supported, FTK can retrieve passwords for various applications. FTK also includes a robust data carving engine that enables investigators to search files based on size, data type, and even pixel size. Finally, FTK empowers forensic experts with various data visualization techniques, such as timeline construction and cluster graphs, to create a much more intuitive case picture. [3] FTK is a complete platform for digital investigations, developed to assist the work of professionals working in the information security, technology, and law enforcement sectors. As stated above FTK is incredibly popular with many different IT and forensic professionals since it’s easily accessible and extremely user friendly. 

[bookmark: _Toc133524811]Comparison 
When comparing the three forensics tools side by side I would personally opt for wireshark as based on my research and existing knowledge it’s the most used application and has an impressive user-friendly interface ensuring it’s easy to navigate. Overall, I’d rank wireshark as number 1, secondly, I would choose autopsy and lastly FTK imager 3. However, taking all three applications into consideration all the tools are straightforward and easy to download and very cost effective as all three of them are free of charge. Resulting in a difficult decision for forensic professionals as all three of them are attractive in their own way.
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Digital forensics involves identifying, acquiring, and analysing electronic evidence, which is crucial in today’s world, where most criminal activity has a digital component. Digital forensic experts are crucial in assisting police investigators, and their findings are often used in court proceedings. A significant aspect of digital forensics is analysing suspected cyberattacks to identify, mitigate, and eliminate cyber threats, making it a vital part of the incident response process. It is also valuable for providing the information auditors, legal teams, or law enforcement need after an attack has taken place. Electronic evidence can be collected from various sources, including computers, mobile devices, remote storage devices, Internet of Things devices, and any other computerised system. 

In addition this type of investigation can reveal crucial information and clues that may help discover cybercrime, data theft, cyrpto crimes, security breaches, hacking and much more. Furthermore, digital forensics is essential in solving complex data-related problems. Digital forensics investigators use specialised tools and software to conduct investigations that can help to:
· Determine the source and cause of a cyberattack.
· Identify if a hack occurred and how long the hacker had system access.
· Create a timeline of criminal events, such as unauthorised data access or alteration.
· Secure digital evidence.
A digital forensic investigation can help identify and prove different types of wrongdoing, including data theft or disclosure, internet abuse, network or system breaches, espionage, and financial fraud. 

There are roughly 5 crucial stages to a digital forensic investigation, and they are:

Stage 1:

The first step is identifying the devices and resources containing the data relevant to the investigation. This data may be located on organisational devices like computers or laptops or personal devices like mobile phones and tablets. Once identified, these devices are seized and isolated to prevent any further tampering. If the data is stored on a server, network, or cloud, it is crucial to ensure that only the investigating team can access it.

Stage 2: 

Once the devices involved in an investigation have been taken and secured, a digital forensics investigator or analyst will use forensic techniques to extract any data that may be relevant to the investigation. This data is stored securely, and a forensic image may be created for further analysis and evaluation. The original data and devices are kept in a secure location, like a safe or similar as this would prevent tampering with any evidence, even if the investigating becomes compromised.

Stage 3: 

Digital forensic investigators first identify and isolate the devices involved and can duplicate the data, storing it securely, they then extract and examine relevant data using various techniques to search for evidence of wrongdoing. These techniques include revers steganography, which involves examining the underlying hash or string of characters representing an image or other data item to extract confidential data. Investigators also use file or data carving to identify and recover deleted files by searching for the fragments that these files may leave. Additionally, they use keyword searches to analyse information related to the investigation, including deleted data. 

Stage 4:

After conducting an analysis, the investigation’s results are thoroughly documented clearly and visually. This documentation allows for a clear timeline of any misconduct, such as embezzlement, data leaks, or network breaches, to be established.

Stage 5:

After finishing the investigation, the results are presented to either a court or committee responsible for resolving a lawsuit or internal complaint. Digital forensics investigators can serve as expert witnesses, presenting and summarising the evidence they found and disclosing their findings.
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Based on the research above, I recommend that CEC Mobile Manufacturing utilize the autopsy application to retrieve the deleted design files from Rob's computer. This software offers various features such as keyword searching, hash matching, registry analysis, and web analytics, which will significantly aid the company in recovering lost designs. Due to Autopsy being a windows-based desktop tool it’s easy to downloads and the fact its free will make it even better for the company to go with when looking into ways of recovering said data. Furthermore, its an open-source platform which means it can be tailored for their own specific needs which in turn makes it an even better fit. Aside from this Autopsy runs in the background and is incredibly quick at searching, so a keyword search would be done in a matter of minutes, whereas with another application it could take several hours. The speed and easy to use application should defiantly be at the top of CEC’s lists when looking at suitable applications. 
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[image: Developer Invoice Template | 📃 Free Invoice Generator]
The imagine above is of a sample invoice which is used by forensic investigators. 
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Your details.
FRoM

Developer

ABC Seller
Developer Location
Street, City

United Kingdom

code@developer-email.com

Client's details
o

ABC Company

XYZ Seller
Client Location
Street, City

client@client-email.com

Involce No : 012345 Due Date : Dec 31st, 2021

Involce Date : Dec 14th, 2021

ftem HRs/aTY
API Development

Custom APl creation ntegration rom 1
payment gateway o schdue caiendar

Desktop Software Development

Activity and email monitoring, fl transfer 65
tracking, keystroke logging & screen recording

10S Chatbot Front-End

Scope 78 states, 911 pages, alctothe 28
adobe design from U/UX desigrer

Magento Development

Streamiine sellr registrations, E2E order 1
replacement, payment functionaiy on backend & Ul

Rate Subtotal
25000 S0 25000
11000 UsD 7150.00
8500 S0 2380.00
65000 USD 65000

Invoice Summary.
Subtotal USD 10430.00

Tota USD 10430.00




