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1. Introduction
SteelForm Manufacturing Ltd (SFM) supplies custom-engineered components to the automotive and aerospace sectors. Its recent adoption of Internet of Things (IoT) sensors, automated machinery and a cloud-based production management system has improved efficiency but has also widened SFM's attack surface. Recent malware infections, phishing attempts against procurement staff and unauthorised access attempts confirm that SFM is an active target.
Manufacturing is now the most targeted sector for cyberattacks worldwide: ransomware incidents against manufacturers rose 56% year-on-year in 2025 to 1,466 cases, and industrial organisations overall recorded 3,300 ransomware attacks in 2025 compared with 1,693 in 2024, a trend the security vendor Dragos attributes largely to exploitation of remote-access and vendor tunnels.
This report identifies SFM's principal internal and external threats, sets out a security policy framework aligned with ISO/IEC 27001:2022, the NIST Cybersecurity Framework (CSF) 2.0 Manufacturing Profile, ISA/IEC 62443 and UK GDPR/Data Protection Act 2018, and proposes mitigation measures, a monitoring and incident response plan, and a staff training programme. Recommendations are framed around the CIA triad — confidentiality, integrity and availability — to keep production, intellectual property and customer data protected without compromising operational continuity.
2. Identification of Threats
SFM's risk exposure spans both the IT estate (email, ERP, cloud production management) and the operational technology (OT) estate (PLCs, SCADA, IoT sensors). Threats are grouped below as external and internal.
2.1 External threats
1. Ransomware and extortion: manufacturing absorbed the largest share of any sector's ransomware attacks in 2025, driven by legacy OT systems, complex supply chains and the rapid scaling of ransomware-as-a-service (RaaS) operations; average ransom payments for manufacturers reached around $1 million, with recovery costs adding a further $1.3 million.
1. Phishing and business email compromise: phishing overtook stolen credentials as the leading initial attack vector in IBM's 2025 breach research, averaging $4.8 million per breach; SFM has already seen phishing directed at procurement staff, a role with purchase-order and payment authority that is frequently targeted.
1. Supply chain and vendor compromise: attacks that enter through a supplier, vendor tunnel or remote-access portal took the longest to detect and contain (around 267 days) and were among the costliest breach types, a particular concern given SFM's automotive and aerospace supply relationships.
1. Exploitation of unpatched vulnerabilities: exploited vulnerabilities became the leading technical cause of manufacturing ransomware in 2025 (32% of incidents), reflecting legacy PLCs, SCADA systems and industrial IoT devices that were not designed with modern security controls.
1. Industrial espionage: espionage-motivated breaches in manufacturing rose sharply, with roughly one in five sector breaches now espionage-related, reflecting the value of SFM's proprietary component designs to competitors and hostile state actors.
2.2 Internal threats
1. Negligent or careless staff: human error and negligence remain the largest single driver of insider-related incidents across industry, from misdirected emails to weak password practices and unpatched personal devices.
1. Malicious or coerced insiders: manufacturing accounts for a meaningful share of insider cases, with intellectual property (proprietary designs, customer specifications) as the primary target; threat actors have also been documented directly offering employees payment to assist ransomware intrusions.
1. Credential misuse and shadow IT: reused or stolen credentials, unsanctioned cloud tools and unauthorised remote-access software increase the chance that a single compromised account grants broad access across IT and OT systems.
1. Third-party and contractor access: maintenance engineers, machine vendors and logistics partners with standing access to SFM's network represent a growing insider-adjacent risk; third-party involvement in breaches doubled industry-wide between 2024 and 2025.
3. Security Policies
SFM's policy framework should be built around an Information Security Management System (ISMS) aligned with ISO/IEC 27001:2022, whose 93 Annex A controls are organised into organisational, people, physical and technological themes. For the OT estate, ISA/IEC 62443 should govern the security of PLCs, SCADA and IoT devices, while the NIST CSF 2.0 Manufacturing Profile provides a risk-based roadmap spanning the Govern, Identify, Protect, Detect, Respond and Recover functions. As a processor of customer and employee personal data, SFM must also comply with UK GDPR and the Data Protection Act 2018, including the 72-hour breach notification requirement to the Information Commissioner's Office (ICO).
The following policies are proposed:
1. Information Security Policy (top-level): sets management commitment, scope (IT and OT), roles (Board, IT Security Manager, Data Protection Officer) and references to ISO 27001, NIST CSF and IEC 62443, reviewed annually.
1. Access Control Policy: role-based access on the principle of least privilege, mandatory multi-factor authentication (MFA) for all remote, cloud and privileged accounts, and quarterly access reviews, particularly for procurement and finance roles.
1. Network Segmentation Policy: mandates separation of corporate IT from the OT/production network through an industrial DMZ and unidirectional gateways, consistent with IEC 62443 zone-and-conduit design (see Figure 1).
1. Acceptable Use and BYOD Policy: defines permitted use of SFM systems and personal devices, prohibits unsanctioned cloud storage and remote-access tools, and sets rules for removable media on OT equipment.
1. Third-Party and Supply Chain Risk Policy: requires security due diligence, contractual security clauses and time-limited, monitored access for vendors, contractors and machine-tool suppliers.
1. Data Classification and Retention Policy: classifies data (public, internal, confidential, restricted) covering component designs, customer specifications and personal data, with retention and secure-deletion rules aligned to UK GDPR.
1. Patch and Vulnerability Management Policy: risk-based patching timelines for IT and, separately, a change-controlled patching window for OT equipment where downtime must be scheduled around production.
1. Incident Response and Business Continuity Policy: defines the escalation path, roles of the Incident Response Team and statutory notification duties (see Section 4).
1. Cloud and Email Security Policy: governs configuration of the cloud production management system and email/web gateway, including DMARC/DKIM/SPF, attachment sandboxing and data-loss-prevention rules.
4. Mitigation Measures
Mitigation measures are mapped to the threats identified in Section 2 and implemented through the defence-in-depth architecture shown in Figure 1, which separates the internet-facing perimeter, corporate IT, an industrial DMZ and the OT/production network.
1. Ransomware and exploited vulnerabilities: enforce a risk-based vulnerability and patch management programme, maintain offline/immutable backups tested through regular restoration drills, and deploy endpoint detection and response (EDR) on IT endpoints and passive network monitoring on OT assets that cannot run agents.
1. Phishing and business email compromise: deploy an email security gateway with attachment sandboxing and DMARC enforcement, require MFA for all procurement and finance accounts, and introduce a dual-approval control for changes to supplier bank details.
1. Supply chain and vendor access: replace standing VPN access for vendors with just-in-time, logged and time-limited jump-server access; require security assurance (e.g. Cyber Essentials Plus or equivalent) from critical suppliers as a contract condition.
1. Network intrusion and OT compromise: implement the segmentation architecture in Figure 1, using an industrial DMZ, data diodes and a dedicated segmentation firewall between IT and OT, in line with ISA/IEC 62443 zone-and-conduit principles.
1. Insider threats and credential misuse: apply least-privilege role-based access control, disable unused accounts promptly on staff exit, and deploy user and entity behaviour analytics (UEBA) to flag anomalous data transfers, particularly of design files.
1. Data protection and industrial espionage: apply data classification labelling and data-loss-prevention (DLP) tooling to restricted design and customer data, encrypt data at rest and in transit, and restrict bulk export of CAD/engineering files to authorised workstations only.
5. Monitoring and Incident Response
Continuous monitoring underpins every other control. A Security Operations Centre (SOC) function — in-house or outsourced as a Managed Detection and Response service appropriate to SFM's size — should aggregate logs from firewalls, endpoints, cloud services and, where feasible, OT network sensors into a Security Information and Event Management (SIEM) platform, with 24/7 alerting and current threat-intelligence feeds. Figure 1 shows how this monitoring layer sits beneath and across every network zone; Figure 2 shows how an alert then moves through the response process.
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Figure 1. SFM network segmentation and defence-in-depth model, separating corporate IT from the OT/production network via an industrial DMZ and segmentation firewall, with continuous SOC/SIEM monitoring across all zones.
When monitoring tools or staff raise an alert, SFM should follow a documented six-stage response workflow, shown in Figure 2: detect, triage and classify severity, contain, eradicate, recover, and conduct a post-incident review. Low- and medium-severity events are logged and assigned to an analyst; high- and critical-severity events (for example, confirmed ransomware execution or unauthorised OT access) trigger immediate activation of a cross-functional Incident Response Team drawn from IT, operations and senior management. Where a breach involves personal data, the Data Protection Officer must assess and, if required, notify the ICO within 72 hours under UK GDPR, alongside informing the Board, insurers and affected customers as appropriate.
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Figure 2. SFM security incident monitoring and response workflow, from detection through containment and recovery to post-incident review and, where applicable, statutory notification.
The post-incident review closes the loop by feeding lessons learned back into detection rules, the risk register and this policy document, and should be documented for evidence of continual improvement under ISO 27001 Clause 10.
6. Training and Awareness
Since the human element remains a primary route into organisations — and SFM has already experienced phishing aimed at procurement — a structured, role-based awareness programme is essential to embedding the policies above in day-to-day behaviour.
1. Induction training: all new starters, including agency and contract staff, complete mandatory security induction covering acceptable use, password/MFA hygiene, data classification and how to report a suspected incident, before systems access is granted.
1. Annual refresher training: all staff complete short, scenario-based e-learning annually covering current threats (ransomware, deepfake/AI-enhanced phishing, USB-borne malware on the shop floor), with completion tracked and reported to the Board.
1. Role-based deep dives: procurement and finance staff receive additional training on invoice fraud and business email compromise; production and maintenance engineers receive OT-specific awareness on safe use of removable media and vendor laptops around PLCs and SCADA systems; IT staff receive technical training aligned to ISO 27001 and IEC 62443 responsibilities.
1. Simulated phishing exercises: quarterly, unannounced phishing simulations with immediate, supportive feedback for staff who click, building a measurable click-rate trend rather than a one-off test.
1. Executive and Board briefings: a concise, non-technical annual briefing for the Board and senior management on the threat landscape, incident metrics and residual risk, supporting informed governance decisions.
1. Culture and reporting: a clearly publicised, blame-light reporting channel encourages staff to report suspicious emails or mistakes promptly rather than concealing them, reducing the average time to detect and contain incidents.
Programme effectiveness should be measured through phishing simulation click/report rates, training completion rates, and time-to-report for genuine incidents, with results reviewed at least annually alongside the wider ISMS management review.
7. Conclusion
SFM's adoption of smart manufacturing technology has brought clear operational benefits alongside a materially larger attack surface, reflected in the malware, phishing and unauthorised-access incidents it has already experienced. The measures set out in this report — a policy framework aligned with ISO 27001, NIST CSF 2.0 and IEC 62443; IT/OT network segmentation; targeted technical mitigations; a documented monitoring and incident response workflow; and a role-based training programme — together address the internal and external threats identified in Section 2. Implemented and reviewed as an ongoing management system rather than a one-off project, this approach will materially reduce SFM's exposure to ransomware, espionage and data breach while supporting the availability of production that the business depends on.
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Appendix A: Board Presentation Slides
The following pages reproduce, in order, every slide from the accompanying 11-slide board presentation, “Cybersecurity and Data Governance Policy — SteelForm Manufacturing Ltd” (file: SFM_Board_Presentation.pptx).
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Why This Matters Now

Manufacturing is the most targeted sector in global cybercrime — and SFM has already been probed
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Unauthorised access attempts against the production network
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External Threats

Attacks originating outside SFM's organisation

Ransomware & extortion

Phishing & business email compromise

Supply chain & vendor compromise

Unpatched OT vulnerabilities

Industrial espionage

Legacy OT systems, complex supply chains, and Raa$ scaling drive the highest attack volume
of any sector.

Now the #1 initial breach vector; SFM's procurement staff hold purchase-order authority and
are a known target.

Attackers exploit remote-access portals and vendor tunnels — the slowest breach type to
detect and contain.

PLCs, SCADA and loT sensors often predate modern security controls, giving attackers an easy
foothold.

Roughly 1 in 5 manufacturing breaches is now espionage-motivated, targeting proprietary
component designs.
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Internal Threats

Risks arising from within SFM's own people and partners

Negligent or careless staff

Malicious or coerced insiders

Credential misuse & shadow IT

Third-party & contractor access

The single largest driver of insider incidents — weak passwords, misdirected emails,
unpatched devices.

Intellectual property theft is the primary motive; attackers have directly offered staff payment
for access.

Reused passwords and unsanctioned tools let one compromised account reach across IT and
oT.

Maintenance engineers and vendors with standing network access are a fast-growing risk
category.
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Our Policy Framework

Built on recognised international standards, not invented from scratch

I1SO/IEC 27001:2022

Information Security Management System (ISMS). 93 Annex A controls
covering organisational, people, physical and technological security.

ISA/IEC 62443

The global standard for securing industrial automation and control systems:

PLCs, SCADA and loT devices.

NIST CSF 2.0
Manufacturing Profile

Risk-based roadmap across Govern, Identify, Protect, Detect, Respond and
Recover — built specifically for manufacturers.

UK GDPR &
Data Protection Act 2018

Governs customer and employee personal data, including the 72-hour ICO
breach notification duty.
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Defence in Depth: IT/OT Segmentation

Separating corporate IT from the production network limits how far an attacker can move

SFM Network Segmentation and Defence-in-Depth Model
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Continuous Monitoring — SOC / SIEM
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Threat intelligence feeds - 24/7 alerting - feeds the Incident Response process
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Key Security Policies

Nine policies translate the framework into day-to-day rules

Information Security Policy Access Control (MFA, least privilege)

4 5 J
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Mitigation Measures

Concrete actions mapped to each threat category

Ransomware

Phishing / BEC

Supply chain / vendor access

OT / network intrusion

Insider risk & credentials

Risk-based patching, offline/immutable backups, tested restoration drills, EDR on IT endpoints

Email security gateway, DMARC enforcement, mandatory MFA, dual-approval on bank-detail changes

Just-in-time jump-server access, logged sessions, security assurance required in contracts

Industrial DMZ, data diodes, segmentation firewall aligned to IEC 62443 zones and conduits

Least-privilege access, prompt off-boarding, behaviour analytics on design-file transfers
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Monitoring and Incident Response

From detection to Board notification, in six documented stages

SFM Security Incident Monitoring and Response Workflow
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Training and Awareness

People are the last line of defence — and currently our most-targeted one

Induction Annual refresher
Mandatory security induction for every new Scenario-based e-learning on current threats,
starter before systems access is granted. completion tracked to the Board.

Phishing simulations Board briefings

Quarterly, unannounced tests with supportive Concise annual briefing on threat landscape and
feedback and trend tracking. incident metrics.

Data Governance Policy

Role-based deep dives

Extra training for procurement (BEC/fraud) and
engineers (OT/removable media).

Open reporting culture

Blame-light channel so staff report mistakes and
suspicious activity fast.
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What We're Asking of the Board

Approve the nine-policy framework and its annual review cycle
Fund the IT/OT segmentation and SOC/SIEM monitoring programme
Mandate role-based training and quarterly phishing simulations

Receive an annual security and incident-metrics briefing

Together, these measures directly address the threats and incidents SFM has already experienced — protecting production availability,
intellectual property and customer trust.

Thank you — Questions
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SFM Security Incident Monitoring and Response Workflow
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