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The function generator was set to 2000 Hz, giving a waveform period:

Since the oscilloscope displays 10 horizontal divisions, the required time setting to show one full waveform across the screen is:

Therefore, the correct oscilloscope setting was:
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· Power supply smoothing
· EMI filtering and interference reduction
· Energy storage for quick discharge 
· ECU stability 
· Signal coupling and decoupling 
· Ignition system support
· Timing and delay circuits
· Pack up power for memory functions 
· Voltage surge protection
· Battery load reduction
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Modern vehicles rely heavily on the Controller Area Network (CAN bus) to enable real-time communication between Electronic Control Units (ECUs). However, CAN was originally designed without authentication or encryption, making it vulnerable to message injection, spoofing, and denial-of-service attacks if an outsider gains network access. ISO/SAE 21434 provided by ISO themselves (ISO, 2021) addresses these risks by providing a lifecycle-based cybersecurity engineering framework tailored to automotive systems. Together, these measures define how cybersecurity mitigation can be implemented to protect CAN bus communications from attack. A fundamental improvement measure required by ISO/SAE 21434 is threat analysis and risk assessment (TARA). TARA thoroughly identifies attack paths, such as compromised telematics units or diagnostic ports, evaluates the feasibility and impact of attacks, and creates cybersecurity goals for CAN-connected ECUs. As required by ISO/SAE 21434, secure-by-design architectural measures are central to safeguarding CAN systems. Network separation using secure gateways limits communication between infotainment, telematics, and safety‑critical CAN systems, significantly reducing attack propagation risks (IEM Labs, 2025). Hardware Security Modules (HSMs) integrated into ECUs can protect vital encrypted data and support secure boot, ensuring only authenticated firmware can transmit CAN messages.
While traditional CAN lacks native security, ISO/SAE 21434 encourages compensating controls such as message authentication codes (MACs) at higher levels and CAN intrusion detection systems (IDS). IDS solutions monitor traffic patterns to detect irregularities such as unexpected message frequency or spoofed IDs, enabling real-time attack detection without breaking legacy compatibility (IEM Labs, 2025). Verification, validation, and incident response are also mandatory. Security testing which includes simulated cyber-attacks and fault injection where engineers can create a real-world environment to manually inject fault codes to find outcomes. This validates CAN protection against realistic attack scenarios, while incident response plans define how vehicles detect, contain, and recover from cyber incidents over their operational lifetime. SOTA (software over the air) and FOTA (firmware over the air) updates further support post-production risk mitigation by allowing vulnerabilities to be patched remotely from the manufacture (Mender, 2025).
In conclusion, safeguarding CAN bus systems against cybersecurity attacks requires a complete approach aligned with ISO/SAE 21434. Through structured risk assessment, secure architecture, intrusion detection, and continuous lifecycle management, manufacturers can significantly improve the resilience of in-vehicle networks, protecting both vehicle safety and consumer trust in an increasingly connected automotive environment. 
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