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1. Introduction

In order to reduce the damage from network attacks and improve the prevention of man-in-the-middle attacks, this project proposal aims to use simulated penetration testing to study in detail the methods of different types of man-in-the-middle attacks. On the basis of research on network penetration technology, establish a web site for penetration testing, and then conduct various penetration testing attacks on this site. After reading a lot of network security related materials, understand the basic principles of HTTPS, SSL certificate structure and Based on the verification and the basic principles of man-in-the-middle attacks, analyze and compare the detection and prevention levels of mainstream browsers or websites against man-in-the-middle attacks. Then, based on the research results, we summarized common and effective methods to prevent and detect man-in-the-middle attacks.
Tools used in the research process
· Kali linux:
Powerful computer forensic operating system
· SSLsplit:
Transparent SSL/TLS man-in-the-middle attack tool
Disguise the server as a client, and disguise the server as a normal client
The attacker needs to forge the certificate himself
Support SSL/TLS encrypted SMTP, POP3, FTP and other communication man-in-the-middle attacks
The browser will have a warning message of "Untrusted Certificate"
· Mitmproxy:
Can only listen on port 8080
The browser will have a warning message of "Untrusted Certificate"
Forged certificates are integrated by default
· SSLstrip:
Different from the first two tools, the traffic between the client and the middleman becomes plaintext
All HTTPS connections with the client are replaced by HTTP, and a normal HTTPS connection is established with the server at the same time
Without the warning message of "Untrusted Certificate", the URL displayed by the client will change from https:// to http://

2. Background to the Proposed Research

With the development of network technology, network security problems have become more and more serious. The problems are mainly reflected in the following aspects:
(1) Cybercrime has become a trend of groupization and industrialization. It can be seen from the gray pigeon virus case that the Trojan horse has gradually become an industrial chain from its production to the final stealing of user information and even property.
(2) Wireless networks and mobile phones have become new attack areas and new attack focuses. With the vigorous promotion of wireless networks, the number of users of 5G networks has increased, and the user groups used are also increasing.
(3) Spam is still serious. Although after so many years of spam rectification, the phenomenon of spam has been significantly improved. For example, there are corresponding legislation to deal with spam in the United States. However, driven by profit, spam still affects everyone's use of mailboxes.
(4) The outbreak time of vulnerability attacks becomes shorter. From the attacks of the past few years in the coming year, it is not difficult to find that the time of vulnerability attacks is getting shorter and shorter, and the time interval for system vulnerabilities, network vulnerabilities and software vulnerabilities to be discovered and used by attackers is constantly shortening. Many attackers use these vulnerabilities to attack the network.
(5) The technical requirements of the attacker are getting lower and lower.
(6) DoS attacks are more frequent. It is more concealed for DoS attacks, and it is difficult to trace the attacker. Most attackers use distributed attacks and springboard attacks. This kind of attack is more threatening, and the attack is more difficult to prevent.
(7) Attacks against browser plug-ins. The performance of the plug-in is not determined by the browser, and the vulnerability upgrade of the browser cannot solve the possible vulnerabilities of the plug-in.
(8) Website attacks, especially webpages being linked to horses. Most users are opening a familiar website, such as a website they trust, but this website is accused of hanging a horse, which inadvertently installs the Trojan horse on their computer. This is the main mode of website attacks now.
(9) Attacks from internal users. Nowadays, the intranet and extranet of enterprises and institutions are getting closer and closer, and the threats from internal users are constantly showing up. The proportion of attacks from insiders is constantly increasing, becoming a disaster prevention focus of the internal network.
Man-in-the-middle attack is a typical active attack method in the field of network security, and it is easier to implement this type of attack by ARP spoofing. The man-in-the-middle attack based on ARP spoofing has the characteristics of strong concealment and great harm. It has a very serious impact on users' network use, directly threatens the information security of network users themselves, and also brings great significance to the management and maintenance of the network. Trouble. With the current network security problems becoming more and more serious and users paying more and more attention to network security, how to detect and prevent man-in-the-middle attacks in the network in time is a research topic for the majority of network managers. The methods currently proposed to prevent ARP spoofing can be roughly divided into two categories. One is based on protocol or system level, such as literature, methods using improved protocol mechanisms, literature, and the proposed "reject unsolicited response" algorithm. Such algorithms need to modifythe TCP/IP kernel source code or write middleware to implement, which is difficult to implement and has a certain impact on network performance. 
​​"using ARP server" also belong to this category, but it involves the modification of the ARP protocol. Another type of method is practical, such as the "Use WinPcap to achieve ARP spoofing detection and recovery" algorithm proposed in the literature, and the "active verification of MAC-IP mapping pair" method proposed in the literature. These methods are more suitable for smaller networks. . The active protection scheme proposed in the literature is a typical solution based on a three-layer network, which is based on the Radius authentication service. In addition, some network equipment manufacturers have also proposed their own solutions for ARP spoofing. For example, the DynamicARP Inspection (DAI) technology proposed by CISCO is a better solution at present. It is based on the DHCPSnooping binding table and provides dynamic binding of IP address and MAC address on the switch, but DAI technology is only applicable to some CISCO switches. The DynamicARPProtection technology proposed by HP Networks also has similar problems, and requires manual IP-MAC binding operation on the switch, which is not flexible enough. Although the ARP attack has been discovered for a long time, its problem mechanism is relatively clear. Due to its own design deficiencies, various solutions have their advantages and disadvantages. Various network environments have their own applicable methods. The prevention and control of ARP attacks is still It is a hot issue.Using dynamic binding strategies to prevent man-in-the-middle attacks of ARP spoofing IP-MAC binding is an effective way to solve ARP spoofing, but static binding requires a lot of scattered and tedious work, which increases the cost of network management and is not suitable for frequent changes.
 Network environment and large-scale network. If there is no ARP spoofing in the network, no binding is required. If you know in advance which hosts have been spoofed, you only need to bind these spoofed hosts to avoid man-in-the-middle attacks. In other words, a purely dynamic ARP table can be divided into two parts, dynamic and static, corresponding to the IP-MAC mapping pairs of the normal host and the deceived host, and the two parts are not fixed but dynamic. The ARP table is called a dynamic IP-MAC binding table, or dynamic binding table for short. The set of all bound IP-MAC mapping pairs is called a static binding table. The dynamic binding strategy is introduced to maintain the dynamic binding table, so that the dynamic binding table does not need manual management like the ARP table. Therefore, the use of dynamic binding technology can overcome the shortcomings of the static ARP table and better solve the problem of man-in-the-middle attacks. Determining which hosts are deceived in advance is the prerequisite for maintaining the dynamic binding table, which requires detecting whether there is a man-in-the-middle attack in the network. 2.1 Principle of man-in-the-middle attack based on ARP spoofing A man-in-the-middle attack is that the attacker inserts his host between the communication paths of two target hosts, making his host act like a relay on the communication path of the two target hosts, so that the attacker can monitor Communication between two target hosts. In order not to interrupt the communication, the attacker will set his own host to forward data packets from two target hosts.
Enterprises can complete the certificate deployment and verification process, and individual users can carefully observe the HTTPS security mark, identify the authenticity of the certificate, the validity period and other information. HTTPS is almost impossible to break, and the so-called SSL man-in-the-middle attack is impossible.
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Figure 1 Man-in-the-middle attack
The GDCA SSL certificate provides a way of identity verification on the Internet. It is a digital information file used to identify and prove the identity of both parties. Websites that use SSL certificates can guarantee the confidentiality of information exchange between users and servers, with the functions of non-eavesdropping, non-modification, non-repudiation, and non-pretending. Use HTTPS to encrypt APP and web communication to prevent data from being stolen and tampered with during transmission, and to ensure data integrity; prevent traffic hijacking by operators and implant advertisements on web pages; at the same time, it effectively resists man-in-the-middle attacks and greatly improves security.
In the era of frequent network security incidents, the deployment of HTTPS has become a general trend. It uses complex transmission methods to reduce the risk of website hijacking. Of course, the realization of HTTPS across the entire network is not an immediate thing, but every company participating in the Internet needs to take the responsibility of network security. Each of us enhances the awareness of protecting self-privacy, so as to jointly create a safe cyberspace. .
3. Aims & Objectives
· Aim:
Configure a web site for penetration testing, and then conduct various penetration testing attacks such as man-in-the-middle attacks on this site, build a web site for penetration testing, and then conduct various penetration testing attacks on this site, and study the basic principle analysis of HTTPS Compare the detection and prevention of man-in-the-middle attacks with mainstream browsers or websites. Then, based on the research results, we summarized common and effective methods to prevent and detect man-in-the-middle attacks.

· Objective:
· Penetration testing website creation
· Simulate different types of man-in-the-middle attacks against the created Web site.
· On the basis of understanding the basic principles of HTTPS, SSL certificate construction and verification and the basic principles of man-in-the-middle attacks, analyze and compare mainstream browsers' support for SSL protocol.
· Design a penetration test experiment to analyze and compare the defense strength of different mainstream browsers against man-in-the-middle attacks.
· Provide detailed documentation of the results collected during the experiment.
· Detailed analysis of the test documents.
· Summarize and recommend methods to prevent and detect man-in-the-middle attacks:
Domain name and SLL certificate binding
Dynamic binding strategy
Conversation Knowable
4. Research Methods
4.1 Philosophy
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Figure 2: The Research Onion
In this part, it is necessary to confirm the research philosophy of this research. Positivism is undoubtedly a research philosophy that is very suitable for this project.
The central argument of positivism is that to understand the objective environment a person is in, the most important thing is to observe things, or use feelings and experience. Comte’s "Positive Philosophy Course" created the positivist philosophy, which was then inherited and developed by Durkheim, and subsequently developed logical positivism and post-positivism. Positivism science is the fundamental basis of positivism. Positivism believes that although everyone’s educational background is different, there is not much difference in their experience and principles for verifying feelings. Comte believes that empirical science must be based on facts, its confirmability is widely recognized, and all relevant facts can be connected by means of hypotheses.
Methods for studying social phenomena are very important. The emergence of positivism research methods is closely related to empiricism and natural science research methods. Empiricism is the basis for the development of positivism research methods. Positivism research methods have inherited the basic research methods of empiricism and believe that things in social science research can only be phenomenological things. The meaning of "positivity" is similar to that of "phenomenon", which is precise and tangible. Taking phenomena as the starting point of sociological research has always been advocated by Comte and later positivists. Positivisists demand that scientific knowledge can be "positivity", and at the same time, they advocate experience first, rather than perceiving and grasping through rationality. material. The research methods of natural science are also widely used by positivism. In the application of methods, many sociological theories are based on certain natural sciences. Comte, the "Father of Sociology," brought the precise methods of natural science into sociological research. Comte believed that the study of society can adopt quantitative analysis in natural science research. Comte was in an era where social order was severely deranged and theoretical thoughts were chaotic. This also provided a background for the empirical spirit that Comte gradually formed in overcoming social disorder and promoting the return of rationality and morality.
4.2 Strategy
The attack simulation part of this project is designed based on the basic attack mode of man-in-the-middle attack. From the initial network port sniffing to the final completion of the network attack, it is necessary to design the attack ports and attack types in all aspects. It is necessary to collect network data and information about the attacked person, and in another part, study the support status of different browsers for the SSL protocol and the prevention of man-in-the-middle attacks. Compare and confirm the obtained domain name and certificate binding, conduct research on different methods of preventing man-in-the-middle attacks, and finally summarize and recommend effective prevention methods.
4.3 Approaches
4.3.1 Inductive
Establish a website with high network security, check various data in the attack process, understand the specific process of different types of man-in-the-middle attacks, and apply it to the follow-up summary.
4.3.2 Deductive

· Web site establishment
In order to study web penetration testing technology, we need a web site for testing. Due to legal restrictions, we cannot directly attack web sites on the Internet, so we need to create a web site for experimental testing. This is not only legal, but also It is helpful to repair and reinforce and code review after the test is completed. The test Web site can be created locally or on a virtual space or cloud host that you have purchased. In this study, it is planned to use a Windows 2003 virtual machine system on the cloud platform to create the Web site. ASP, ASP.NET, PHP, and JSP websites require different environments, including which Web server to choose from Apache, IIS, Nginx or Weblogic, and database options such as Access, Microsoft SQL Server, MySQL, and Oracle. As for the source code of the website, you can develop it yourself, but it is generally more common to search for open source web projects on the Internet to download, such as China Webmaster.com. You can tailor the source code of the website yourself according to your needs, and it is better to achieve Penetration testing purpose.
· Proxy server
The existence of a proxy server (ProxyServer) has been a long-term fact, and it has evolved from the first few proxy software based on the TCP/IP protocol such as HTTP, SMTP, POP3 and FTP to SSL, SOCK4/5 and other unknown proxies. The type can be said to provide great convenience for some special purpose users. For example, through the IP shielding of some servers through a proxy, you can browse to information that you can't see; or you are afraid that your IP will be exposed and be invaded by the other party and look for layers of proxies to wrap yourself; some are because the system does not support Internet sharing And forced to use proxy software to allow computers on the internal network to connect to the Internet normally... In addition, there are many reasons that make various proxy servers endure for a long time.
The proxy server is equivalent to a transparent data channel. It uses itself as the original client machine to connect to the target computer according to the request data "required to connect to a certain computer" sent by the client. After the target computer returns the data, it sends it to the original Client, at this time, the target computer obtains the IP of the proxy server instead of the original client IP, so as to break through the IP shielding or prevent the other party from obtaining your real IP.
· SSL certificate
Enterprises can complete the certificate deployment and verification process, and individual users can carefully observe the HTTPS security mark, identify the authenticity of the certificate, the validity period and other information. HTTPS is almost impossible to break, and the so-called SSL man-in-the-middle attack is impossible.
On the other hand, a type of SSL certificate classified as GDCA provides an identification method for identification on the Internet. In another sentence, it is a digital information file that specializes in identifying the docking parties. Of identity information. For some websites that use SSL certificates, their users or servers can obtain a high degree of confidentiality, and will have the advantage of being extremely difficult to eavesdrop, difficult to change, and undeniable and will not be counterfeited in the process of information exchange. Use HTTPS to encrypt APP and web communication to prevent data from being stolen and tampered with during transmission, and to ensure data integrity; prevent traffic hijacking by operators and implant advertisements on web pages; at the same time, it effectively resists man-in-the-middle attacks and greatly improves security.
In the era of frequent network security incidents, the deployment of HTTPS has become a general trend. It uses complex transmission methods to reduce the risk of website hijacking. Of course, the realization of HTTPS across the entire network is not an immediate thing, but every company participating in the Internet needs to take the responsibility of network security. Each of us enhances the awareness of protecting self-privacy, so as to jointly create a safe cyberspace. .
· ARP table
If an attacked host is detected in the network, the IP-MAC entries corresponding to these hosts must be bound in the ARP table of the gateway, so that an ARP table becomes a dynamic binding table. The static binding entries in the dynamic binding table have two states, namely the live state and the non-live state, which correspond to the two states of the host being online and offline respectively. When an entry is in a non-live state, it is necessary to delete this entry in the static binding table. Using such a dynamic binding strategy, it can be ensured that when the corresponding relationship between the host's IP address and the MAC address changes (for example, a network that uses DHCP dynamic IP allocation), the ARP table of the gateway can be updated in time (no need to update manually), and it is also avoided. The problem of reduced query performance due to too many static binding entries is solved. 3 System Design and Implementation 3.1 The dynamic binding strategy of the overall system framework stipulates that when a static binding entry is inactive, it must be deleted from the ARP table, which requires a survival test on the host. The traditional test method is to detect (ping) through the echo reply message in the ICMP protocol, but its detection accuracy is not very high, because some hosts block the ICMP packet through the firewall. Another method is to use the ARP protocol to detect, by sending an ARP request to the target host, if the target host returns its MAC address, it indicates that the host is active. The accuracy of ARP protocol detection is very high, but this method is only effective for hosts in the same broadcast domain. The multi-subnet IP survival test algorithm is used here to solve the problem of IP survival test across subnets. The system operation framework is shown in Figure 2. For security and performance needs, the network is usually divided into multiple virtual local area networks (VLANs), such as Vlan1, VlanN1, and VlanN2 in the figure. Some networks use DHCP to assign IP addresses to hosts. The ARP monitoring server belongs to two VLANs at the same time (such as Vlan1 and VlanN1), and uses VLAN dynamic division technology to enable it to have the function of "roaming" in the subnet. To perform IP survival test on hosts in VlanN2, the ARP monitoring server can automatically switch from VlanN1 to VlanN2. The ARP monitoring process monitors the changes in its ARP table by establishing a Socket connection with the gateway (or through the SNMP protocol). If an attack is detected, an IP-MAC binding command is issued to the gateway, otherwise the multi-subnet IP survival test algorithm is started to perform an IP survival test on the corresponding entry in the static binding table, and the non-survival entry in the ARP table is deleted to maintain ARP The dynamics of the table. Before binding, it is necessary to obtain the correct MAC address information of the deceived host, which can be obtained through the multi-subnet IP survival test algorithm or by querying the DHCP server. In addition, the monitoring of the host ARP table is also an important link, which requires an ARP table monitoring process to be run on the host. This part is relatively simple and will not be described here. Figure 2 System overall framework 3.2 Multi-subnet IP survival test method One method is to use the proxy and master control model, that is, place a monitoring terminal inside each subnet to monitor all the hosts in the subnet where it is located; set it in the local area network A master and communicate with all agents, this method is more troublesome. If the network card supports the IEEE802.1QVLAN function, by connecting the trunk port of the switch and creating a virtual interface corresponding to each VLAN, so that the host belongs to multiple VLANs at the same time, so that the IP survival test across subnets can be realized.中间人攻击
4.4 Risks & Limitations

With the wider application of HTTPS, there will be more and more SSL man-in-the-middle attacks, especially in important fields, such as financial and high-tech enterprises, the demand for protection against man-in-the-middle attacks will become stronger and stronger. The binding verification method based on the domain name and SSL certificate pair proposed in the previous article has great advantages, but for general websites, they can replace the root certificate at any time, so the database must be updated in time, and the domain name and database must be updated again. But for enterprises, this system can cooperate with them to obtain a list of root certificates used by the enterprise, and adopt a strict matching algorithm: bind the domain name to the specified certificate instead of all root certificates, which can be completely protected The act of a man-in-the-middle attack.
This research uses a self-built web site for penetration testing. The site is likely to have a large number of unknowable and simple vulnerabilities. When analyzing the prevention measures of major websites against network attacks such as man-in-the-middle attacks, you should try your best to refer to them. The latest prevention framework and the latest patch architecture package.

5. Feasibility analysis
5.1 Sources
Related literature, domestic well-known websites,etc.
5.2 Subjective factors
Under the guidance of the academic advisors, read a large number of relevant literature, and through the establishment of their own laboratory experiments, access to a large number of information.
5.3 Objective factors
Experimental conditions: institute provides the necessary laboratory and equipment, and can directly inquire the required literature from the Internet.
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Figure.3 Work schedule
Establishing a schedule will be very helpful to the progress of the research work, and at the same time, the research schedule is likely to change with the advancement of the research plan. A reasonable application research schedule will achieve a multiplier effect with half the effort.
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On the other hand, a type of SSL certificate classified as GDCA provides an identification method for identification on the Internet. In another sentence, it is a digital information file that specializes in identifying the docking parties. Of identity information. For some websites that use SSL certificates, their users or servers can obtain a high degree of confidentiality, and will have the advantage of being extremely difficult to eavesdrop, difficult to change, and undeniable and will not be counterfeited in the process of information exchange. Use HTTPS to encrypt APP and web communication to prevent data from being stolen and tampered with during transmission, and to ensure data integrity; prevent traffic hijacking by operators and implant advertisements on web pages; at the same time, it effectively resists man-in-the-middle attacks and greatly improves security.

(this box should expand as you type)




	10
	Location of research activity
Identify all locations where research activity will take place.

	11
	campus

(this box should expand as you type)

	12
	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	13
	


(this box should expand as you type)



	14
	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	
	YES
	☐

	15
	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)



SECTION F: Scope of Research Activity
	1
	Will the research activity include:
	
YES
	
NO

	2
	Use of a questionnaire or similar research instrument?
	☐
	☒

	3
	Use of interviews?
	☐
	☒

	4
	Use of diaries?
	☐
	☒

	5
	Participant observation with their knowledge?
	☐
	☒

	6
	Participant observation without their knowledge?
	☐
	☒

	7
	Use of video or audio recording?
	☐
	☒

	8
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	9
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	10
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	11
	Investigation of participants involved in illegal activities?
	☐
	☒

	12
	Use of procedures that involve deception?
	☐
	☒

	13
	Administration of any substance, agent or placebo?
	☐
	☒

	14
	Working with live vertebrate animals?
	☐
	☒

	15
	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☐

	16
	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
	1
	Who are the intended participants:
	
YES
	
NO

	2
	Students or staff at the University?
	☒
	☐

	3
	Adults (over the age of 18 and competent to give consent)?
	☒
	☐

	4
	Vulnerable adults?
	☐
	☒

	5
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	6
	Prisoners?
	☐
	☒

	7
	Young offenders?
	☐
	☒

	8
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	9
	People engaged in illegal activities?
	☐
	☒

	10
	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	11
	Other – please indicate here:



(this box should expand as you type)
	
	



	12
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	13
	How many participants are expected?

	
3

(this box should expand as you type)

	14
	Who will the participants be?

	
Supervisor | student | assistant

(this box should expand as you type)

	15
	How will you identify the participants?
	


(this box should expand as you type)





	16
	Information for participants:
	
YES
	NO
	
N/A

	17
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☒
	☐
	☐

	18
	Will you tell participants that their participation is voluntary?
	☒
	☐
	☐

	19
	Will you obtain written consent for participation?
	☒
	☐
	☐

	20
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☒
	☐
	☐

	21
	If the research is observational, will you ask participants for their consent to being observed?
	☒
	☐
	☐

	22
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☒
	☐
	☐

	23
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☒
	☐
	☐

	24
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☒
	☐
	☐

	25
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☒
	☐
	☐

	26
	If NO to any of above questions, please give an explanation 

	27
	


(this box should expand as you type)



	28
	Information for participants:
	
YES
	NO
	
N/A

	29
	Will participants be paid?
	☐
	☒
	☐

	30
	Is specialist electrical or other equipment to be used with participants?
	☐
	☒
	☐

	31
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☒
	☐

	32
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☒
	☐

	33
	If YES to any question, please provide full details 

	34
	


(this box should expand as you type)



SECTION H: Anticipated Risks
	1
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	2
	Full risk assessment completed and appended? 

	Yes 
	☒

	
	
	No
	☐

	3
	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	4
	Risk to Participant:
No 

(this box should expand as you type)
	How will you mitigate the Risk to Participant



(this box should expand as you type)

	5
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	
No

(this box should expand as you type)

	6
	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to Investigator:

No

(this box should expand as you type)
	How will you mitigate the Risk to Investigator:



(this box should expand as you type)

	7
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to University:

No

(this box should expand as you type)
	How will you mitigate the Risk to University:



(this box should expand as you type)



	8
	Disclosure and Barring Service

	9
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	10
	Does your research require you to hold a current DBS Certificate?
	☐
	☒
	☐



SECTION I: Feedback, Consent and Confidentiality
	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	


(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	


(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	


(this box should expand as you type)



SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	1
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	☐

	2
	If YES, provide a description of the data and explain why this data needs to be collected:

	
	


(this box should expand as you type)

	3
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☐

	4
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	
	


(this box should expand as you type)



	5
	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	6
	Manual files (i.e. in paper form)?
	☐
	☒

	7
	University computers?
	☐
	☒

	8
	Private company computers?
	☐
	☒

	9
	Home or other personal computers?
	☐
	☒

	10
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☒

	11
	“Cloud” storage or websites?
	☐
	☒

	12
	Other – specify:

	☐
	☒

	13
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	
	

(this box should expand as you type)

	14
	All Data Storage

	15
	Will the research activity involve any of the following activities:
	YES
	NO

	16
	Electronic transfer of data in any form?
	☐
	☒

	17
	Sharing of data with others at the University?
	☐
	☒

	18
	Sharing of data with other organisations?
	☐
	☒

	19
	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	20
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	21
	Publication of data that might allow identification of individuals?
	☐
	☒

	22
	Use of data management system?
	☒
	☐

	23
	Data archiving?
	☐
	☒

	24
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
	


(this box should expand as you type)

	25
	List all who will have access to the data generated by the research activity:

	
	


(this box should expand as you type)

	26
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	


(this box should expand as you type)

	27
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	


(this box should expand as you type)

	28
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	


(this box should expand as you type)

	29
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☐

	
	
	NO
	☐

	30
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☐

	
	
	NO
	☐





SECTION K: Declaration
	31
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	
	Signature of applicant:
	
	Date:2021/5/7




For STUDENT Submissions:
	32
	Director of Studies/Supervisor:
	
	Date:

	33
	Signature:
	

	



For STAFF Submissions:
	34
	Academic Director/ Assistant Dean:
	
	Date:

	35
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☒
	I confirm that the research activity has received approval in principle

	☒
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☒
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration



	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.

	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.



This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 


Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   

Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.

Indicative Title:  please use the same title as used on the research proposal.

Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.

Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.

Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.

Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended then please add an extra box and describe these.

If you have answered no to all questions in F then sections G and I do not need to be completed.  .  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.

Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?

Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.

Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.

Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?

Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality

Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?

Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.

Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.

In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.
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