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[bookmark: _Toc149821255]Introduction
For the assignment we were tasked with creating a brief report on Ransomware in general and giving specific details on a variant of my choice.


[bookmark: _Toc149821256]What is Ransomware?
“Ransomware is a type of malware which prevents you from accessing your device and the data on it, usually by encrypting your files. A criminal group will then demand a ransom in exchange for decryption.” [1]
The above quote was taken from the NCSC website explaining in brief terms what ransomware is on the website it helps to explain how ransomware works. This works by an attacker unlawfully gaining access to your network whether this is home or work network. Once they have access to your network, they take control of your devices (i.e. your computer) and use malicious encrypting software to encrypt all your files rendering your access to them. They may also take copies of your data for example a schematic for your new product line and threaten to release it to competitors. With this type of attack on your computer you would have or will receive a notification asking for you to make payment to regain access to your data and explaining what they have done with your data.
On the NCSC website it continues to explain that it is not recommended to pay the ransom since it cannot guarantee you being able to access the data. Also, the criminal organisation might then sell information that you have previously paid from ransomware meaning that you are more likely to be targeted again by either the same organisation or another.
[bookmark: _GoBack]
[bookmark: _Toc149821257]Example of Ransomware
An example of ransomware is CryptoWall.
Apparently according to some reports 325 million dollars has been caused in damages [2] and only 19% of ransomware victims who pay the ransomware actually get there files back [3]. So what actual is crypto wall. CryptoWall is more invasive then other types of ransomware it embeds itself inside the computers operating system and will hide and delete copies of your data making it harder or even impossible to restore the data. As mentioned by M. Buckbee CryptoWall v4 introduces a new feature that encrypts both the file and file name [2]. This means that you cant go through your backups if you had them and find the file which was encrypted.

According to M. Buckbee on his blog on CryptoWall he states that are multiple different methods to infect devices. These are: phishing emails, Exploit kits and malicious adverts.


[bookmark: _Toc149821258]How to protect yourself from Ransomware
There are multiple different ways to protect yourself from ransomware especially on a computer. To help try to keep your computer safe its best to make sure that you have the latest version of your operating system installed. You could encrypt some of you files to help avoid ransomware being able to access the files and encrypt them themselves. You can also restart your computer from time to time this will make sure that applications and the operating system are both up to date.
According to S.Shieh Simple data backup especially for sensitive information isn’t enough protection against ransomware. The backup procedure should include offsite/offline storage and encryption  [4] This suggests that you should have multiple types of physical copies of your data so this could be data backed up to a NAS which you only plug in monthly and update to minimise the chance of your backup also becoming infected by the ransomware

[bookmark: _Toc149821259]Evaluation
The best way in my own opinion to try and minimise the loss of your data when inevitably your data is either hacked and taken is ransomware or is lost is to have at least 3 copies of your data on 3 different locations. With this that would include for example one copy save locally i.e. on your computer another copy saved to i.e. OneDrive and then another copy saved on a USB stick or a NAS (network attached storage). 

[bookmark: _Toc149821260]What do I have in place?
I currently have most of my files saved in two of the recommended 3 locations. But in the near future I plan on having a NAS as well when I have the space and home network requirements to help run this efficiently.

[bookmark: _Toc149821261]What damage would it cause to me?
Currently if I was a victim of a ransomware attack provided that I am still able to access my OneDrive account I should be able to reinstall all my files after doing a complete reset on the computer.
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[bookmark: _Toc149821264]Phishing Email
A phishing email is what you would think is a normal email containing a link in which when you open the link it would simultaneously redirect you to the webpage you planned to open and download a file which would go through your device encrypting all your files and data.
[bookmark: _Toc149821265]Exploit Kits 
Exploit kits take advantage of security vulnerabilities on your device so that could be in an application you use or your operating systems of your computer or even in a website you might visit
[bookmark: _Toc149821266]Malicious Adverts
A malicious advert is an advert which either has been purchased or hacked by a cybercriminal to try to get people to click in there link where it will then run code in the background without you noticing.
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